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1.1 AF F8 AMY

General Performance Indicator

Product Model

MR-0802P Ser ies

Interface

8x 10/100/1000M PoE Ports + 2x2.5G SFP Ports + 1xConsole Port

Poe Parameters

PoE Standard: |EEE802.3at(30W) and |EEE802.3af(15.4W)

PoE compatibility: |EEE 802.3af/at adaptive

Power Supply

Machine input voltage: DC48-55V

4PN Industrial Terminal

Physical Dimension

Product size: 270x 180 x 44 .5mm

Product weight: 1.2kg

Protect grade: |P40

Working Environment

Operating Temperature: =40 ~ 85¢2C

Storage Temperature: -40 ~ 85¢C

Humidity: 5% ~ 95%, non—-condensing

Technical Indicators
Bandwidth 26Gbps
Packet Forwarding 19.34Mpps
rate
Flash Capacity 16M
MAC 8K

Layer 2 Software Function

Port Management

Enable/Disable Port, Speed, Duplex, MTU Setting, Flow-control

Port Mirroring

Support port mirroring

Port Speed Limit

Support port speed |imit

Port Isolation

Support port isolation settings

Storm Suppression

Support unknown unicast, multicast, broadcast type storm suppression

Link Aggregation

Support static manual aggregation and LACP dynamic aggregation

VLAN Support, VLAN and |EEE 802.1Q VLAN
MAC Support static addition, deletion

Spanning Tree STP, RSTP, MSTP

Y otocol | S

Extended Function

ACL Based on MAC, I[P, protocol type, L4 port
QoS Based on 802.1p(C0S) and DSCP classification(MR—0802P-S only)
LLDP Support LLDP link discovery protocol

User Setting

Add/delete users

Log

User login, operaion, status, events
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System management | Device reset, configuration save/restore, upgrade management
Management Function

CLl Support serial port command |ine management
SSH Support SSHv1/2 remote management

Telnet Support telnet remote management
Web Support Layer?2 settings
SNMP SNMP V1/V2/V3
PoE PoE Power Management

Other functions TACACSt and RADIUS Certification(MR-0802P-S only)

1.2 AF TAAE
MR-0802P Switch X< 1)

A AP < 10
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Fag TRHPAS

dotAl FA et =l & o 1P

FAE 192.168.2.x & AAs ArYy

e g mael Fol YeEhddd. sE AleA olF

2291x] A]2ElS REW "2 o1one ZElEAAQ.

27¢l
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O AFOIEES HES HEM 7 O L

=

"admin"¥ ¢t% "admin"S JHe ).

AFEXH0IE | admin
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@ MR-0802P Series x 4+

« - C @ 19218321

AOTITRTOCA T T System Information

Network Admin

»Port Configure

»POE Company Name MIRAE Information Technology
N i enTiRitey Website and Contact _www.mreit.co.kr

» Security Configure Model Name MR-0802P Series

»QoS Configure MAC Address 34-58-7C-00-35-E9
»Diagnostics SN 078452103310001
»Maintenance

System Date 1970-01-01T00:16:47+00:00

System Uptime 0d 00:16:47

Firmware Version V1.1-2020-11-20
Firmware Date 2020-11-20T06:33:21-08:00

Auto-refresh [
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dinformation & Status

IP Configuration

 Network Admin
=IP Config Mode [Host |
=P Status DNS Server 0 | [ No DNS server ~|
LB DNS Server 1 |No DNS server V|
s NTP
STTEETE DNS Server 2 |No DNS server V|
FSNMP DNS Server 3 | [ No DNS server ~|
= Syslog DNS Proxy O
:zz:conﬁgm IP Interfaces
:ﬁ:ﬁ:ﬁiﬁ.ﬁ:‘:ﬁm m‘m }7Enahle| Fallgpﬂl (:urrentl.easei Address “4\ llaskLengﬂnI Address — [ Mask Length |
p QoS Configure O 1 O 0 | 192.168.2.1 | |24 | | | | |
antenance
IP Routes
[ Delete | Network | Mask Length | Gateway | Next Hop VLAN |
IP Configol w3+ A
T PR E
Mode FAE RS 2 gloE Ruoa] A
DNS AW gls, T4 7Fs3sk IPv4, IPv4, X< DHCPv4
DNS Server . 1 = -
QlE|Ho]2~ % o] DHCPv4 QAE|H o]0l A€
DNS Proxy DNS Proxy
Interface Name | A]2=8) QIEHo]2~9] o5& FAIZ YT,
VLAN 21 oA 25ka welshel W VLAN & Qe EHAA 9.
- FEnabled AEl= VLAN <SlEj#o]~7} IPv4 DHCP
ZololdEE Fe 29% IPvd F42E THOE A
e AE vyt a¥€x goeH 1y IP Ao
Z= 3]
IPv4 DHCP TR o e el e o
- Waiting time (&9l @ s)2 29 X7} DHCP & F3 %
P F425 dodi A= AR 9yt 0
29 A% A7 29pEA) o)
- A IP F4+€ DHCP Z &3 Iy
- IP address: AF&AF7F 943 1A 1Pvd F42YYtT).
[Pv4 - IP mask: AFEAZF g™ A IPvd A EBEY
e S

10
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- IP address: AF8-A7F 4= 117 [Pv6 AU T},
[Pv6 - IP mask: AFEAZF J=HI 1A IPve ABEY
PEEINIEs
- Destination segment: AF&A7F &H 3 [Pvd =AY YT},
- IP mask: AFEARZE fd™€sk Ay IPvd A BY
IP Routes w2~ 9y},
- Next hop address: AFEA7F 9=H€3 S IPv4
Faur
“Addd” 2 Z93ato] A ¥ VLAN 2 IP 542 wEal “Save” dkal w3y},

EEAEC L
VLAN =50l VLAN

ZIEA ez VLANL vF Ay, o& #e
2 $E LEZS Z7}5te] VLAN 7ke] #olo] 3

2~ %]
[e]
Al

ALg- S o et

Aslopgict.

1 3 B T

o .
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pInformation & Status
w Network Admin

= [P Config

= |P Status

pDOHCP Server

=« NTP

» Timezone

pSNMP

= Syslog
pPort Configure
»POE
pAdvanced Configure
¥ Security Configure
pQ0% Configure
pDiagnostics
pMaintenance

IP Interfaces
Interface | Type | Address | Status
05:lo LINK  00-00-00-00-00-00 =UP LOOPBACK RUNNING MULTICAST=
0S:lo IPv4  127.0.0.1/3
0S:lo IPvG  fel0::1/64
0S:lo IPve  1/128
VLAN1 LINK  34-58-Tc-00-35-e9 =UUP BROADCAST RUNNING MULTICAST=
VLAN1 IPv4d 192.168.2.3/24
VLAN1T IPvG  fed0::3658: 7Tcfi-fa00:3529/64
IP Routes
Network Status
127.0.0.1/32 127.0.01 <UP HOST=
2240004 127001 zUP=
21128 1 <UP HOST:=
ARP Table
IP Address | Link Address
192.168.2.234 VLAN1:00-20-4c-60-50-b7
fed0:: 3658 Tcfffel0: 359 VLANT:34-55-Tc-00-35-9

T G

o

IP Interfaces | IP £E H|o]E& 3}l
IP Routes [P &9-¥ HlolE &<l
ARP Table ARP Elo]lE gl

11
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3.3 NTIP

A ZE A e} FEolAE 7ke] AlA F7]ste] A8%+= NIP (Network Time Protocol):= IP % UDP =
ZIWro g FHEE TCP / IP TREF AETFe &8 Tzad AFd d5Ud.

NTP AR = 123 ¥ XE=Z (DP & 53 xqi_gqq nE YEYT Ao F= T3 Hy B2
A= UEYD EZZA oA AGAQ] 9TS Fr.

A7 A|2E" A AE FElE At A Feket FAggst Agte] Alsim = NP b

FrEU.

1. o3 o] g4 5o A “Network Admin - NTP” & S 3IYt},

1 3 ] 7

pInformation & Status
w Network Admin
= |P Config
= [P Status
pDHCPServer |
= NTP
= Timezone |
PSNMP |
= Syslog |
»Port Configure
PoE
pAdvanced Configure
» Security Configure
QoS Configure
pDiagnostics
pMaintenance

NTP Configuration

| Enabled v |
1192.168.2.234

-+
o,
otk
e
%
=)

Mode mEo 2
9= —9

NTP Server S IP F4

12
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1. ey 7ol &M A ZoA]  “Network Admin - Timezone” < gt}

INFORMATION TECHMNOLOGY EYE ; = -
3

pInformation & Status . .
< Network Admin System Information Configuration

= |P Config ||] |
= |P Status 2020.12.3. 2% 12:51:24

pDHCPServer

e

= Timezone
pSNMP

= Syslog
pPort Configure
»PoOE
pAdvanced Configure
» Security Configure
pQo% Configure
pDiagnostics
pMaintenance

T B

4 A

System Time-zone i,
TAET AIHE AA

Offset (minutes) =

UTC Time A olEul Ak

i
°
I

o

3.4 Syslog

AFE A= 29 % 225 TFIP AW ==
1. &3 o] “Network Admin - SysLog”

M ot
iy
%0,
i)Y
i
Au)

2 4 ] a

Miaae e

INFORMATION TECHMNOLOGY 1 = -
3

pInformation & Status .
S ———— System Log Configuration

+IP Config Disabled v]
«IP Status

»DHCPServer Informational v]
«NTP

»SNMP

= 3yslog
»Port Configure
»PoOE
pAdvanced Configure
» Security Configure
pQoS Configure
pDiagnostics
»Maintenance

13



IRAE

INFORMATION TECHNOLOGY

MR-0802P series

NETWORK SWITCH - User Manual

T PR

2

Mode

Syslog 7]'s& &3} == H]2
291 A= syslog & AAE A¥H=Z BEUt,

FAsau. 289 9 A5

Server IP Address

AgE 2 AR 1P Fa

Log Levels

3.5 SNMP

SNMP (Simple Network Management Protocol)i= TCP / IP UIEH A AA g Ab&guUt}.
e B AxEgo] (o @ WET B 93 2e)E wdets T AFEZ AF
Bk, NP ¢ 54& gt eyt
Simple: £ % SNP A& we £Ee AR wgor 2w B¢ H4F F Qe ¥ %
AEZF Utk = UDP 718k SNIP = o] Ao fi‘ Hu v},
%WHM'WW1:?WVV}@igﬁﬁﬂﬁﬂ,¢@?Q%ﬂ%“ﬂ@%?lﬂEgﬁiiEzwl13
AR A%S BAtE AL TE2 I
Al 7HAL e MAd, S SNIPvL, vae R w3 o] QlsYTh AlsEldle NIS (MIESIE #e] Al=ED,
AolE, whe] A 2 MB (el Aurlol2)7t E @A,
we] AEQ WS & BE 4XE p] gy,
we] F9 7 FHolE FF ool AE, MIB R e AAF T3P NS = NIB F AE3 ] NS
FEg At gl AR AAFe dolAE} 45 FaFch
SNWP #2 =24
NMS
&
Agent
[ ]
 J
MIB
!
Management
object
Device
NMS
o UESZ HIAZA NS = AHlA NP & Bl MEST FXE # / BUHLEIY .
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& 233G FAHMF & ¢ UAFHE. NS = do]HET sEHeR
E o

Mkl #ElE = A AHE JUolET & JdHFYT.
o | X9 oo]HE M2 A A HolHE {fXetal #E] HolHE Histe] NMS 8.3
MIB Table & T3] #d =52 AHgstay 23S we 5 235 NS 2

ST ool aE:

UA m e,

A= Aol = VIR oHIETE BAstE co]dES Fel @A AA GE et

#AAFE AHE NS 2 A5},

Management object

o Il A=
AZEY] (4 :

5.

UEbHU Y. 2 AR = stedle] (o ¢l Ho] A

H ZREF), VE 74 &5 AEE EFet

MIB

o MIB = ¥l ZWAIZE A #eElsks W (o 1 clojdEY x3ea dAd #de AE)E
At dHolguolAdUtk, MIB = olF, ZH, dA: A 3 doly fd& xgste]
Al S4e Addud. MB & Fdl vsd 22 Vlse 7EE€ ¢ dsdn. ClodE=

MIB & 3]st 24491 &4 ARE nxEletal MIBE W4 ste] A 4 355 A8d .

pInformation & Status
w Metwork Admin
« IP Config
« IP Status
pDHCPServer
«NTP
= Timezone
- SNMP
= System
= Trap
= Communities
n lzers
= Groups
= Views
= Access
= SysLog
»Port Configure
»PoE
pAdvanced Configure
» Security Configure
» QoS Configure
p Diagnostics
pMaintenance

B4 oA

“SNMP System Configuration” ¢ “Network Admin - SNMP” £

1 3 & T

SNMP System Configuration

Mode Enabled A
Version SNMP v2c v
Read Community | | public |
Write Community | |private |
Engine 1D 800007e5017f000001

T G R
SNMP Mode SNMP 7] &3t = v &g s)
Version 2295 & }&de] SNWPvl, v2¢ FE v3 S Adayr}
Road Commumity | 46 B el AlEx= vl@#ew “public” ehalsh MIB HAIE
Ylde & oalsyn
Write C " o1z H Ty Alo)EE 7EAHow  “private” o]gtastE MIB
P 1oy a4 & dsun
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pInformation & Status
w Network Admin
=P Config Global Settings

Trap Configuration

«IP Status
»DHCPServer [ [Enabled v]|
s NTF
= Timezone

+SNMP

» System

=« Trap Add New Entry

= Communities

= Groups

= Views

= ACCESS

= Syslog

pPort Configure
»POE
pAdvanced Configure
» Security Configure
p QoS Configure
p Diagnostics
pMaintenance

Trap Destination Configurations

g 4
Trap Name SNMP EY HA
Trap Mode SNWP E &3} =& v 24 3}

Trap Version SNMPv1, v2¢ 2 v3

Trap Community A AE SNMP E¥ AFUE Y a8 o]&

Trap Destination IP
Address

Trap Destination UDP Port | A/ A4 ¥ SNMP E3 Av]e] UDP XE HIZ

Trap Inform/Response SdEl i ] S 3
= n|gA
Yode /g 5} 184 8}

Trap Inform/Response
Timeout (seconds)

Trap Inform/Response -
Retry Times -

16
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Adsyct. o2 o] “Network Admin - SNMP - Communities” =

=

3. AL ARE o8 v 5
S gk

Mirae

INFORNMATION TECHMOLOGY

pInformation & Status . . .

S ——— SNMPv3 Community Configuration
= IP Config
= P Status O
FOHCPServer

public 0.00.0 0.0.0.0
| ivate 0.00.0 0.0.0.0
«NTP L

= Timezone [ Add New Entry ] [ Save ][ Reset ]
+SNMP
= System
= Trap
= Communities
= Users
= Groups
= Views
= ACcess
= SyslLog
pPort Configure
»POE
pAdvanced Configure
» Security Configure
»@o0S Configure
»Diagnostics
»Maintenance

T s £

ol

Community A olE YE

Source IP [Pvd 22~ A5 JEs4AA 2

Source Mask [Pvd A BY wlx~F

inSs
B

4. SNMP v3 AF&AIE wHEa1 7)<l
Users” & 834t}

Mirae

A AR B WS Addstyc, o33 o] “Network Admin - SNMP -

INFORMATION TECHNOLOGY

pInformation & Status .
e SNMPv3 User Configuration

»IP Config
- 1P Status

»DHCPServer O 800007e5017f000001  defauli_user MNoAuth, NoPriv
= NTP
= Timezone [ Add New Entry ] [ Save ] [ Reset ]
w»SNMP
= System
= Trap
= Communities
= Users
= Groups
= Views
= ACCESS
= SysLog
pPort Configure
»POE
pAdvanced Configure
» Security Configure
Q0S8 Configure
pDiagnostics
rMaintenance

MNone MNone None MNone

17
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4 e Ay
Engine ID 2~ 2o = 7] E-ZE 800007e5017£000001 o] H&E Ut
Username SNMPv3 A2l Al o] &S UHIAHAL

Ho
o

2=22S v t}$39] noAuthnoPriv, authNoPriv %
authPriv oA <3t WS AdEsyg

=25 & thesle] MD5 i SHA oA 7Hel AR
U

Security Level

foi

Authentication Protocol

Authentication Password | 7S] AR H|HUHIE JAHsHA Q.

Pri P | 229 3§ tEste] DES T AES oA 7Rl AR
rivacy Protoco nE EEE%% }1‘_@1%14‘:]’
Privacy Password 7Hel AH HEHTE JHEFA L

“Save” 3lal EFYTE,

AF&2= SNMPY3 9] Al View & 95 5= 95Uth. o231 o] “Network Admin - SNMP - Views” &

m

1 3 & 7

pinformation & Status . .
R ———— SNMPv3 View Configuration
« IF Config Delete | View Name | View Type [ OID Subtree
« P Status O default_view |included v | A
»DHCPServer
=NTF ‘ Add New Entry | | Save || Reset |
= Timezone
+SNMP
= System
« Trap
» Communities
= Uzers
= Groups
= Views
= Access
=SysLog
»Port Configure
»PoE
»Advanced Configure
» Security Configure
QoS Configure
p Diagnostics
»Maintenance

T s e
View Name o] &L AL

View Type 229 =F gedte] 3 2 Aol M
0ID Subtree 0ID 39 EgE g8yt
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T dsUt. gL o] “Network Admin - SNMP

pinformation & Status
w Network Admin
= |IP Config
= IP Status
POHCPServer

SNMPv3 Access Configuration

(]
O

default_ro_group
default_rw_group

any
any

MNoAuth, NoPriv
MNoAuth, NoPriv

default_view v

| default_view v |

None b

| default_view v |

=« NTFP
= Timezone
wSNMP
= System
= Trap
= Communities
= Users
= Groups
= Vigws
= ACCESS
= Syslog
»Port Configure
»PoE
pAdvanced Configure
» Security Configure
pQoS Configure
»Diagnostics
rMaintenance

’ Add New Entry ] ’ Save ” Reset ]

T B

o
il
o

v
ol
—_
=
o

Group Name

Security Model

rx I

M

EE (] 2
o T

Fol def, vl, vie H

2 usm ol A

i
= | 2

T o] Sk o

<.

I
i

Security Level

=2
R

o2

au

t}&3l] noAuthnoPriv, authNoPriv =
&3} WHS Ay

Bje
S
tio

Read View Name

38to] A4 H View

=

=

2
v
%

Bjie
S
tjo

Write View Name

3] A4

U
U

2
v
%

=
=

View
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7. AH8AE A 2FS B A 8 AR 9 AA2E 55 @ F dFUY. e
o] “Network Admin - SNMP - Groups” & 3y}

. e
Miae . EEHE a.

1 3 5 7

pInformation & Status
w Network Admin
= |P Config
= |P Status
»DHCP Server
=« NTP
= Timezone
- SNMP
= System
» Trap
= Communities | Add New Entry | | Save | | Reset |
= Users
= Groups
= Views
= ACCess
= Syslog
» Port Configure
»PoE
pAdvanced Configure
» Security Configure
» QoS Configure
p Diagnostics
»Maintenance

SNMPv3 Group Configuration

v public default_ro_group

vl private default_rw_group
v2c public default_ro_group
vZc private default_rw_group
usm default_user default_rw_group

a
0
a
|
g

Ty g e

Security Model 225 =5 t}2dte] vl, v2¢ % usm FolA Aegct

. vl v2c) ¥ ALER} o]&
Security Name

Group Name 54 ¥ AAx o2 dEFA L

4Port T4
4.1 Ports

AR Bael weEt oyl A o] AE 23t AT & RS AEH|AE Aol

1. g4 28ox “Port Configure - Ports” & ZZ3Yt}.
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2. T2 o] FAE dHolE e FA dEo ¥E AW “Autonegotiation” , “Flow Control” %
“Maximum Frame Size” Z A#igtt},

dInformation & Status

wNetwork Admin Port Conﬁguration
= IP Config o ] Speed [ AdvDuplex |  Adv [ Flow Control | E i Frame
«IP Status P‘"“ e ol |““"\t:urrent\ Configured | Fdx | Hdx | 70M [ 100M | 1G | Enable | Curr Rx | Curr Tx | Frame Size | Collision Mode | Length Check
»DHCPServer - <> ~ O 9600 <> ~ O
o7 w @ [(w v & B & @ B O x x [w0 [emdv O
e 2 @ e [ww v M B B @& 0O x X 0
«System 3 | ®@Dwm (A v B B @ B @ O X X o
2T 4 ® Down O X X 9600 Discard v (]
Ry s ® Down O x x 9600 [Discard v O
= Groups 6 ® Down (] X X 9600 Discard v (]
R [ 000 | @obwn (A v @ B B B B 0O x x| w0 [bwdv] 0
o | ews 8 8@ @ 88 0 x x [_s 0
o I ET—
~Port Configure 12 /—‘ . Euwn /2']“]—:| = * x =
< Ports . own uto O X X O
»Aggregation
= Mirroring
= Green Ethernet
»DDM
»POE
»Advanced Configure
» Security Configure
»QoS Configure
pDiagnostics
»Maintenance
S (®) S 7 2=
A S g gsyd
S A
:TLAC-)] 601-__' = Ué]
=1 A~ = - .
4= 10Mb, 100Mb % 1,000Mb el = A4 753t A5 FA4F. 10Mbits /
. . . U] . = _— -
Autonegotiation 100Mbits / s ¥ 1,000Mbit / s & X33k 2

’

S = AN
7] Qg ol zol 4 AL E 5 glor Wao| upe} Hy
A

27 UESZS ¥y U ESY 2
YEY A7 MESNT AA7IYE AF HAA AESS FAES o
FA o] P,

B &2 A 2] S-S WA s7] 98] dAA o= PeEs A,
Disable-Disabled 441 %
Rx (RX Pause) -PAUSE Z & FA1gY
Both (Rx / Tx Pause)-PAUSE Z#H A& I
Tx (Tx Pause) -PAUSE Z#o]& A4

N 2

H
o
N
2l
=
=2

Flow Control

-
=
=
w
[e9]
[l
o)
julss
-
oy

Maximum Frame Size | 9,600
Enabled YE #H3
Port Description | AW 7}53t T E

4.2 Aggregation

=AYt

LAG (Link Aggregation Group)i ¢J2] o]tj¥l &3 (Eth-Trunk)Z &

HYES A A7|E EUglel &dstH B tgF Ao digh AMgAke] 857}

dnkd oz 3 QY FH ol Aue d9EE HAstetr] Y&l WA AR v]go] Bol] i FAAo

oy},

Link Aggregation Technology + 3t=dolE dadel=stA] i o8 =34 AHIo|~E Y

=214 QA olxz HFHEUT. B dAYUSTS PSS ARG ol g2 84 g A004

F3E gy

obge} o]l ~$91x A ¥ Eth-Trunk =8 P2 &g 3 7/ oyl FaE Fal =9 B <

AAHEYT. d9E2 F 37 B39 U9y sdstnz gigFo] oy, | o] A HAa+e
21
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CEREEER=IT ERISICN

Link Aggregation Diagram

Switcha, SwitchB

o

Link Aggregation 2 Tt A3eA 85 AEE S5 5 54U
- 3ol Az AZd" T 2949 Eﬂoﬂio] FTEoA &
- il HAaE A4d" F Y 29A9 A=A

Link Aggregation < LACP (Link Aggregation Control Protocol) ZJEfjel] we} =& R=9} LACP RE==
= 7 54y

A HA E=Ql Eth-Trunk A7 ]’\1 i ClE o]~ A 2= LACP §lo] 5o =2 FI7heokgdytt.

RE Ba7t doly dg 3 Fsh Akl {{riﬂﬂﬂ Uﬂ—roﬂ i‘: T E'_E(Load Sharing mode)2}il%

=~ T
FUC. Y P2 F R Gt s A UG £ UeiA Pas olgde] R RS
FHPUG. o] mEE AH A" T FA/ § 2 93 Yol g RazaAw LA o dax @
S gl Al Hgeh

4.2.1 Static

Static Link Aggregation & F7}8t= W (o @ 5 EE):
1. “Port Configure - Aggregation - Static” & ¥
Configuration(Src Mac, Dst Mac, IP 4>, TCP / UDP X E

t}. 1% ID (1-16), Aggregation Mode
3) 9 AE XEE AMElggy,

iz L

1 3 & 7

pInformation & Status . . .
Aggregation Mode Configuration

»Network Admin
wPort Configure
= Ports Source MAC Address
~Agaregation Destination MAC Address
» Static IP Address
=LACP TCP/UDP Port Number
= Mirroring
= Green Ethernet Aggregation Group Configuration
»ODM
»POE
pAdvanced Configure P e PO @ @®
b Security Configure 1 0000000000
»Qo$ Configure 2 000000000O0
¥ Diagnostics 3 O0O00O0O0000O0
»Maintenance 4 OO0 0O000000
5 CO0000C000C0
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T4 FES o5 ZH5Un

T BE g

Group 1D LolA 16 7HA] M7t wiAZl 16 /W] JA 153 LAG ID 7+
Ayt

olfjyl A9 A = ZF FAY XE9 HEFE FH37] Y8 GEL oA GE3 7HA 3 e EEE
Eakelr), o8 FAL Static Aggregation & A YT},

1. 2912 B 4 9A9 fA8H A 292 A & Eth-Trunk S1E#Ho]A~E A #A8] QB # o] 24
M xste] B JIZS FA4gYT. 2F ID "1", ¥ T E=(Src Mac, Dst Mac, IP %) @
23d L E (GE1, GE2 E GE3) & AMedte]d  “Port Configure - Aggregation - Static” < g3}l
J A s

[e]

B ] LN

1 ] & T B

pInformation & Status . . .
Aggregation Mode Configuration

pNetwork Admin
wPort Configure
= Poris Source MAC Address
wAggregation Destination MAC Addrass
= Static IP Address
= LACP TCP/UDP Port Number
= Mirrering
= Green Ethernet Aggregation Group Configuration
»DDM
»PoE
pAdvanced Configure Normal OO0 @@® @ @® @
b Security Configure 1 @@®@@®@000000O0
QoS Configure 2 COO0OQO00O0O00O0
»Diagnostics 3 COO0OQ00000C00
pMaintenance 4 COO0OO0O0O0O00O00
5 000000000

4.2.2 LACP

3 ¥3 A
[EEE 802.3ad ¥+<& 7|Wkoe 23} LACP(Link Aggregation Control Protocol): 5
9 2 a)gut). LACP + LACPDU(Link Aggregation Control Protocol Data Unit)E E3) Adj#H YEL=

o
o
g & & XEAA AAe FRef v]alsle] Dynamic Aggregation o thek X E
oo =gy, 524 LACP HAE Alawle od AFzoz A A
.

T
T+

_]
o l . ’
AAqA o7 FIEAY AAY = UdFUT. &%, Duplex 7F L7 FAd AHd =

oft Bl = > kel o2
o (ool > (m o

23



MR-0802P series

'.NFDHIMWINITEEQE NETWORK SWITCH - User Manual

|4 "Port Configure - Aggregation - LACP"E Z¥3}o] XE 3 (LACP), 2= (&4
! YE 94 49 (0-65,535, 7| 32,768)E v} o] AEgy}.

pInformation & Status

. —— LACP Port Configuration
wPort Configure Port [ LACP Enabled | Key | Role [Timeout] Prio
sPorts * O [<> v|| ||<> v| [« | | 32?68|
"“gg;g?“"" 1 0 Active v| [Fastw| [ 32768
pves 2 O Active | [Fastv| [ 32768
= Mirroring 3 O Active ~]| [Fast~| | 32768
'g;’;" (ETETE! 4 O Active v| [Fastv| | 32768
}P:E 5 ] Active ~]| [Fastw| | 32768
0
pAdvanced Configure 6 U I—IActi\re hd I—IFast hd | 32Tﬁﬁ|
N AT ETIRIEE 7 O Active v| [Fastv| | 32768
» QoS Configure 8 O Active v Fast v | 32?68|
LTt 9 ] [Active ]| [Fastv| [ 32788
L 10 0 Auto v [Active v| [Fastv| | 32768
T FEe oI syt
e o]
LACP Enabled 235k R 2t
Mode NEH = FfAH
PAH FEE LAP WS FEoR mua v vES

Active Port & LACP dHlo]E] H7|AE AFo =

v v 7 o9 #4 LACP XEVF JE ¥3E THo=R
Aggregation & & AFYTF. ey 4% L

o A B Fgole= AR AdEe H7lS TitEa 7]
uj ol s2shA] 2Euth

Port Priority LACP XE ID 4 £Hd w2t 24 JAA IF
AARgUtE, o] F A ID £ 2 Hlo]E A|xH
O =919} 6 Hlo]E Al 2~E NAC o2 FAFHUL, =

, FA
D &= A28 4 £99F MAC o2 AU, 5938 A9
Alzdl 4 F9E WA Hlusta AJ&E MAC FAE
o2 Husty, glo] 2 Zo] 4. W9 0 ~
65,535. 7|3k 32,768
Key s D FE BE

2l e WAsy] Aol Eth-Trunk o fi@ 7€ lEjAo] 2 oAz Aol ol SlshiiAlL.,
27 2w YEYT Fx 2] JEe Tdsord),
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oltiyl ~9A A & 7} 7Y XEQ RIE FH3y] fdl GEL oA GE3, 2=$1X B 71A
1. LACP 84 X E d&& 3tH 29 A Ao A" 4 =Y (Priority)E 100 &= A A3
EA R 2o A "Port Configure - Aggregation - LACP'"E ZFgdto] t}h&i o] 94

"100"e. = A3t

pinformation & Status

=8

1 3 [ T

L 1L

LACP Port Configuration

pMNetwork Admin
wPort Configure
= Poris ) * O <= v <> v <E W 32768
“"99;9:6“"" 1 [Active v| [Fastv]| | 100
i 2 [Acive v] [Festv] [ 100]
= Mirroring 3 [Active w| [Fast v| | 100]
NS Blier 4 O [Active | [Fast~| [ 32768]
»ODM .
POt 5 O [Active v| [Fastv| [ 32768
»Advanced Configure = U [Active v| [Fastv| | 32768
» Security Configure 7 O [Active ~| [Fast~]| | 32768|
»QoS Configure 8 O [Active w| [Fast v| | 32?68|
DI 9 O [Active ~| [Fast~| | 32768|
»Maintenance 10 0 Ao v [Active v| [Fastwv| [ 32768
4.3 Mirroring
e wege ARE 29X EEY HAAE Y4 XER BAFULG. BaE ZEE aa
ZE(Source)elal AL X E= 4t EE(Destination) Uk, Wit X E&= dlolH AAF HAAE
ArgEte] ALEATE FAE wAXE BAsle] ted go] WEQAE muUHIsL BAE
o

3 714

Y,
2~ 0] =
TTl=
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D=t
Port

Sro Port

T4 9
PC1 & ¢lE o]~ GE1-1S E3] 297 Ao AA~
Ar g A= AE G oA PC2 oA PCLE Bl H AR

Swvitchd,
g1/1 4172
PC1 PC2
1. &2 S A "Port Configure - Mirroring"S 28 3sto] AlA IDE Aggdy ).
2. A2 XE (GE1-2 B stz Ul ¥ E GE1-1 2 “Enabled” EEE AdEs I pe3 7o)
7 =

2 4 ] a

o R
B .

1 3 & T

pInformation & Status . .
Mirror Configuration

pNetwork Admin
~Port Configure
= FPoris

~Aggregation Mirror Port Configuration

= Static
= LACP
e ~
= Mirroring
= Green Ethemnet 1 | Disabled v
»DDM 2 |Enabled v
»PoE i gfsag:egv
w
pAdvanced Configure . D!SEbIEd
A4
» Security Configure isable
6 | Disabled v
»QoS Configure .

i i 7 | Disabled v
»Diagnostics .
»Maintenance & |Disabled v

5 | Disabled v
10 |Disablad v
CPU | Disabled v
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T4 52 gy ZHyth

T E s Ao

Source Port oy LEE ALEE 4 dFUtT.

Destination Port | 3 A3 EEQ AX TEEZ A st dv}te TEW
Aast = dH Y.

Mode Rx only: 218 EE WA A7} i xE=Z v HF U},
Tx only: AFH BE WAXZF U XEZ vydgdy}.
Enabled: #H& 2 2181 EE HAXE gt XEZ
u] & &gy o},

4.4 Green Ethernet
S50l 0 o3kl A XE o] ARt
o} 7Fo] “Port Configure - Green Ethernet” & Z¥ldt}:

1 3 & 7

pInformation & Status . .
Port Power Savings Configuration

pNetwork Admin
w Port Configure
= Poris
bAZgrEd;ation Port Configuration
= [irroring
bF'u:EDDM S O 0O 00000000
pAdvanced Configure ! 0 0 g uoodoodod
» Security Configure 2 O (] O OoOo0ooooo
»Q0S Configure 3 O O O 00000 oOooOoo
»Diagnostics 4 O ] O Oo0o0o0oOooOoo
»Maintenance 5 O (] O Oo0o0o0o0o0ood
6 O J O Ooo0oooood
7 O O O Oo0o0ooooo
8 O ] 0O oooooodod
9
10
T gEe e g
T g A 13
Optimize EEE for | 2= % 7] A|ZFol| A 41€]
Port “ActiPHY, PerfectReach, EEE, and EEE Urgent Queues” A
Configuration A e

4.5 DDM

DDM & 3 2E9 AHE
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1. 53 #Zo] “Port Configure - DDM - DDMI Configuration” & AL :

Mirae

INFORMATION TECHMNOLOGY

pInformation & Status .
. DDMI Configuration

«Port Configure [ [Enabled +]|

= Ports
Aggrogaton
= Mirroring
= Green Ethernet
«~DOM
= DDM Configuration
= DDM Overview
= DDM Detailed
»POE
pAdvanced Configure
» Security Configure
» QoS Configure
pDiagnostics
pMaintenance

J.,m:l_l

1

oX,
oot

T
o

oo

flo

S
om |z

lw)
-]
=
et |
o,
ot
e

e
=
e
=

[
2

H] 24 5}

Configuration

2. &3} o]l “Port Configure - DDM - DDMI Overview” = 234 A <L

2 4 ] a8

 omme
Mirae . T

IMFORMATION TECHMNOLOGY 5 8 s -

sInformation & Status
»Network Admin
w Port Configure
» Ports S FINISAR CORP.  FCLF-8521-3 PQ220RE A 2013-07-09  1000BASE_T
»Aggregation 10 OXCA OXCA-SFP-LX-H CN745EK1P5  AB |& 2007-11-12 1000BASE_LX
= Mirroring
= Green Ethernet
~DDM
= DDM Configuration
= DDM Overview
= DDM Detailed
»PoOE
= PoE Setting
= PoE Scheduing
= PoE Status
»Advanced Configure
» Security Configure
pQ08S Configure
pDiagnostics
pMaintenance

DDMI Overview

1
1

DDMI Overview

o3

rlo

|
oX,
oo ] o2t

I
=
I
=

4 m}!_l
o>
i
O

o

fll
[m]oR

W, g, dHolE

»

KU
In
-
m oK
2
>
B
j‘-'_;, -
w o
i
i
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3. T ol

“Port Configure - DDM - DDM Detailed” & &334},

e RS selg,

Mirae

2 4 [ [

R
*

o T
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Hu 950N LES Aee

pInformation & Status
»Network Admin
~ Port Configure
= Porls
rAggregation
= Mirroring
= Green Ethemet
»DDM

= DDM Configuration

= DDM Overview
= DDM Detailed
+PoE
= PoE Setting

= PoE Scheduing
= PoE Status

pAdvanced Configure
»Security Configure

» QoS8 Configure
pDiagnostics
»Maintenance

5 PoE

PoE (Power over Ethernet)+ 7] Cat-5 U EH A AlolE AA

Transceiver Information

FINISAR CORP.
FCLF-8521-3
PQ220RE

2013-07-09
1000BASE_T

DDMI Information

Pars v,

FA] 3 IP (o : IP A3},

o
WAP, TP 7ZhvlzhE 7Ivte = ditrlo] oy Aot A7 ddS gyt

5.1 PoE Setting

1. &3} o] &a 7A] Zo|A] “PoE - PoE Setting” & Z&gt}.

i B o
Miae . EETH

INFORMATION TECHNOLDGY

1 3

pinformation & Status

Power Over Ethernet Configuration

pNetwork Admin
ECE @ Actual Consumption () Reserved Power
= PoE Setting
= PoE Scheduing PoE Power Supply Configuration
= POE Status
»Advanced Configure
» Security Configure 250
DETE ETmIImTE PoE Port Configuration
pDiagnostics
rMaintenance
= | v ox v |<>—v| 30|
1 OFF v 30
2 [oFF v 0|
3 Low  ~ OFF v 30
4 v [oFF ] 2|
5 oFF v %
6 Low ~ OFF v 30/
7 OFF v 30
8 [PoE+ +v| [Low ~ OFF v 30
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T4 d5e ogy FEUth
T & A
o] 29A M= F 7HA REFE AMEE F YT
1. Auto distribution: 2=91x EXE+= HALE PD T3l

Reserved Pover Wel A A9 Agom dFPUT. P A9
determined by ol A 802.3af / 802.3at ¢ WeS FZAIA L.
2. Manual distribution: AF&AF7} 25 Ao},
o] 29A A= F 7HA] REE AMEE - dFYTh
1. Actual consumption: ©] 2}¢] S{EAA = HA| AH]
Aol 29%9] 4 Agrt & o 4 47
7P w2 B AU, BE $A =907 $4 9
FFo oW A4 =97 NF Ee ¥EVL
RS =
2. Reserved power: ©] 4] FHA EE XES HU
o] dgo] 9% BA HHES Zz3stH Al PD
FA7F Y= EEZF v sg YT,

AgAE A AFe A8 24T 5 dsUr

Power Management
Mode

Primary Power

Supply
POk Node :iﬁﬂfﬂ%f 802.3af (PoE) 2 802.3at(PoE  +) EHEE
ALYk, g]a 802.3at = FF 1 E#Y Y.
. PoE XE9 4 F£HE HdA =S, =4,
Priority

) ez AAFYL
AL kS 93 “Manual Allocation” EE=
Y TS AHEYY.

rr
kel

E9

B

o

Maximum Power (W)

5.2 PoE Status

FInformation & Status

———— Power Over Ethernet Status Auto-refresh [
»Port Configure Local Port | Description | PD class | Power Req d [ Power All d [ Power Used [ Current Used [ Priority | PD Alive Check Reset Count | Port Status
«PoE 1 - 0 W] 0w 0 [W] 0 [mA] Low 0 No PD detected

« PGE Seting 2 0 (W] 0 [W] 0w 0 [mA] Low 0 No PD detected

+ POE Scheduing 3 0 W] 0 [W] 0 W] 0 [mA] Low 0 No PD detected

« PoE Status 4 0 (W] 0 [W] 0w 0 [mA] Low 0 No PD detected
»Advanced Configure g 3 1%’?\”[?‘] 1%’%\’[\?] 306[\%\](] BJI[T]] tuw g :uigjg‘id;}r‘é

N m. ow 0 etecte

» Security Configure 7 0 W] 0w 0w 0 [mA] Low 0 No PD detected
CETE LT 8 0w 0 W] oW 0 [mA] Low 0 No PD detected
»Diagnostics Total 15.4 [W] 15.4 [W] 3.6 [W] 67 [mA]

FMaintenance

T4 e g5 g5y

T4 A

Power Over | "=4 ¥XE A9 PD 5w, 849 =g, &9dd A8, 284 dH,
Ethernet Status | @A AF&H HE, ¢4 &9 2 XE A" ARE FAFUL
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6 Advanced Configure
6.1 MAC Table

AbE A A9 X0 MAC SFA49 BEE T

th&-3} o] “Advanced Configure - MAC Table”

B B 7

1 3 5

T
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L

pInformation & Status
pNetwork Admin

»Port Configure Aging Configuration

MAC Address Table Configuration

pPoOE
wAdvanced Configure
= MAC Table

= VLANS

pGVRP

pFort [solation

= Loop Protection

MAC Table Learning

O
300 seconds

»Spanning Tree Auto @ @ @ @ @ @ @ ® @ @
»[EMC Profile Disable O O O O O O O O OO
-r::;'s Secure O O OO OCOOOO0CO

»IGMP Snooping Static MAC Table Configuration

pIPVE MLD Snooping
=LLDFP
» Security Configure
p Qo8 Configure
pDiagnostics
»Maintenance

[ Add New Static Entry |

74 g5 g gH5yyg
T A
Disable o] AL AEstH A7} QA 54 MAC F4U7F Aoz ool E XA
Automatic Aging | &4 ).
Aving Tim 29 X7F 853 B4 MAC FA4AE T VEFOE 300 2 Fo Ao
SIS HME | o=y, 77k 10 ZolA 1,000,000 27-4] ¢t}
2= MAC F49] 3 7HA] gh5 REof 335Ut}
Learn the MAC | Auto mode: EZEZ} NMAC F42E AEo 2 453},
Address Table | Disabled mode: EZE7} MAC 425 5384 &5},
Safe mode: XE+= TAH A4 (422) NAC 49 HolH 352 ALy
6.2 VLANS
VLAN & E3]& 91x]9] Ag+glo] s VLAN o] 3 2EE ™oz nxd 4 95y, ZF VLAN &
BREINAE THeloza EZg4 AN & oy =74 AN o2 Uyt TA2EE 7& B4
Hal o 7 fA| XS wdkE 4 9GSy, UE VAN o] 9= A g8 = golo] 3 29X e
FA7F Qs
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VLAN & 23 22 S A 53y
Broadcast domain coverage: LAN ¢ HEEJNAE HAAE dEZ L8 Hoksta UEYT dH FAS
Bo a&xo2 Agslr] 918 VLAN oA At U},
LAN secuirty: Holg #HA AZFdA HWAA7F BREE JA2E E=ddor B xr] ufjiFo] VLAN
S2EZE AR FAEA] XU gelo]3 299 dl 2He-E Ee gleo]o]3 ~9%]7
M4 AR HE wMEE fRd W e a9 vsdad Aol del A A9 |
QLU AHEAE BUA 947 W9 WA olEshe A% THL WANA ¥nw
M2 % 5 ey

B %o [FEE 802.1Q TEEZ(MAC 2 ZE 7|9k VLAN)S A3k, 718 Ao 729 802.1Q VLAN
UC% Aesord e, LE 7|9 VLAN & ~9x]¢] ¢lgFo]~ HE E}E} TEEUY. UEHA
AYAE 7 294 oz MZ THE PVID, F XE 7]E VLAN & ATt VAN Bt
S doly Xy de] PVID & AFEste] 290x AHHo]~2 FUE™T LS PVID & FA| =AY
olg] o] 29| PVID 7} ol%= =7} g7} A A=Y},

_,4
o
ko
i
i
i)

1. v o] “Advanced Configure - VLANs” & S¥3U4t}.

g ] =

1 a 5

pInformation & Status

- Global VLAN Configuration

»Port Configure [ Allowed Access VLANs [T |
»PoE | Ethertype for Custom S-ports | [543 |
wAdvanced Configure
#MAC Table Port VLAN Configuration
= VLANS A
Port Ingress’ Ingress Egress | Allowed | Forbidden
CEL? - | ks | VLAN ‘ PortType | Filtering Acceptance Tagging VLANs VLANs
’fmlflg:‘?; = ~| 1| [== v [== <= ~|[1 |
;S‘;Z?mirrlg?l'r;;n 1 \Access V| 1| | C-Port v Tagged and Untagged ~ | Untag Port VLAN ~ | |1
MPMC Profile 2 \Access v| 1| | C-Port o Tagged and Untagged v | Untag Port VLAN v | |1
= MEP 3 \Access V| 1| | C-Port v Tagged and Untagged v | Untag Port VLAN v | |1
=ERFS 4 \Access v| 1| | C-Port o Tagged and Untagged v | Untag Port VLAN v | |1
HIGMP Snooping 7 5 [Access v| 2| | c-Port v Tagged and Untagged v | Untag Port VLAN v | |2
PIPVE MLD Snooping 6 [Accessv| 1| | c-Port ~ Tagged and Untagged + | Untag Port VLAN + | |1
'LL_DP 7 \Access V| 1| | C-Port e Tagged and Untagged v | Untag Port VLAN ~ | |1
» Security Configure
8 ‘Access v| 1| | C-Port ~ Tagged and Untagged + | Untag Port VLAN + | |1
»QoS Configure = = = = -
ST 9 \Access V| 1| | C-Port v Tagged and Untagged * | Untag Port VLAN v | |1
»Maintenance 10 \Access V| 1| | C-Port ~ Tagged and Untagged ~ | Untag Port VLAN ~ | |1
A BrEe ey 7yt
:—?— ¢} 01_ 1 = =]
A BFE IS
I d 5
ol A] o] 29 gAFUT}
A2~ VLAN o] 1D 558 FAIS :

Allowed Access e 7]%?9,9.& VLAN 1 3} $h7 384
H VLAN ¢ ID & F7FshpA L.

o] A== AR AAH S- XEO AS-Hi= Ethertype / TPID (16 &

T =]

Ethertype for 1 o0y 2 yggun. o) Mae ¥= §8o] S-CustomPort = HAH
Custom S—ports _

ri o

offt
L
filo
N

5

o
<
kS
e
(m
rlr

E ]
E R (71%%% DA E ST EEE] S
# AE A 7 RE F shud F Qg
54 Rovh Aded duid g 6§4 Urﬂi%l =7t 3o g FAHA
3l g
)

-

Rrd wet W ThssiAl gy
SR BN dEs REVF A8d W XEVH 7HAE e Holsyn

tode AAs EEE AuAon HF sdolde] Adst: ul AgHUT AAx

o A3 3be] VLAN ¢ ¥ E VLAN (9w A2 VLAN)S FA Yolm
7w eo g2 14yt
o Hl7IglE ZEldd C Hlart A AHE Zed 58
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oHAl2 VLAN o2 &7 ¥ RE el vlagle]l dFgych.

Trunk:
EfYT XE+ 98 VLAN oA FAlo &5& AGs 4 qlon dutxyo=
2 29Ae] d4dste o AHggYT ERA TEC« tad 22 540
AFYh:
o« VEAHOT EFYH ¥FEE BE VLAN (1-4094)9 T4 A4},
o EfJd XEV} &3 VLAN 2 3-8 ¥ VLAN 9 ARgol os) Agd <+
AHFH T
o YTEV} FAYo] ol VIAN OS2 BiFy Zyde #7)guyr),
e 7EAHOoZ F¥E VLAN (a.k.a. Native VLAN)C 2 HEFFE xZ# L
Aelet BE ZHE Y FAA Bl AFgYY. LE VLAN 02 &7/
H g g2 FAA C Hr AAEA Y.
o FA HI XS WA BE T B1E AT F AdFUT
o] A5 elrt AAE ZHE AR Fale] §8HY T,

stolBE|= X EE ofgjHelA EfA XESH FABHAT F7F XE A4
ZIs& F7hAdTh. EFJA 2EC fis] dwd 54 golE sfoln=
FEC = vt &2 V5ol slsyth

e VLAN EjZLE <212]3&}A] °L71‘/} C- ®lzz A4, S- ®HI A4 E=
S-custom-tag Q1Ao7 ?” st = AEYH,

o Al IHHS Alo] & 4 AFYL

o XY FA FHE ”% FA " S 5HHer S $

PESEICE

Y E9 VIAN ID (¥d9 PVID)E ZAAFUG. &= VIAN o He=
4094 ol 7] gk 1 Yy},

FAA EZEZE VLAN & QIAEHA] Etes FAEAAY Z#de] ejvt
A=A &I AY VLAN 12 o] X EA ZAIEHJAA T Zggoe] -4
Port VLAN 97 Bl © A9 (VLAN ID = 0) & XE VIAN o= BEFgUct.
A FA B A FAe] XE VAN B AR AAdE Ae XE
VLAN 0.2 25 ¥ g oo 7t XAEA 5T},

ZE VLAN & A~ mEo] ZTEO fajasE "dHAA VLAN', EEF EE
sfojH = B EE e 7] VLAN o] gfar g o},

Solpg= FE £33, = 2 d9 VLAN ej27} 54 VLAN o

==

gk A ZH Y-S FFeke dl AFEEEA o9t 1YW A9 dbgehe
TPID & W4T F AFUY. VA2 FAA] XE 32 g7 283
% EHJA TPID & 24T th
Unaware:
Port Type FAIA VLAN Bj2E AGst=A] ofFo #AAIGle] EE TyYge: XE
VLAN 0.2 75 7153 Has $AA AAFHA EE5yh.

C-Port:

S2A1A] TPID = 0x8100 €1 VLAN B 27}l Z9le el 1o ¥3F ¥ VLAN ID &
EREUY. Zodel el2rt AAGEHA FAAY A =97 A A H o
QoM xygedol EXE VIAN o® ERHAUL FAA Zy o] IS

33
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A A eorst= S - B2 e1rb A AU

S-Port:

LA TPID = 038100 H= 0x88A8 91 VLAN el-arkglis 2e)q) 2 efoio] 2
% VLAN ID = HE ]L]E]— J—Eﬂc"j]oﬂ EH:L7]— ]XJEJ]] k7%]/]_ ;\q /\Hﬂ_
AAse] glow 431]0101 ¥E VAN o= HEraw:} A ZE o
15 AAgdjobsti= 49 S-tag = ®Hl17F AP

—’F/‘\l/\] TPID = 0x8100 °©]AY Custom-S }ZE S0 FAH Ethertype ¥
%MLVMNmzﬂﬂbgyww>m1w QVMNWE&H%%Q@
sajge] Bt AAEHA FAAG A w9lb AREel QoW Ed
FE VAN o2 Figuch. S ZeQde] Bas AAsorshs 4
AH8AF A1 S-tag 2 Bl 17 Ay
stojpel= XES T3 A FEHPES W
Eda 2B = 3 ¢4l 2

gy

Z & d&dd. qA= 3
Slruich,
g) TE/L AUl ohd

H 73
g A TE ol & 3E o
T2l dygo] @AstE 45 (FQlde] AdE
Ingress Filter VLAN 6.2 #5738 Zgd2 2HA .
T4 dEEol &A4dstd A9 (Fdo] dEE) TEVE Aol ofd
VLAN o= 7" ZHd2 AAgEYd. gy £E= 9ol ofd
VIAN 0.2 Z5% Zods dFshH syt
stolpge XES ARgSHH A F8HE ZEd fdS WA

AHFH

i

PN
T

Tagged and Untagged
Bl7F e Zdda Bt le Zdsde] EF ey

Ingress Tagged Only

Acceptance 15 g A B o e 2 K

A e},

d
-

TAA FEHUT. B AR EA g TS

Untagged Only

B 27F A e A 2 2 ®F FAA sEguTE. Bl A" 2l
AHAE Y o

EYT 9 sfolHE RS XEE FAIA T B AAHS Ao & 4

MHHE‘r

Untag Port VLAN
YE VAN o2 BF @ Zyde "gagle] A5y, g2 Zyde Id
eje} kAl AU}

Egress Tagging Tag All
EE VLAN o2 F/FHA=A oJFd #Agle] BE =g Bt &4

A5yt

Untag All

EE VLAN o2 BREAEA ofFe] #Aglel RE e #aglol

AEguct

o] FAL sojuae wro FEJT AER £ lEy

Exfa 9 solHs REe] XEL pAUo] F Fole N & Ao & F
Allowed VLANs AFUTh dAls LE= shhe] VLAN 91 A2 VAN ol vk &8 5= iy},

A 9] L2 Fnabled VLANs =0 ALE @ FE3 U3 JEH o=

34
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EY3 T slolng= RE VAN o] FAYolEmE 1-4094 =

A3yt

of A=+ Holle & dFUH. ol XEVF VAN & Aol HA &=

o] gl

EEL St o9 VAN o S5 9Ew 74 @ F A

2 GVRP ¢} 22 4 VLAN T2 EZFo] VAN o ¥XEE &
< BAEoF & wW 53] F&dHTh.

Forbidden VLANs | E¥l& o]g]gt VLAN S &3 (EEA X
2 Enabled VLANs F =0 ALE H -3

NeAore]l WEE wo] gHuth. of

FA49ol H & ASS ovlg

. g WES Fsta ¥EES 0 44 Bz A49

Non-static port solalem “Select all” & ZEAA Q.

=

Hzl
rlr

AN

i
v
o
fl
e
[t
il

2912 Aok 291A B Abol €] ai T VLAN 2 ¢} 3
Aol VLAN & F7FefloFgdytt. =, VALN 2 9}

A8 Agete A7 QlE o] 29} 2
3 Ea
e o) =8 Fbsfokaiith. B2 FA s okt

1] GE1-3 o]5dl

0

Switch&

PC3 PC4

1. 2912 A o4 VLAN 2 31 3 & whEal ARRAF QB o]0 VLAN & F7} 8 v Exd EE=oA
GE1-3 & AATgUTLE, ~99% B & & Wyoz Al Egloa]  “Advanced Configure - VLANs® &
Y5t A s dEst & g3 Zo] S AL

kInformation & Status .
N ———— Global VLAN Configuration
»Port Configure 1-4054
»POE BEAR
wAdvanced Configure
« MAC Table Port VLAN Configuration
= VLANS
»GVRP
Yoo st e v 1] [= v T MIE
:S?)Z:niv:g?rr:;n 1 \Access\d 1| | C-Port v Tagged and Untagged v || Untag Port VLAN v | |1
MPMC Profile 2 \Access\f| 2| | C-Port v Tagged and Untagged v || Untag Port VLAN v | |2
- MEP 3 \Accessv| 3| | C-Port v Tagged and Untagged v || Untag Port VLAN + | |3
=ERPS 4 \Accessv| 1| | C-Port ~ Tagged and Untagged | Untag Port VLAN ~ | |1
}IGMP Snooping _ 5 [Access v| 2| | CPort v Tagged and Untagged + | Untag Port VLAN v | |2
BIFSELLLE FTET T 6 \Accessv| 1| | C-Port ~ Tagged and Untagged v | Untag Port VLAN v | |1
'LLPP 7 \Access\d 1| | C-Port v Tagged and Untagged v || Untag Port VLAN v | |1
» Security Configure
8 \Access\f| 1| | C-Port v Tagged and Untagged v || Untag Port VLAN v | |1
»QoS Configure
STETTES I 9 \Accessv| 1| | C-Port v Tagged and Untagged v || Untag Port VLAN + | |1
»Maintenance 10 \Accessv| 1| | C-Port ~ Tagged and Untagged v || Untag Port VLAN v | |1
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2. 2=91% A o QIH#Hol~ EFIE VIAN & FA Y.
“Advanced Configure - VLANs” & ¥ 3} } 25
2 VIAN 35 F7héhs @AIgE AR VL

T4 Ay g

2.168.100.0/24 ¢} & =
At M ENA AFE-A}
= 4% ping & ™
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d
2

rlo

At MIHENA A& 13 25 FAFYTE. 192.168.200.0/24 9F 722
& FAGUD AT 125 A2 oing T QAL 48 3
+ gle

6.3 Port Isolation

Port Group
shtel ¥

E
dolg 255 428 & AFYt.

1. “Advanced Configure - Port Isolation” & Z¥s3sla Ay IFS AT XEE EQ3ta v

ol g,

B T . LN

rinformation & Status
»Network Admin
»Port Configure
»PoE

~Advanced C

1 3 & 7

Port Group Membership Configuration

] duuNnEEMEEEGa

= MAC Table
= VLANS
»GVRP
wPort Isolation
= Port Group
= Port Isolation
= Loop Protection
pSpanning Tree
MIFMC Profile
= MEP
=ERPS
»IGMF Snooping
»IPVE MLD Snooping
=LLDP
» Security Configure
QoS Configure
pDiagnostics
»Maintenance
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XE A3

LT 279 dEHolaE AR AYET gE 259 dHdA e R B FEUT

1. “Advanced Configure - Port Isolation” & &9

ol AAF T

o

t3 Ae] 1gS AT XES Hd & oo

Mirae =

INFORMATION TECHNOLOGY 1 3 5 7

pInformation & Status . .
J———— Port Isolation Configuration

pPort Configure
»PoE
~Advanced Config oo0oo0oo0oooo

= MAC Table

< VLANS

»GVRP
wPort Isolation
= Port Group
= Port Isolation
= Loop Protection
pSpanning Tree
MIFMC Profile
= MEP
=ERPS
HIGMP Snooping
»IPVE MLD Snooping
=LLDP
» Security Configure
» QoS Configure
pDiagnostics
»Maintenance

O ol PCL, 2 2 3 0] VLAN Lol F450] g HoFUTh. ARSAR= VLAN 1AM PCL ¥} 2 Apo] 9]
NA =S ApekshA Rt PC2 oF 32 & PCL 3} 3 Atole] ofAlAE 883t

2E A7 74 A9 WEHH thololaH
St chd,

g1/3

WLAMNZ

P PC2 PC3
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1. GE1-1 % GE1-2 £E A 49 A$ “Port Configure - Port Isolation - Port Isolation” <
93t XE GE1-1 ¥ GE1-2 & Slste] A8 IS eI a3 ol AP,

--

pinformation & Status
»Network Admin
»Port Configure

Port Isolation Configuration
»PoE
~Advanced Cc

g gEooo0oooo
MAC Table

- VLans
»GVRP
wPort Isolation
= Port Group
= Port Isolation
= Loop Protection
»Spanning Tree
HIFMC Frofile
= MEP
=ERPS
»IGMP Snooping
»IPVE MLD Snooping
= LLDP
» Security Configure
»Q0S Configure
pDiagnostics
»Maintenance

2. A 7ﬂJ,]. ﬂo

# PC1 3} PC2 = A& Ping e 4 §l54tt.
# PC1 3} PC3 = A2 Ping & 4 95U},
# PC2 ¢} PC3 & A Z Pingd & Jd&5Yrt.

6.4 Loop Protection

it

2 nEE 0 gol ARG, AEAL A 1 9 EE FE ARE FAE 5 A
Zed @ WENDE BASR 29 TE A4S vaasEt,
s olge] mES FxE PAstu FEW W UENALS DY FFIA AF P me
AeEA elts s,

9 M=t £ o8 449 W Aske el A A7t 9
FASEA EE mBYE, 2w f4;

il

If»
il

Yo xE H@Adst, 20
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B T

1 3

DITATTETEI EIE Loop Protection Configuration

»Network Admin
spor Conrgure B e et
ez Global Configuration
wAdvanced Configure Enable Loop Protection DlsabIeL’
UEISERD) Transmission Time 5 seconds
= VLANs
»GVRP Shutdown Time 180 seconds
»Port Isolation
= Loop Protection
»Spanning Tree Port [ Enable | Action [ Tx Mode
»IPMC Profile - [< e v]
" EFE::S 1 | Shutdown Port ~||Enable v|
:IGMP Srer 2 | Shutdown Port V| | Enable V|
»IPV MLD Snooping 3 [ Shutdown Port ~|[Enable v|
«LLDP 4 [ Shutdown Port ~|[Enable v|
» Security Configure 5 | Shutdown Port V| | Enable V|
»Qo$ Configure 6 [ Shutdown Port ~|[Enable v|
» Diagnostics 7 [ Shutdown Port ~|[Enable +|
»Maintenance 8 [ Shutdown Port ~|[Enable v|
g [ Shutdown Port ~|[Enable v
10 [ Shutdown Port ~|[Enable ~|
S o o] 2=
4 5o e g
74 g A v
=2 31 = o) = A= = =
General FEX R 4, dF AP "2 FROARE A
Settings gyt
Port 9 A=
: : st A 2 Tx ZEoA A9
Configuration

6.5 Spanning Tree

932 AYsa: YENDT A YA e oyl sf3e Audom F¥ Yas
AgFUT, el ol e YAk 293 WESDY I Q4ste] HEEANAE 2E, Hogd
WC F4 25 2 o8 R fUste] AgAd BA EAS ASAIAY FAS P 5

Ayt olo] gt s o2 STP(Spanning Tree Protocol)7F AFSHUTE. 2 |32 EEE 802. 1D 9
A o)¥l STPH-E] IEEE 802.1W ol A o]% RSTP(Rapid Spanning Tree Protocol), &<+ IEEE802.1Sol A 2oj¥
MSTP(Multiple Spanning Tree Protocol)el] ©]27]7}#] thetst T2 &S %Y}, MSTP & RSTP ¥
STP ¢} Z 3%, RSTP &= STP ¢} &3},
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3714 ZerEZ Folde te gaud.

3 7HA ZE2EFS zolA:

T =4 Gk

STP FaglE Ee7t @49 R e e
=3 Azl Yy S i ApEle] FULI 2

RSTP Frgles Egrt AHU EdE Y

T% }\]7]'01 oo qu

NSTP Fxgle Eek 9AFU Tak efE A9 AeA sew
7 AlRbel Fssutt Hlzys 558 TEsorddd
29d Eds VLA 1o 2= #3S | AR OE VAN & ¥R 2y
FAFUL. O VAN ¢ 552 AR | EfE T8 £5 dedun

wel ey,

STP 7} vl¥x ¥ & EZ2AE AlEsle] YEYT FZZ5 At LS 24T

® Loop elimination: &% WIAE Adste] UEYFNA 7153 &

® Link backups: A A=Z7l Ao A9 UEHYI d4ds EHsr] YA TE HAE
sy,

1)
i
[l
il
2
N
%
i
o

6.5.1 Bridge Configuration

ALgAHE o] Hol XA SIP Bridge o A9 WHE FAL & AHUT
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=MEP
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6.5.2 MSTI Mapping
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»Port Configure Add VLANs separated by spaces or comma.
»PoE

w Advanced Configure

MSTI Configuration
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~Spanning Tree Port EroRiEt Path Cost ‘Pnorlty‘ Ad'nmEdge‘ Auto Edge }—l—{Rnle TeN BPDU Guard‘ point
= Bridge Settings - [== VH | EEIEE v| O O O <> hd
e 1.0 oo O
« CIST Ports 2 U u o g
- MSTI Ports 3 O o o 0
»IPIC Profile 10O O O O
e 5 O [Aw v (v Nnfsev] ®@ O O O [V
oM Snooping e 20 o o o
»IPV MLD Snooping 7 0O o O O
bSe:::I;SyPConﬁ ure ¢ U (128 v] [NonEdge v] O O O [Aute |
N 9 O O O
» Diagnostics 10 Auto v 128 + Non-Edge v O O O Auto ~
»Maintenance
34 e el ey
4 g C
Ring Network Enabled | ZE 9] STP 7]|5S A slsleld AelstaA Q.
NEASE 0(A5)E Aeste] A4E EE HEow de Adders
A% wAE Hg 4L Avom AU 2AN F85E 93
Agoe] of TES AU b5l BEUD, LEA WASE P=
B8-S AU A% A4S 802.10 AF kS Ao Belq 23
Path Cost (0=Auto) | &£i=el we} A= #]ES AAsA AAIGUY. 54 AAHFS AR
AgA Aol ge QU + davth, Az gl dEdae] B4
EZZXE AAE o AEgUY. O 52 AE HE XEE HAIsks
e ¥ER o2 AR HE ¥EVF AdEgyn
Frag gkel W= 1~ 200,000,000 YT}
Priority T =9 AR HEo] Fd g w RES AY FHE AH I
True RE& A¥ste] X ES 44 TEZ AQGdY}
Auto Boundary False REE AdEsto] A ZelE Hojdyr}.
Auto REZS sty xEON  FAIgE BPDU HWIAAZ FA AEHE
Ak,

43



MR-0802P series

w26 2 g&dte] True 2 False RE (7]|EHo=Z "False"RE
Restricted Role Ao meh AlgtE 98-S HAIFUYT. "True" BTN = FE XEV)

obd Yy},

TN & HE|X|7}F FE YEZ H$shi= sk BPDU & True =9} False

Restricted TCN

=
we Apolol A AFEM WA ow "False’ Rr7} Azt

BPDU Protection

o] 7]5o] &/dsls BPDU HAIA]

TAA REZF v g (FR)E4H.

P2p

P True BEOA dof & oz FHgyrh. pp
FES frAbeH 72 H o2 “Auto” EEZF Slsyd

L =
iE\_

ol #]

6.5.5 MSTI Ports

L ST O -
AL AsEs EEY $A #9 % P2 AAES 4T 5 AsUth
=
=

“Advanced Configure - Spanning Tree - MSTI Ports”

thg3} ol

Mirae

oy R O (O
B 7

1 3

.-

pInformation & Status
pNetwork Admin
pPort Configure

MST1 MSTI Port Configuration

MSTI Aggregated Ports Configuration

»POE —
vA:vancedConﬁnure Pon-:‘|Auto lelhcm |‘P1r:8m:T
«MAC Table
SOVRP
»FPort Isolation Port | Path Cost [ Pricrity
= Loop Protection N v | [ ~]
vsp:ig::;;;:ings {
= MSTI Mapping 2
= MSTI Priorities 3
- 4
»PMC Profile 5 128 v
«MEP 6
e T 7
s s
«LLDP 5
» Security Configure 10 lAuto—V| 128 »
QoS Configure
e
T YEe ogs gy
Ty G 4
TEASE 0 (485)% AF8ate] A3W ZE 550z A2 aders
Ad BAE W 4L Avon AU, £AT 4855 A7)
Ago] o] TES AR bsol FobgUnh. ZEAA WA A=
H-&S Aojgyn. 2% AL 802.1D AF #S AMgste] 913 Ha
Path Cost 2w wel AR nLe AAs A AATFIULY. EAH AAHLS AFEFHY
AR Aol #e fdE & 5 ASsUT. AR OHES HESHZY &4
EZRAE 24 o AMSEUY. o 52 AR H§ XEE Adsste
A9 EER W A2 wg 2 ddgdn. f5d @ 1 oA
200,000,000 AFo] i T},

44



MR-0802P series

INFORMATION Qﬁg NETWORK SWITCH - User Manual
Priority X e AR HEo] Y @ u XES AW HHE AT
6.6 IPMC Profile
AR L WE AAE BES T4 5 G

e} 2ol

“Advanced Configure - IPMC Profile - Address Entry”

o R (Y
B 7

1 3 5 7

FInformation & Status
»Network Admin
»Port Configure
»PoE
~Advanced Configure
= MAC Table
= VLANsS
»GVRP
pPort Isolation
= Loop Protection
wSpanning Tree
= Bridge Settings
= MSTI Mapping
» MSTI Priorities
= CIST Ports
= MSTI Ports
wI|PMC Profile
= Profile Table
= Address Entry
=MEP
=ERPS
»IGMF Snooping
#IPVE MLD Snooping
= LLDP
} Security Configure
QoS Configure
}»Diagnostics
»Maintenance

IPMC Profile Configurations

[ Global Profile Mode | [ Disabled v ||
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»Spanning Tree
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= Port Filtering Profile
#IPVG MLD Snooping
=LLDP
» Security Configure
»QoS Configure
»Diagnostics
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pInformation & Status

2 4 [

o [ Y
e 7 B

7

.-

1 3

Privilege Level Configuration

»Network Admin

}Port Configure

pPoE

rAdvanced Configure

~ Security Configure Aggregation
= Users DD -u -1[:l ~
« Privilege Levels Debug
*88H DHCP 5 v| [10~]
OIFZEEE L (Ui Diagnostics 10~ 10~
» Access Management
+802.1X EPS 0w 10>
bACL ERPS
»DHCP ETH_LINK_OAM
MIP&MAG Source Guard EVC
(LT PRI Green_Ethernet
PAAA P

»Qos Configure IPMC_Snaoping

YDiagnostics e Tk 10~

FMaintenance

LLDP 10~ 0~
Loop_Protect
& <l 2wl

7.3 SSH

H
<
H
<

MAC Tahla

SSH(Secure Shell)¥= &8 T3 AFS 7|HEo 23+
IdwolA FAEEYT. SSH & g ARl Qb gl

Au| 25 AFdUct, 94 & T AH 3NE HA & 5 dFUT.
29 A= SSHE gyt

=

Rlogin A4



IRAE

INFORMATION TECHNOLOGY
o} o]

Mipae

INFORNMATION TECHNOLOGY

1 a

dinformation & Status
»Network Admin
pPort Configure
»POE
pAdvanced Configure
w Security Configure
= Users
= Privilege Levels
= 55H
= Port Security Limit
= Access Management
= 802.1X
PACL
pDHCP
PIFEMAC Source Guard
PARF Inspection
PAAA
»GoS Configure
pDiagnostics
»Maintenance

8SH Configuration
[[Enabied ||
[Sove ] Resat]

7.4 Port Security Limit

¥E HQF:
ZEA AFE NAC T4 FduTh,
29AE LE BokS A3yt

thg3} ol

Mipae

4

INFORMATION TECHNOLOGY

1 3

pInformation & Status

oy Y (Y R
[

i [ O
=

7

“Security Configure - Port Security Limit” <

Port Security Limit Control Configuration
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[e)

293

.-

kNetwork Admin
»Port Configure System Configuration
»POE
rAdvanced Configure ~
w Security Configure
«Users 3600 seconds
= Privilege Levels .
i Port Configuration
= Port Security Limit
= Access Management = em ~ 4 [~
=302.1X
PACL 1 |Disabled v 4| |Mone ~ Disabled | Reopen
pDHCP 2 | Disabled » 4| |None ~ Disabled = Reopen |
PIPE&MAC Source Guard 3 |Disabled v 4| |None v Disabled | Reopen
DARAPIEZZEE 4 [Disabled ~| 4| |None ~ Disabled | Reopen |
AR
Qobs . 5 |Disabled v 4| | None ~  Disabled = Reopen
4 nfigure - N |
e 6 |Disabled v 4| [None ~ Disabled = Reopen |
»Maintenance 7 |Disabled v 4| |None v Disabled | Reopen
8 [Disabledv| 4| |None v Disabled | Reopen |
9 | Disabled v 4| | None ~ Disabled = Reopen
10 [Disabledv| 4| [None v Disabled | R=apen |
[Sove | Fesel]

7.5 Access Management

NAl = e ) MUIAE AREe 29A] gasel] kA M d

29X dAx B2 YT},
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pinformation & Status
»Network Admin
pPort Configure
»POE
»Advanced Configure
+ Security Configure

= Users

= Privilege Levels

= SSH

= Port Security Limit

Access Management Configuration

[[Enabisd v |

Delete 1 0.0.0.0 0.0.0.0 O
Add New Entry

= Access
= 802K
PACL

pDHCF

MIPEMAC Source Guard

PARP Inspection

PAAA
»QoS Configure
»Diagnostics
»Maintenance

7.6 802.1X

Save || Reset

802.1X & A2 Ao & JAFE {3t SFHolAE / AW 7|Hk 2B F=2 skl §le AFEAF /
F7F M~ XEE F3)] LAN/WLAN o] A28t AS WA FYTE 802.1X = 29 A = LAN oA
Agstes AH| g 53817 do ZEO| AZ" AH8A / A E AS5HYS. Q1F Ao+ EAPoL
(Extensible Authentication Protocol over Lan) Hl°]ElRt 2=9]%] Y EE T3 AdE 4 dHFyT).
°1F & duk HlolHk olgYl XEE T 45 55 & IdHYH.

g o3 ol

3

=

=
= =

g

‘Security Configure - 802.1X”

2 4 [ 8

o [ O R
] (] 5 [

e =

pInformation & Status
»Network Admin
»Port Configure
»POE
»Advanced Configure
~ Security Configure
= Users
= Privilege Levels
= SSH
= Port Security Limit
= Access Management
=802.1X
PACL
PDHCP
MIPEMAC Source Guard
MARF Inspection
PAAA
» QoS Configure
»Diagnostics
»Maintenance

Network Access Server Configuration

System Configuration

Disabled hd

seconds

seconds

seconds

seconds

Port Configuration

:
1 |Force Authorized v Globally Disabled = Rzauthenticate Reinitialize
2 | Force Authorized  w Globally Disabled = Reauthenticate Reinitialize
3 |Force Authorized Globally Disabled = Reauthenticate Reinitialize
4 | Force Authorized v Globally Disabled = Reauthenticate Reinitialize
5 |Force Authorized  w Globally Disabled = Reauthenticate Reinitialize

T g Ao
"we o AelE A3, AlE 7|7, EAPOL AlZF Z3, oolA 7)1,
System H5F AlZE, RADIUS &9 QoS A3}, RADIUS &9 VLAN &3} Al~E
Configuration VLAN 843}, Al~E VLAN ID 1, HtH Reauth Count, Allow Guest VLAN
if EAPoL See" ZollA AMe3tdA L.
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"SEE | 2] AH, RADIUS T QoS 2

Port Configuration AZE VLAN @43t TE Ay,

g4] 3}, RADIUS
A AL 2"

kot VLAN g4 8},
Fol| A A4 Al S

“Save” o}al 4B P},

7.7 ACL

M Ao] HZ(ACL)S> R 4
535, IPX % AppleTalk &} ¢ 2E
A AP gF 2 R vESA e F
AP U, Beb QIEZYIS A9 Hgto] gle AMEAL
Het BAs Fyste] A~ AgkE AT+
AolZ ¢33 JEYA 71E&dYrt.

ACL & HENZ 38 2 5999 ZAE
5o, 9% & UEYAZF LAN o A=
ACL & #h9-E E& ACL 7]5°] & v
G2 e A HEs 7RO ZE=
cXESO] A kel FAlel g

A Ao TR ACL & BW A2 A28 1

[e)

A W &A

s
=
R

Al =l

7.7.1 ACL Ports
33} o]

“Security Configure - ACL - Ports”

Oﬂ}\:I }\]/\Eﬂ E_O]'%
Ao) &3

dlolE] 5oy

in)

1 AreRe 294
zEZd HgEUrh.
Zefol s vsdae A4 v
W=D Blhnw AL
el walA AL LEY

SR EES

R A LY

pInformation & Status

» Network Admin ACL Ports Configuration
»Port Configure Port | PolicyID [ Action | Rate Limiter ID [ EVC Policer | EVC PolicerID | Port Redirect | Mirror | Logging | St [ State | Counter
»PoE Disabled -
»Advanced Configure * 0 [~ [« v [= v | 1] Port 1 [« v [ v [ v [« v|
 Security Configure P‘_m 2 -
olEEs : i : Disabled - i ‘ ‘
DEiEElEEE 1 0] [Permit~] | Disabled v| | Disabled + | 1 IP)o:; | Disabled | [Disabled »| |Disabled v | [Enabled | 0
»5SH o i
= Port Security Limit Disabled -
« Access Management 2 | 0| [Permitv| | Disabled v| | Disabled v | 1 Pori 1 | Disabled v| |Disabled v | [Disabled v | [Enabled v| 49857
#802.1X Port2 -
~ACL Disabled -
«Ports 3| 0| [Permitv] | Disabled v|  [Disabled v | 1 Port 1 | Disabled v | |Disabled v| [Disabled v| [Enabled v| 0
= Rate Limiters Port2 -
= Access Control List Disabled -
»DHCP 4 | 0| [Permitv| | Disabled v| | Disabled v | 1 Pori 1 | Disabled v| |Disabled v | [Disabled v | [Enabled v| 0
PIPEMAC Source Guard Pori 2K
PARP Inspection Disabled ~
e 5 | 0| [Permitv] | Disabled v|  [Disabled v | 1 Port 1 | Disabled v | |Disabled v| [Disabled v| [Enabled v| 1037
Port2 ~
be)S Conrnuure Disabled -
MEZges 6 | 0| [Permitw| [Disabled v| | Disabled v | 1 Port 1 |Disabled v | |Disabled v | |Disabled v | |Enabled v | 0
FMaintenance Port2 ~
ol ke [e] s
T gEe gl gl
o] g A
T s C
“ L <5 = = = = = 2=
A t' Permlt E]]O]Ei7]' ] iEE‘ %OH o= T 9\)\‘9‘141“4-
ction
“ ” 57 = = == 2~
Deny do|g 7} o] XEE T3 &5 & syl
hva 5 ol A 5 I= 5
Rate Limiter ID XES A ATHE £x Ay D Y. Fx Ag]
ate miter
S O = S Al
T A AARE W8S FEsAA L.




RAE

INFORMATION TECHNOLOGY

MR-0802P series

NETWORK SWITCH - User Manual

AuEadEs E Zetls A9gUY. 85 %kg Disabled
Port Redirect | ®e 54 XE W3Zo|H #gjo] s1&d uf AT o+ 54

7182k "Disabled"¥YY Tt}
o] ¥XE9 wg AYS AAIYUY. FE&H= @2 v
&5yt

Mirror Enabled: (ZEo|A FA¥ Zy o] nly gy},
Disabled: L EO|A A Z#gle] mgduA] E5UTh.
71228 "Disabled"Y Y t}.

Logging
o] XE9] T5 AYs AA-FUY. JEHE g2 Uy
&5yt
Enabled: X EdA 2y o] FAEA EEV} v|&Ad st ).

Shutdown Disabled: ¥ E F 57} v|&A g},
71228 "Disabled" Y Y t}.
a0 FE 7)ee #R dolrr 1,518 (VLAN Bl A|e9]) wgkel
7 g-o gk 2E3 ),
o] ¥XE9° XE HHE AAIJPAL. FHEHE #> v
Fd SR
Enabled: ACL A}&x} EE9] 3Wd X E FAHS WHASY XEE

State Al Y},
Disabled: ACL AF&X}F RE9] 3] X E FA4 & WA XEE
@5 Y.
7] B2kS “Enabled” 44y t}.
“Save” @d}al =3I}
7.7.2 Rate Limiter
o3} o]l “Security Configure - ACL - Rate Limiters” & Z¥3u}.

) [ B
e

1 3

-

pInformation & Status
»Network Admin
»Port Configure
»POE
pAdvanced Configure
w Security Configure

= Users

ACL Rate Limiter Configuration
Rate Limiter ID | Rate [

Unit
[ ~]
[pps
[pps
[pps
[pps
[pps
[pps
[pps
[pps
[pps
[pps
[pps
[pps
[pps
[pps
[pps
[pps

= Privilege Levels
=35H

= Port Security Limit

= Access Management

=802.1X
wACL

=Forts
= Rate Limiters
= Access Control List
»DHCP
PIPEMAC Source Guard
PARP Inspection
PAAA
»Q0S Configure
»Diagnostics
»Maintenance

I ]

w

=

I~

w

=

m

7
7
7
7
7
7
.
.
.
.
.
.
.
.
7
7
7

16
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7.7.3 Access Control List
&3 o] “Security Configure - ACL - Access Control List” & %3y rt}:

Mirae

INFORMATION TECHMNOLOGY

1 a & T

pInformation & Status
» Network Admin
»Port Configure
»POE
»Advanced Configure
w Security Configure
= Users
= Privilege Levels
= SSH
= Port Security Limit
= Access Management
= 302.1X
+ACL
= Ports
= Rate Limiters
= Access Control List
»DHCP
»IPEMAC Source Guard
PARF Inspection
PAAA
QoS Configure
» Diagnostics
» Maintenance

AN Ao BHL

INFORMATION TECHMNOLDGEY

Access Control List Configuration

m

Agaien v & FeeiAL.

-

pInformation & Status
p Network Admin
»Port Configure
»POE
pAdvanced Configure
w Security Configure
= Users
= Privilege Levels
u S55H
= Port Security Limit
= Access Management
w5021
wACL

= Ports
= Rate Limiters
= Access Control List
pDHCP
pIP&MAC Source Guard
pARP Inspection
PAAA
»QoS Configure
p Diagnostics
»Maintenance

ACE Configuration

All - Permit
Port 1 I Disabled v
Port 2 Disabled v
g"g i Disabled v
A"—v Disabled v

ny Disabled v
Any ' 0

VLAN Parameters

[ Save ][ Reset ][ Cancel ]
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7.8 DHCP Snooping

DHCP 93]
DHCP = IDP & A% ZREZZ AMLIUT. EAEE T2EQ ZE 670 7= DICP Ao LE
630l 23S iyt sty TeAxE tg3 2ol A Agyt

Fl

DHCP Server 1 DHC i DHCP Server 2

DHCPDiscover——»=|

DHCPOffer

DHCPRequest
(Server 2)

DHCPRequest
(Server 2)

DHCPAck

client remains
configured for

the lease time
DHCPRequest
(Lease renewal)

client does not need
the configuration

1. DHCP Ze}o]dE+ DHCP Discover HIAAE HEEF|~EF T},

2. HIAAE $e 5 TE DHCP A B DHCP Z&fo] A Eof| Al DHCP Offer WA XS &A1},
3. DHCP AMBl:= wAIAS 1P F42= "Your (Client) IP Address"Z =% DHCP Client ol
AEstar FHES 93 "Option"FE=o] A P F4F JHFYTH. DHCP AlH = HAIAE B
T g 9d IP 45 715U

4. It o DHCP Eete]AEE FAlgh A A DHCP Offer WA A RE X 2]& 4= 54T,

DHCP 9;3 HAA S HREsfAESt Aels DHP Auet Zedk IP 425 4 F=o
7k

5. DHCP Request HMAIAE ¥ % DHCP AW & IP T4AE A1 49 vlagtytl, DHCP
M g& Agddrt g [P 4 €9 7|55 AS4Yt. ®=x DHCP ACK =lAJA|= DHCP
FgjoldEd Sgata 54 Ao IP Fao e A NS Sk

6. DHCP %a‘r o]AdE= DHCP ACK wIAlAelA DHCP A7} &3t IP F49 784S
gl DHCP EefeldEE P F4E &fstl T2 8% 45 Aso=z duE
787087t DHCP AWl o] TP F28 wdAststal A 25 Adstes <def= DHCP A+
A A S By,

7. DHCP Client &= A=A DHCP Release WIAIAE HF3dle] 53 [P 45 AT 4

glom™  DHCP Server += &g IP 425 B 9 Auj £y},
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8. &t 71zke] Auko] xupw DHCP Ege]dEE H1U HAE P2 07 DHP &3 HwAAS
B IP F42 73284t DHCP ACK WAIA S wrom™ D CP ia}omzt daol we 7|7k
AFa ottt 18X oW DHCP SEtolAE=] [P F4AE AlE A3 oFsyTh

9. <l 71zke] 87.5 %7F A+H DHCP ZefoldE+= D CP 9% HAAE HIE F|AEd
I[P 45 73218 t}, DHCP ZF&o]AE7F DHCP ACK WA A S FAlstd 7]7to] Qo] wat
AFHE YT, T DHP ZElo|dEE wa @ w7tz FAE A% Algsorgyr. 19
thEol IP FAE siAstar Al FAE AFsk7] 91| DHCP Al wWAIAE DHCP A{w el

Hjorghct
10. A™o] "Ba3dk AL DHCP ZdolAEZ dubd o2 ofe] DHCP Aol 3 HA DHCP A<t
A SHS = Qi Ak, w3k DHCP AW oA Bl DHCP Offer o] A AE FAE wlx

& HF TAa7t obd 4 o, FEolAET 24 s wj7bx] DHCP AW o] Ry

Ef HEE J2E 97& T3 DHCP 84S B 4 wXE 9)d] DHCP
QSRR Offer HZ& Hul= ©hE DHCP AW %= 2% 7S #2138 &
QO T Z DHCP ZelolAEo] AFd (AMH &9 F) IP 45 Ay}
12. DHCP oA Ex g& Aldo] A&l A4S ARy 98] DHICP AF AR RS
DHCP A¥ &= ® iy},
DHCP AW &= ZEHE T4 AKX (o @ A ABrYowr oF T U4 wx)
F2 A AHE el DHCP NAK HW A A= DHCP E&to] A Ee] Hyyrt},
13. DHCP ﬂa‘r o]IE= DHCP A wWAIAZS DHCP MM 2 BR= F|~EFTh. DHCP A 87}
oA o HAXE ThAl Hy YT
14, WA A& ®O W DHCP Al¥= el whet gja2 (4 @ [P F4)E& wiEskal DHCP Offer
] A] A2 DHCP Client o] =¥y}
15. DHCP E2}o]dE+ DHCP 835 AFste A ddE AlHsta & Aol i+
FAHE T TS HYH
16. DHCP A¥]= Wi 7hgh Aol ofsi4= DHCP ACK WIAAIE BuiZAu w2 3 &
g ax2=of tf3fA = DHCP NAK HIAAIE Btk DHCP Seho]dE+= DHCP ACK XA E o
gAhAE AR & 9lom DHCP NAK WAA]E wtow DHCP Discover WAIAE TRA] H
Y.

fru
r (o]
Sl
ineis
0%
of)
2

2l

1‘
[o %2

e 8 orlr

DHCP 23 €3

Sefo]AESL AW o] DHCP Wist & wWAAE 2FEFge= 1 DHCP 2=%3F 7] AM&AFe] 5
BUg gty A4 Fdo= DHCP HAAe EW AME JEHFY. v DHCP Snooping®]
gojef 7|5 gk A

1) DHCP Snooping Trust Port: DHCP7} BRENAEE SIHAEH HARE F53dt= HS
A W LA AAH PR ASHES g AL glon AR AeAE
Lol AHRE =857 % Fuo. AHA o= DHCP A3 EEE Trust LEC Untrust LEE
EFEUY. A= DHCP AWl 2" AWHst XEE Trust XEZ AAsla tE EXEE Untrust
TE= Mo}oq 2o g2 asty] 98] Trust EEOA 4218 DHCP Reply wlAAw Agali
Untrust EZEo|A Bl WAIX= HPUT}H,

o o]-m
ol

o —{N:':
rom%

2. IP F22 HZN= *gxgé}—t— AL ddtx oz DHCP HIEHYINA & F 9o, o= UEYA
A B2l HES S/ Bk ol FEZ A& A ARV UES T A 251

RS, ZetoldEsk A kel ey WAAE 2rggoRn ATt S5 1P, AC, VID,
PORT, o) % 7jeh A AgA dlms @Eow AnUse] DHP 2¥F doleuo]xg
QAU ARP PAF L B /)5S AFETHe] AFEAS] QUEIY oA Aol gt

DICP 79 & 4A8 Bl B2t vAAY FEAS AT, B9 WS men, 48R
ARG /1S5, e s A oE Hed deleuol~g wEUY. Bl ¥ b 39
SR R LHRIER

—_—

[olr f-

T
1

—
A
AN
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1) DHCP ACK, DHCP NACK, DHCP OFFER & Untrust X Eol 4] =413 DHCP Reply WA A].

2) MEYA #Ae] AH [giaddr]¢ a7 Untrust EENA 52213+ DHCP Reply HIAA].

3) MAC 715A] Source MAC 2 DHCP WAl #]¢] DHCP Client €= Zt& Z+7 & A7 S ey ).

4) DHCP %3] wkole) clojelmlo]~o] A9 Ab&ak YW= <13 DHCP Release HIAIA= Xz
dlolE o] 2o Age X E JH e} XA LU,

7.8 DHCP Snooping ¢ ®<¢H #d 7|%

DHCP MIESIZ QoM gejab= AEAE 317Eglel &4 P F47F obd ug [P F48 sk
NEHE A9} BT GoA B4 P FaE ALEHE A% ASAE dEgE Apdes
AAzE e MEND Aol 4 %7401 sAElA AL el ke #E st o2 9] Hyth. DHCP
A wlge A7 DHCP 278 Tl @A <l AREAR IPE VISt AEE de HeE
ZRAZAUG. Al 7HA Aol frFel flsyth. A WA= IP Source GuardE AHEStel A <
ARgAbel FAE HRIYEte AdYTh 7

AHg-stel ARPE Alojste] ARt Fad<
Al ARP HIAATE FFEE A

AL IP hs MRS ARES] FAE vRRIFshs A 29A7E AP Fols DHCP AREAR
sh=glo] el 2 s zﬂf‘f&%ﬂﬂ}. FHALL AREA= Lﬂ“— BE AR Qe st FES
F7rskal MIESIAS avtEA ARSShH X2 ¢ dFUT. B ARPE DAL VIs& AR CPUY
o] WEEI AHER 2904 e AR F= ﬂlﬁblﬂ}

==

DHCP &3 ¥} [P & 7hE o] 4 wljlY &7

IP Source Guard: Ulo]EjHo] o] Alg-x} JE [IP, MACIE sl=qle] ZHE IdHo=z AHdAsta
AREALS] MEY A A 2E Agete] [P &2 F4 HolHHo]2E FAFUT. AA W& IP &
MAC & 7te 4 A S xR A L

DHCP 2278 AM&A7F DHCP Z@AM| oA =g 3ta, ARgaE 1P doJElMo] =5 {X]38FaL
Y PS5 91381 IP Source Guardell HolHE Xﬂ ’6}04 DH P% sl P& ﬁ‘—:, gk AREAF wE U ES Ao
HA 2 & 7 JEFTFoEH AR AR IP FAE éjixéf?}—t— As WAFU.

w3k DHCP wpQlY 2 IP WA X ®E v’JEi"‘JO]-UE ARP 2=3F3 3} & HoF 9 FA WXE 93] DHCP
I AREALY] FaAdS AARFUT. AAISE W82 ARP A A S FERsAl L.

7.8.1 DHCP Snooping

A8 3 the3} o] “Security Configure - DHCP - Snooping Setting” & Z 34 AlQ:

pInformation & Status
»Network Admin
»Port Configure [ Snooping Mode [ [Disabled v |
»POE

»Advanced Configure

DHCP Snooping Configuration

~ Security Configure Port Mode Configuration
= lUsers
= Privilege Levels Port | Mode
= SSH RS w
= Port Security Limit 1 [Trusted v:
= Access Management
28021 2 [Trusted _v|
bACL 3 [Trusted ]
+DHCP 4 | Trusted w
= Sngoping Setting 5 | Trusted
= Snooping Table 6 | Trusted «
o (Trusted ]
«Relay Staistics 7 [Trusted v
= Detailed Staistics 8 |Trusted
MIP&MAC Source Guard 9 |Trusted
PARP Inspection 10 | Trusted
PAAA
»QoS Configure

»Diagnostics
»Maintenance
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DHCP Snooping Mode | DHCP A3 < A3l = uv|gAdssh ).

DHCP =% XE RES Yepddn. 7Med TE REs
Z

g PeUTh

Port lode Trusted: XE5 DHCP HAlx1e] AFEd FYE A=
TAFYLE. .
Untrusted: XEE DHCP wWAIA 9] 213 Fgle AiR
T4 YT,
RE WA AES AFstdH “Save” & A L.

7.8.2 DHCP Snooping Table

“Advanced Configure - DHCP - Snooping Table” & Z3&lo] tv}a3}
glgtt:

m\l

Fo] DHCP 273 TA4&

2 4 8 8

o ] O
B 7

1 a ] 7

pinformation & Status . .
» Network Admin Dynamic DHCP Snooping Table
pPort Configure
»PoE
pAdvanced Configure
« Security Configure No more entries

= Users

= Privilege Levels

= 55H

= Port Security Limit

= Access Management

= 802.1X
PACL
«DHCP
= Snooping Setting
= Snooping Table
= Relay
= Relay Statistics
= Detailed Statistics
MPEMAC Source Guard
PARF Inspection
PAAA
QoS Configure
»Diagnostics
»Maintenance

Start from MAG address [00-00-00-00-00-00 | vLan|o |with[20 |entries per page.

7.9 IP & MAC Source Guard

[P 2 MAC Source Guard &= Source IP 2 MAC H}SlQ dlo]EjHo]~E FAle] g EEQ] Source IP %
MAC S VMo TAE HAIXNE HE#Ee] Source IP E NAC H}SIY dlo]EH|o] A~ T AE T3k
L3 MELYA IA~E B3},
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chea} ol

Mipac

pInformation & Status
pNetwork Admin
pPort Configure
»PoE
pAdvanced Configure
w Security Configure

= lsers

= Privilege Levels

= S5H

= Port Security Limit

“Security Configure - IP & MAC Source Guard - Configuration”

e [ O R
B 0

1 3 B

]
L

.-

IP Source Guard Configuration

[[Dissbied v]]

| Translate dynamic to static |

Port Mode Configuration

= Access Management e AR+ w
OEELD 1 [ Disabled v || Unlimited v
PACL 2 |Disabled v || Unlimited v
»DHCP - —
+IP&MAC Source Guard 3 | Disabled v |[ Unlimited b
B TEEE 4 | Disabled v |[ Unlimited v
» Static Table 5 | Disabled v |[ Unlimited ~
= Dynamic Table 6 |Disabled ¥ |[ Unlimited v
PARF Inspection 7 |Disabled v |[Unlimited v
DS 8 | Disabled v || Unlimited v
DEDS SIS 9 | Disabled v |[Unlimited v
DEETIESTE 10 | Disabled v || Unlimited v
»Maintenance
[Save | Reset]
T L T Ay
i A v
=29 Jds ez P R ONAC 7te EA st

Global Pattern

T H2Ag s

Port Mode FEo| ug} P W MAC &2 7tE &3] = v &gt
Max Dynamic AR, 0, 1, 2 FelM AddHE AW uA $E
Clients A enskyct
“Save” 3dFal &EFUTEH.

7.9.2 Static Table

Ag Aol HolAe] EE

5.
g ol

=

=

Aolat7] & IP 2 MAC Guard ¢ w®pSIY

“Security Configure - IP & MAC Source Guard - Static Table”
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e e

1 3 & 7

pInformation & Status .
e Static IP Source Guard Table

¥Port Configure [Delete [ Port [ VLANID [ IP Address | MAC address ]
»POE
yAdvanced C Add New Entry

w Security Configure
< Users
= Privilege Levels
= S5H
= Port Security Limit
= Access Management
= 802.1X
PACL
»DHCP
+|PEMAC Source Guard
= Configuration
= Static Table
= Dynamic Table
pARF Inzpection
PAAA
p QoS Configure
»Diagnostics
»Maintenance

T4 & IS
Port Helg & X E DS JHAAL
VLAN Hpely & VLAN ID S gEaygAle
IP Address vhelg g Ip F45 83y
MAC Address vRQle o MAC 45 JE Y.
ole Axo wel “Add a New Entry” = ZZ3c}.

“Save” &ta gt}
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7.9.3 Dynamic Table

AbgAF=o] Holx o] EEES Aojdtr] Yl IP ¥ MAC Guard o vpSlY &S FFor AT S
&Ytk 83 o] “Security Configure - IP & MAC Source Guard - Static Table” & Z¥ 3y},

B 0 LN

1 3 T

»Information & Status
»Network Admin
»Port Configure Start from | Port1 « | VLAN | 1 | and IP address | 0.0.0.0 |w'rth | 20 | entries per page.
»PoE

»Advanced Configure —
 Security Configure No more entries

= Users
= Privilege Levels
= 55H
= Port Security Limit
= Access Management
= 8021
PACL
pDHCP
w|PEMAC Source Guard
= Configuration
= Static Table
= Dynamic Table
PARF Inspection
PAAA
» QoS Configure
» Diagnostics
»Maintenance

Dynamic IP Source Guard Table

T8 & A9
Port XE ID %A
VLAN VLAN 1D 3%A]
[P Address IP 4 %A
MAC Address MAC 4~ %A

7.10 ARP Inspection

[P % MAC Source Guard i= Source IP Z MAC ¥}l dlo]EH|o] A& FA3}e] sl EE Q] Source IP
2 MAC & 7o 2 S AE HAIXE FEHBEF] Source IP E MAC HIelY dlolgH|o] Ao T AEM
3 FU3 YEYT AMAE AT
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7.10.1 Port Configuration

AgAE o] #o]

Aol LE THS AL F A&

=2 T »a

Y,

MR-0802P series
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th& 3 o] “Security Configure - ARP Inspection - Port Configuration” & ¥ 3 t},

B T LN

1 3 & 7

dInformation & Status
»Network Admin
pPort Configure
»PoE

»Ad ed C

ARP Inspection Configuration

(e [t~ |

| Translate dynamic to static |

w Security Configure
= Users
= Privilege Levels
= SSH
= Port Security Limit
= Access Management
=802.1X
PACL
»DHCP
w|PE&MAC Source Guard
= Configuration
= Static Table
= Dynamic Table
+ARP Inspection
= Port Configuration
= VLAN Configuration
= Static Table
= Dynamic Table
PAAA
» QoS Configure
pDiagnostics
»Maintenance

Port Mode Configuration

Port | Mode [ Check VLAN [ Log Type
e v[e v [
1 [Disabled v| [Disabled v| [None v|
2 [Disabled v| |[Disabled | [None v
3 [Disabled v| |[Disabled v| [None v
4 [Disabled v| |[Disabled | [None v
5 [Disabled v| [Disabled v| [None v|
6 [Disabled v| [Disabled v| [None v|
7 [Disabled v| |[Disabled v| [None v
8 |Disabled v| [Disabledv| [None v|
9 [Disabled v| [Disabled v| [None v|

10 |Disabled v| |[Disabled~| [None +|

T4 d5e gy ZEych
T4 e A
Global Pattern | 224 €& 7|Hlo 2 ARP 7A} @43 == v &4 3}

Port Mode Y E 7|4k ARP A} EAJ 3 == v @Al st
VLAN A4S AAeiEd "Check  VLAN" AAS
A s}aokghuth, "Check VLAN"Q] 7] 2 AL n) &4 3}y o
A=Y Th. “Check VLAN” A o] n]&AJ3} ¥ 9 ARP 74}
21 f¥8e XE AHAAS ZEFYrl. "Check VLAN"A A o]

Check VLAN S shE T ARP AN w1 §3Oo VAN AHS HAzFLich
"Check VLAN"9] 7}%53t AR tf&a g5t
Enabled: VLAN ZHg &<lS &Al3hshyt,
Disabled: VLAN #}& &1-& H]&Adshstyt}
ARE EEJAH FrdH Rt 2 YE pe o u X353
"Check VLAY "SAe wlEAsuE ARP @At 2o g@e
XE A4S FEFUo. v 714 22 f8o] o JhEst

Log Type e e

Y None: o}F-A % 7]538HA] 5T},

Deny: AY ® 55 7]F53cl).
Permit: 3§ ¥ 55 715U,
All: 2& 58 7|54,

Save” &t &z r).
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7.10.2 VLAN Configuration
g3} ol

“Security Configure - ARP Inspection - VLAN Configuration

MR-0802P series

NETWORK SWITCH - User Manual

» =

=

e,

=Y. ]
B T ..
pinformation & Status .
e ——— VLAN Mode Configuration
»Port Configure Start from VLAN |1 |with ‘ 20 | enfries per page.
»PoE
»Advanced Configure [Delete [ VLANID [ Log Type |
- Se::[lj:g:onﬁuure
e
» Port Security Limit
= Access Management
= 802.1X
MPACL
PDHCF
»IPEMAC Source Guard
wARP Inspection
= Port Configuration
= VLAN Configuration
= Static Table
= Dynamic Table
PARA
»QoS Configure
pDiagnostics
»Maintenance
T FES Tgl gy
i A ¥
VLAN 1D ARP #AA}e] VLAN 2 -4
Log Type FE 7|k ARP #HALE A3 e w2 sy,
oftl VLAN oAl ARP AL &4 she o= A3y, 1A
$E RE 4§ AolAN TE AL B3kt
x]xg% Eoﬂ}q :Li Ecﬂ_ IE Uc7]_ UE'i 5:1-/\433]. =
Bgelwte] AAR EEAA ARP PAF BT B4,
VLAN 2= 4 §) dlo]xjolq HAL & VLN & AAY &
Check VLAN AFHT. 22 F32 VAN AQd=E 7498 5 AdFHT.
s fEe e guUth
None: ob# A% 7]=&44 %tk
Deny: AF-¥ d&5& 7I5FY).
Permit: 384 I&5S 75U
All: 2E 55 71534
“Save” 3dFal &EFUTEH.
=

=

“Add New Entry”

=9ste] Al VLAN 7485
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Mipac
7.10.3 Static Table
AR P A 9IS Hol R e FEem FAlse] o HolAe] TEE Alolg 4+ gt

th& 3} o] “Security Configure - ARP Inspection - Static Table” & g},

s R O
Mirae BT -

1 3

dInformation & Status

N —— Static ARP Inspection Table

Gl [ Delete [ Port [ VLAN ID | MAC Address [ IP Address |
»PoE
»Advanced Config Add New Entry
w Security Configure
Save

= Users

= Privilege Levels

=55H

= Port Security Limit

= Access Management

=802.1X

MACL

»DHCP

HPE&MAC Source Guard
»ARFP Inzpection
= Port Configuration
= VLAN Configuration
= Static Table
= Dynamic Table
PAAA
rQoS Configure
pDiagnostics
»Maintenance

rlo

T
_]

chest g4
4 g

1

oot

H

Port ey & X E DE JdgsaA L.

VLAN Hkely & VLAN 1D & g shidal L.

[P Address vpely 8 P F42E =€},

MAC Address H]—?_]%l 2‘3_:1_- MAC _1’__/;:% %agqq.

9= AWl wel “Add New Entry” = F8gdUr}.
“Save” dfal =T},
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7.10.4 Dynamic Table

ARE A= o] FHolAol A REE Alofstr] fls] IP % MAC Guard ] vIQIY HolES FFos 74T

T dHFYTt.
th& 3 o] “Security Configure - ARP Inspection - Dynamic Table” & g t},

B Y
B 0 LN

1 3 5 7

LI S Dynamic ARP Inspection Table

»Network Admin
PEERHEETNT e Start from [Port 1 |, VLAN[1 | MAC address [00-00-00-00-00-00 and IP address [0.0.0.0 |with 20 |entries per page.
»POE

rAdvanced Configure

 Security Configure No more entries
= Users
= Privilege Levels

= 55H
= Port Security Limit
= Access Management
= 802.1X
PACL
pCHCP
HPEMAC Source Guard
+ARP Inspection
= Port Configuration
= VLAN Configuration
= Static Table
= Dynamic Table
PAAA
» QoS Configure
pDiagnostics
»Maintenance

T4 A
Port XE ID 34
VLAN VLAN ID 3%A]

IP Address P 54 34

MAC Address MAC =4 XA

7.11 AAA

AAA = Authentication, Authorization 3 Accounting ¢ SFAFPUTEH. WEH A HT FAE A% Rt
B HAYZoR 3 71H Bl Au| A2 Az}

7.11.1 RADIUS

&3 7ol “Security Configure - AAA - RADIUS” & Z¥3t}:
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Mirae

INFORMATION TECHMNOLOGY
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pinformation & Status
pNetwork Admin
»Port Configure
»PoOE
pAdvanced Configure
w Security Configure
= Users
= Privilege Levels
= SSH
» Port Security Limit
» Access Management
= 802.1X
FACL
»OHCP
PEMAC Source Guard
MARF Ingpection
wAAA
=RADIUS
s TACACS+
» Q05 Configure
pDiagnostics
pMaintenance

7.11.2 TACACS+
g o3 ol

Mirae

INFORMATION TECHMNOLOGY

“Security Configure - AAA - TACACSt” =

RADIUS Server Configuration
Global Configuration

5 seconds

3 times

0 minutes

Server Configuration
[ Delete [ Hostname [ Auth Port | Acct Port | Timeout | Retransmit [ Key |

pinformation & Status
» Network Admin
» Port Configure
»PoOE
pAdvanced Configure
» Security Configure
= Users
= Privilege Levels
= SSH
= Port Security Limit
= Access Management
= 302.1X
pACL
pDHCP
pIPEMAC Source Guard
pARP Inspection
- AAA
= RADIUS
= TACACS+
»Q0S Configure
»Diagnostics
pMaintenance

8 QoS

QoS(Quality of Service): 172Me] &
HulE e

372
AurHom oo

Mol Asel BrkE e,

TS RS Aua A A4 S AHYS Fo
AU, Be S ue e AusE BhE ¢ gyt QS &
Ao, A WE R A F AR 48 ge oy a7 AL APss
A Solie sl LS kbit / s HAm AGE A7 FF

TACAC 5+ Server Configuration
Global Configuration

5 seconds
0 minutes
| |

Server Configuration
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(N
tlo T

N
Ry
N
2
_l

N
o

L o
.'Q‘ of

T o 4 >

N ol O > rQ oy o

o
8 A4S g3y, wEA Wskels [P U ES oA AMZE ofEgAlelde] A& g
YES A Av]2 Fdo] A&HEHo =z U, o & 59 VoIP, HHL E 7|} Ade] ®
Aul 2= wAIA] AE A Ao dis] o w2 XFS AAASUT. 9@Y7E wAlA] dEo] Ak
FARFUS. 87 Algel & 4, HYe F odoly AHAE Ayl 93 vE
Hz2U 2~ §38& st a9 AH2E AlFdordyn. vzxys §F3& FHsE 752
Mu)| 25 AFs7I9eE dAl 2eln=z 7]Ee] HAFP Aulae g o dEFg Al &
Tk XYY, 1EfA QoS 7F % %LLJE}. HES D ZAE WX At sfA
=°]7] & MEYZ 55& Zﬁ%“qﬂr s, AMEAbE e gi9E%E =4 g doen vz
AMul 2~ FEAE FAAIA HES D AH| = %%k% S skA 3 4 dFYH
QoS -4 =4 A A FFeoll wet gEYth. dE 9] VLAN WAIX]= CoS (Class of Service)
et Esh= 802.1p 8§ AMEshe WHA [P WA A= DSCP & AHE-3Y
A 5 FAEEE wWAX I MESAE T3 585 o gyt vE Jﬂoﬂ AZAE Aol Eg o] A
olggt d=& wjFsf o},

roh TN

(o3

—_

T e KT R N = S wg o
(e}

FP>
w2 2>
Ir o wlo oft rIr

AN

mlN %2
N
>«

1
:

W

VLAN Z# Y st 802.1p A4 <4

AMH o VLAN Z# e Folo] 2 FAt 4E &y, VAN ZeQ &ule] PRI = (F,
802.1p A +=91) == CoS F=+ IEEE 802.1Q o] Aojel we} Mujx F4 a5 A AEdun

VLAN Z#9)9] 802.1p ¢4 ¢
Destination
address address

VLAN ID

802.1Q d Y= 3 HE PRI F=7} 95U, PRI Bl =804 712 7 oA 0 7+49 8 (oS
HzU2 94 92 A3y,

IP %4 =% / DSCP Z

RFC791 79401] W}i‘?ﬂ IP Uﬂ?\]X] 32 ToS (Type of Service) =Wl 8 HIER FAEYY. 1
oA v} o] 3 HE long Precedence =+ IP HAIA] 4 915 2E3T}.
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[P 94 9] / DSCP 2=

Proto | FCS | IP-SA | IP-DA| Data

0~ 2 MEE 7~ 0 8909 WA AF 4 29 s 94 ¢9 BEeln, YEHT Ao
A0S FYEAY Qelo|Es) s AwHoR doky Hm $H == AW 7 == 6 AU,
SRIPE FF 0~ 5% AAx T 5 dFy

AER S8 T2
ToS E=m 21L& Precedence =
YebY Yt (4t X9 A 0, @
Ao 49 0, & AuFe HAS 1. R-
2 AEAAe A9 1. ToS 6 :

RFC1349 = T3} ¥&S Yeld= C HEESE 7189 ToS =wllS AAJgyTt. IETF DiffServ 152
RFC2474 €] IPv4 ®A1A] dlE] o 9l ToS EHl21e] 0 ~ 5 H{ES DSCP & AA st ¢ 183 o] DS
(Differentiated Service) H}O]E =R o]5 & HlgUT}.

DS =9 (S 6 HE (0-5 HE)E= DSCP (DS Z= ¥QQE)NE FE3IH A9 2 H|E (6-7 HE)=
o efEytt, &9 3 HJE (0-2 H]E)E CSCP (Class Selector Code Point)o]™ &3+ CSCP %k
Z# 22 DSCP & YERHYLE. DS == DSCP #hell wet sl PHB (9 52HE Ae gy,

= ZA3T. D- MEE 4D 87 APL

I
rlr
>,
i)
oX,
o
<
o,
i
T
Ia)
n
iz
>,
i
oX,
o,
2
o
“O

k1
=
r o
rlo

8.1 Port Classification

2R J|EAR o7 802.1p ¢ £9S FASaL DPL, PCP @ DEI ¢ 7S AHHE 7} L E|
vz, ¢4 =99 Fast ¢4 9= 0 OFF E8)3 7 P =8)o0® TAFEYY
t}S-1 7Fo]  “QoS Configure - Port Classification” & Z#3t}:

B
B B 7

pInformation & Status . .
Qo3 Ingress Port Classification

» Network Admin

» Port Configure Port [ CoS | DPL | PCP | DEI | Tag Class. | DSCP Based | Address Mode

»PoE = [zx v [ ]| [e> v|[ <= v] O <> v

p Advanced Configure 1 Disahled O

securty Contigure 2 Dssted O

~Gos Contigure : Dses O
<o Cleicatr 4 Dissbled O
= Queue Poliging g Disabled O
= Port Scheduler 6 Disabled OJ
= Port Shaping ) 7 Disabled O
ronosce : Dissbled [
« DSCP-Based QoS 9 Disabled O
« DSCP Translation 10 [0w]| [0~] [0+] [0~] Disabled 0 [Source  v|

= DSCP Classification

» QoS Control List

= Storm Policing
pDiagnostics
»Maintenance
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T FES v AEu.
T B A

71 AR s S S Ao g
e ZHAL CoS 2 EFHEUCT CoS, wrE B A gkl dgiy

CoS wig o] Syt CoS7F 0 (ol 41 =97k 71 wa .
e CoS & QUL &=ell o8 A 2 5 dFU T
FaL o 71 CoS 7F sHem WMAE AF 7AE 71 CoS Hl AA 718
CoS 7} #% <tell FAIFH YT}
71E EE A 9 FES A

DPL mE ZYYge =5 A 9 e ERdEUY
o ® DPL& QCL &5l o8 541 4 5 sy
71% PCP #h& Al gyt

PCp RE ZHUYE PP pto R ERgYTh
EEZF VAN & 1Aeba Zelel Blark Age F4 el Bloef Pep
ghoz EREUT. 28A god ZHQle] 7] PP go® EFgutt
712 DEI #< Aot

DET wE 2P DEI gho® EREYT
EEZE VAN & 1Askal ZQle] Bjorh AAd A ZHed Bo1e] DEI
ghom EREYTh a2%A gowl 2yl V|8 DBl fo® BFHUT
QCL EF7Fe] EE] A2 (SMAC / SIP) = i (DMAC / DIP) F4&E
Zlgko 2glokali=A] N5 AAstE IP / MAC F4A REQUT. JE&EHE
w2 gea sy

Address Mode

Source: SMAC / SIP A& &3ttt
Destination: DMAC / DIP 4x|& &3}ty rt.

8.2 Port Policing

pInformation & Status
»Network Admin

QoS Ingress Port Policers

»Port Configure Port [ Enable | Rate [ Unit [ Flow Control
»PoE - O 500 [ +| (]
pAdvanced Configure 1 O 500 | kbps Vl (]
» Security Configure 2 O 500 | kbps v | O
~QoS Configure 3 O 500| [kbps v| O
pmcmema |40 a0 sl O
= Queue Policing 5 0 500 | kbps v| o
= Port Scheduler B O 500 | kbps | O
= Port Shaping 70 500| [kbps v| [m]
= Port Tag Remarking
« Port DSCP & DO 500/ [kbps v] L
- DSCP-Based QoS s U 500| [kbps v U
= DSCP Translation 10 O 500 | kbps v | O
= DSCP Classification
- QoS Contral List

= Storm Policing
»Diagnostics
pMaintenance
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T4 gEe vt pHU
Ty g 4 13
Enabled Y E 72 AAS s e v dAdsey .
A HES AFYY. 73S 500 YuYtk.o]  #%2 "Unit"o]
Rate %m§“h-Wm”1ﬁ%—wOIWO%OOE.ﬂﬂQV "Unit"o] "Mbps"HE+=
"kfps"¢l ¢ 1-3,300 o2 A FFH U},
Unit =M &Y 54 Y99S kbps, Mbps, fps HE= kfps = Al g,
712 7kE& "kbps" YT},
Flow C | S5 A7t dAslEa XEVF 5 Ao Rt 9o xS HElE=
oW LoRtrol Al e1x) A saolo] EHUT

atal A4S YUY

“Save”

8.3 Queue Policing

rInformation & Status
»Network Admin

QoS Ingress Queue Policers

Port Confi Port
»Port Configure

mo|m1\m2|ma|m4|ms|mslm7

»PoE Enable | Enable

rAdvanced Configure
» Security Configure
Q05 Configure

= Port Classification

= Port Policing

= Queue Policing

» Port Scheduler

= Port Shaping

= Port Tag Remarking

« Port DSCP

= DSCP-Based QoS

= DSCP Translation

O 00 = @ N e L R =y
Oooooooooooo
Oooooooooooo

=

Oooooooooooo

Oooooooooooo
00000000000
00000000000
00000000000
00000000000

» DSCP Classification

= 005 Control List

= Storm Policing
»Diagnostics
»Maintenance

w
o
=
(]

o

Queue0-7 T2 7]

(i1

stal A4S vY G

“ Save ”

75



MR-0802P series

'.NFDRIMAWINITEE!@.E NETWORK SWITCH - User Manual

8.4 Port Scheduler

23 o] “QoS Configure - Port Scheduler” & &gt}

Mirae

INFORMATION TECHMOLDGY

pInformation & Status

QoS Egress Port Schedulers

pNetwork Admin
R [Por| Mede | rarras s TarTas]
pPoE
p Advanced Configure 1 Strict Priority
» Security Configure e ] i i ) .
3 Strict Priority - - - - - -
vQos Conﬁuur.e _ 4 Strict Priority - - - - - -
= Port CIaf;gﬁcahon 5 Strict Priority - - - - - -
= Port Pollcw_lg 6 Strict Priority - - - - - -
= Queue Policing 7 Strict Priority - - - _ - -
= Port Scrlell!uler & Strict Priority - - _ . - -
OLF i SRR 9 StictPrierity - - - - - -
= Port Tag Remarking 16 Strict Priority B ~ B - - -
= Port DSCP —
= DSCP-Based QoS
= DSCP Translation
= DSCP Classification
= QoS Control List
= Storm Policing
»Diagnostics
»Maintenance
T4 S v gEyt
T4 A
QoS Egress Port Schedulers A TE AAEY

Port “17 & Z¥34tt.

oz [ [
B [ < ..

1 a 7

pInformation & Status

N ———— QoS$ Egress Port Scheduler and Shapers Port 1
»Port Configure
»PoOE
»Advanced Configure
e
QoS Configure
= Port Classification
= Port Policing
= Queue Policing .'g 500 kbps v
= Port Scheduler
= Port Shaping
= Port Tag Remarking ..8500 kbps v
=Port DSCP
= DSCP-Based QoS
= DSCP Translation .‘g 500 kbps v
= DSCP Classification
= QoS Control List
= Storm Policing ..85[]0 kbps v
»Diagnostics
FMaintenance “ - = e e
0500 kbps v
500 kbps v
0500 kbps v
0 500 kbps v

“Save” 3tal ke YT,
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8.5 Port Shaping
23 o] “QoS Configure - Port Shaping” & ¥ 3uyt}:

Mirae .

1 a & T

INFORPAATION TECHMNOLOGY

HInformation & Status
»Network Admin
»Port Configure
»PoE
»Advanced Configure
» Security Configure
w QoS5 Configure
= Port Classification
= Port Policing
= Queue Policing
= Port Scheduler
= Port Shaping
= Port Tag Remarking
= Port DSCP
= DSCP-Based QoS
= DSCP Translation
= DSCP Classification
= 00S Control List
= Storm Policing
»Diagnostics
»Maintenance

QoS Egress Port Shapers

=

|O 160 190 [~ [ |0 e |3 [P | =
'
'
'
'
'
'
'
i
'

T4 = A
Scheduler Mode AA 9 RR A £ LE AFAZHE AEsAA L

“Save” &}al s},

8.6 Port Tag Remarking

o}&-1} 7+o]  “QoS Configure - Port Tag Remarking” & Z# 3 t}:

Mirae .

1 a ] T

INFORNMATION TECHNOLOGY

information & Status QoS Egress Port Tag Remarking

» Network Admin
BLiE T [Fort | Wode |
pPOE 1 Classi_ﬁed
pAdvanced Configure % g::z;‘gg‘;
PEEEITY ST 1 Classified
QoS Configure 5 Classified
= Port Classification & Classified
gl 8 Clasaifid
R 9 Classified
= Port Scheduler 10 Classified
= Port Shaping —
= Port Tag Remarking
= Port DSCP
= DSCP-Based QoS
= DSCP Translation
= DSCP Classification
= QoS Control List
= Storm Policing
pDiagnostics
»Maintenance
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-
ox
off
un
Jl{] m}l_l

4 13

QoS Egress Port Tag Remarking A XE H1 A9

Port “17 & 293Ut}

FInformation & Status

I — QoS Egress Port Tag Remarking Port 1
»Port Configure

»PoE
O —
» Security Configure
+ QoS Configure
= Port Classification
= Port Policing
= Queue Policing
= Port Scheduler
= Port Shaping
» Port Tag Remarking
=Port DSCP
= DSCP-Based QoS
= DSCP Translation
= DSCP Classification
= QoS Control List
= Storm Policing
»Diagnostics
FMaintenance

“Save” stal E P},

8.7 Port DSCP

33 o] “QoS Configure - Port DSCP” & &gy}

pinformation & Status QoS Port DSCP Configuration

»Network Admin

pPort Configure

»PoE

»Advanced Configure = O <% wl| = v

DEEELIE CITIEITE 1 O [Disable v]| [Disable v|

AT ETE T 2 O [Disable v| [Disable v
= Port Classification - A
- Port Policing 3 O |DTsahIe v| \D!sahle V|
« Queue Policing 4 O |Disable ~| |Disable v
= Port Scheduler 5 O |Disahle v| \Disahle V|
'xﬁ"ag‘"ﬂ - 6 O [Disable v]| [Disabls v|
. ag Remarking - .
e 7 O |Disable ~| [Disable v]
«DSCP-Based QoS 8 (] |Disable ~| |Disable v
=« DSCP Translation 9 O |Disable ~| [Disable v]
CZR P S 10 ] [Disable v]| [Disable v]
= oS Control List
= Storm Policing Save

Ormgnastics

»Maintenance

S o [e] s
T8 a2 ey ZEu.
4 % R

QoS Port DSCP Configuration DSCP A 2H7d

“Save” stal gt}
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8.8 DSCP-Based QoS

23 o] “QoS Configure - DSCP-Based QoS” & & gyt}:

rinformation & Status

DSCP-Based QoS Ingress Classification

»Network Admin
¥Port Configure [ DSCP [ Trust [ QoS Class | DPL |
»POE bt - < W <
pAdvanced Configure
» Security Configure 0 (BE) U
+QoS Configure 1 o

« Port Classification 2 O

= Port Policing

= Queue Policing B U

» Port Scheduler 4 O

« Port Shaping

= Port Tag Remarking o U

= Port DSCP 6 O

« DSCP-Based QoS

= D3CP Translation 4 U

» DSCP Classification 8(C51) O

« QoS Control List

= Storm Policing - =]
»Diagnostics 10@AF11) O
»Maintenance 1 ]

12(AF12) O
13 O
= o o 2
T4 52 g3y EH5yth
T4 g% A g
. . . = P~
DSCP-Based QoS Ingress Classification Alg g 4=9) = DSCP A1 el

8.9 DSCP Translation

oS3 o] “QoS Configure - DSCP Translation” = ¥ gyt}:

O O
B

1 3 & 7

vinformation & Status DSCP Translation

» Network Admin
. | 05 | ot sty | Romspoet [ Remsprer
»POE
»Advanced Configure : O < v| [« v
» Security Configure 0 (BE) O [0(BE) ~| [0(BE) ~]|
+QoS Configure 1 O [1 ~| [1 v
«Fort Classification 2 o [2 v| [2 v]
= Port Policing _
e 3 o B MuE v
« Port Scheduler 4 o [4 v [4 v]
« Port Shaping 5 O [5 ~| [5 M
= I Co
= Port DSCP
« DSCP-Based QoS 4 o [z v [7 M
= DSCP Translation 8(Cs1) O [8(Cs1) v] [8(CS1) v]
= DSCP Classification g O [9 ~| |9 v|
DB T LT 10 (AF11) O [10(AF11) ~] [10AF1T) v]
= Storm Policing
. e 11 1 ~ O [11 ~| 1 v|
iagnos
 Maintenance 12 (AF12) O [12AaF12)v] [12(AF12) v]
13 13 ~ O [13 ~| [13 v|
14 (AF13) O [14(AF13)v]| [14(AF13) v]
15 15 v O [ ~] [15 ~]
16 (CS2) O [16(CS2) v]| [16iCS2) ]
17 17 v o [7 v| 17 v]
[ —— [ pepp————— —_— = P— J [ p— J
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DSCP Translation | DSCP <

“Save” 38Fal $EFUTEH.
8.10 DSCP Classification

th&3 7ol “QoS Configuration - DSCP Classification” & Zgldt}:
o R R

B O

1 3 5 T

Minformation & Status DSCP Classification

»Network Admin
»PoE = < L4 E:S W
»Advanced Configure 0 0(BE) ~| |0(BE)
» Security Configure 1 0(BE) ~| |0(BE)
QoS Configure 2 0(BE) ~| |0(BE) ~
» Port Classification 3 0(BE) ~| |D(BE} w
« Port Policing 4 0(BE) w| |0(BE) w
= Queue Policing 5 0 (BE) w 0 (BE) v
gm0 0@ v 060 v
« Port Tag Remarking ! 0(BE) ~| |0(BE) ~
= Port DSCP
= DSCP-Based QoS
= DSCF Translation

= DSCF Classification

= QoS Control List

» Storm Policing
}Diagnostics
»Maintenance

T4 gue g g
_]

:[on _oL% /}__,j 1:!6]
DSCP Classification DSCP

“Save” 3dFal EFUTEH.
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8.11 QoS Control List

o3} o]l “QoS Configure - QoS Control List” & Z# g c}:

Miae . --

7

INFORMATION TECHNOLOGY

1 3

pinformation & Status . .
»Network Admin QoS Control List Configuration

pPort Configure
»PoOE
»Advanced Config @

» Security Configure
Q05 Configure

= Port Classification

= Port Policing

= Queue Policing

= Port Scheduler

= Port Shaping

= Port Tag Remarking

= Port DSCP

= DSCP-Based QoS

= DSCP Translation

= DSCP Classification

= QoS Control List

= Storm Policing
pDiagnostics
»Maintenance

8.12 Storm Policing
thS-3F #Zo]  “QoS Configure - Storm Policing” & Z¥3yt}:

Miae .

7

INFORMATION TECHMNOLOGY

1 3

»Information & Status
» Network Admin
»Port Configure
»PoE Unicast
»Advanced Configure Multicast
» Security Configure Broadcast
+ QoS Configure

= Port Classification

= Port Policing

= Queue Policing

= Port Scheduler

= Port Shaping

= Port Tag Remarking

= Port DSCP

= DSCP-Based QoS

= DSCP Translation

= DSCP Classification

= QoS Control List

= Storm Policing
» Diagnostics
»Maintenance

Global Storm Policer Configuration

T B

e g

rlo
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T g8 ch:
0 T 2eA= 4 o ogle Y ARE, & 5 gle HE JfAE B HRE
rane e e g gagyo
Enabled Storm A A3} == v &A] 3}
Rat S Gele 29 #A (pps) (Y. a2 1, 2, 4, 8, 16, 32, 64, 128,
ate 256, 512, 1K, 2K, 4K, 8K, 16K, 32K, 64K, 128K, 256K, 512K ®= 1,024K Q] t}.
“Save” d}al Y=EIFU T}

9 Diagnosti

9.1 Ping

CS

“E=3+ Ping oA A= 1P

=N

T,J_i
“Diagnostics - Ping

”

B

=
=4

kil
3}

[e)

=
(]

ICMP Echo #|Zlel &3y},

Ut

piInformation & Status
» Network Admin
»Port Configure
»PoE
»Advanced Configure
» Security Configure
+ QoS Configure
= Port Classification
= Port Policing
= Queue Policing
= Port Scheduler
= Port Shaping
= Port Tag Remarking
= Port DSCP
= DSCP-Based QoS
= DSCP Translation
= DSCF Classification
= QoS Control List
= Storm Policing
 Diagnostics
= Ping
= Cable Diagnostics
= CPU Load

»Maintenance

2 4 a
e (R R R
B . < . B
1 3 & T B 10
ICMP Ping
IP Address 0.0.0.0
Ping Length |56

Ping Count 5

Ping Interval |1

oo TASEAY B4 F e dEYy
T4 35 A
IP Address ping & IP F4E YHAHA L.
Ping Count [Pv4 B3 [Pv6 F4E ping & 35 (1 ~ 60)E 493,
Ping Length 1-1,452 919l A5 dHsr e (Z1282 56).
Ping Interval ping 7+4 4¥
ping HIZ2EE & “Start” & ZFEHPAL.
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9.2 Cable Diagnostics

10 / 100 / 1,000 BASE-T #7] QlEjHo]A~E AT},

the 3} o]l “Diagnostics - Cable Diagnostics” & Zglgyrt}:

4 8 [

Mirae . EHEHEHH

INFORMATION TECHNOLOGY

1 3 7

pInformation & Status - . -
e — VeriPHY Cable Diagnostics

»Port Configure ll

»POE
yAdvanced Configure
» Security Configure
pQoS Configure
+Diagnostics

«Ping

= Cable Diagnostics

= CPU Load

»Maintenance

1 —
2 _
3 ~
4 _
5 ~
6 ~
7 ~
8 ~

"Aolg AG"HAEE e “Start” & FHIHU.

9.3 CPU Load

AREAES] CPU Hate Wiit& = fASHaL ARE o=
oS3 o] “Diagnostics - CPU Load” & €3t t}:

pInformation & Status

»Network Admin CPU Load Auto-refresh
e 100ms 0% 1sec 0% 10sec 0% (all numbers running average)
pAdvanced Configure
» Security Configure
mfws l:on!inure
leTn;:m
» Cable Diagnostics 7 5 %
=CPU Load
»Maintenance
50%
25%
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10 Maintenance

10.1 Restart Device

Al A ZFSE ™ “Maintenance - Restart Device” & S 34AIAI L.

. amEEm
. BT

1 3 7

dinformation & Status
»Network Admin
pPort Configure

»POE

rAdvanced Configure
» Security Configure
»Q0S Configure

pDiagnostics Yes

wMaintenance

Restart Device

Are you sure you want to perform a Restart?

= Restart Device

= Factory Defaults

= Firmware Upgrade
= Firmware Select
»Configuration

Aol FA %27|3tE el “Maintenance - Factory Defaults” & 83449,

B 7 . LN |

1 a ] T

Hinformation & Status
»Network Admin
»Port Configure
»POE
rAdvanced Configure
» Security Configure
»Q0S Configure
»Diagnostics
~Maintenance s

= Restart Device

» Factory Defaults

= Firmware Upgrade

= Firmware Select

»Configuration

Factory Defaults

Are you sure you want to reset the configuration to

Factory Defaults?

]_}CI }\] [e)

i=] .

Ol

“Yes ”

il

=
=9
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10.3 Firmware Upgrade

INFORMATION TECHNOLOGY

dinformation & Status
»Network Admin
»Port Configure
»POE
rAdvanced Configure
» Security Configure
» QoS Configure
»Diagnostics
~Maintenance
= Restart Device
= Factory Defaults
= Firmware Upgrade
= Firmware Select
pConfiguration

“Browse” &

Hellol el

el o] =5tk

Mirae

3 7

Software Upload
IR EELE-
293t dadel= & Ao BAME
=5 918 “Upload” & SN

10.4 Firmware Select

INFORMATION TECHMNOLDGY

dInformation & Status
»Network Admin
pPort Configure
»PoE
pAdvanced Configure
» Security Configure
»QoS Configure
pDiagnostics
wMaintenance

= Restart Device

= Factory Defaults

olv] F o=

Mipae

ki kil

1 3

Software Image Selection

o R [ R
o

Image  managed

Version V1.1-2020-11-20

Date 2020-11-20T06:33:21-08:00
Image  managed.bk

Version V1.1

Date 2019-04-05T08:10:58-07:00

Activate Alternate Image H Cancel ]

= Fi U o
= Firmware Select
pConfiguration

o,

3o}

il

ki,

selw

“Activate Alternate Image”

“Maintenance - Firmware Select”

&3

T
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INFORMATION TECHNOLOGY

10.5 Configuration

1.

=

“Maintenance - Configuration - Download”

INFORMATION TECHNOLOGY

rinformation & Status
»Network Admin
»Port Configure
»PoE
pAdvanced Configure
» Security Configure
»QoS Configure
»Diagnostics
+Maintenance
= Restart Device
= Factory Defaults
= Firmware Upgrade
= Firmware Select
wConfiguration
= Download
« Upload
= Activate
= Delete

Download Configuration
Select configuration file to save

Please note: running-config may take a while to prepare for download.

C running-config

C default-config
O startup-config

[ Download Configuration ]

“Download Configuration”

2. “Maintenance -

Mirae

B

7

INFORMATION TECHMNOLOGY

1 a

dInformation & Status

Upload Configuration

MR-0802P series

NETWORK SWITCH - User Manual

»Network Admin
»Port Configure File To Upload
pPOE
»Advanced Configure ot dE | HEE O gE
PSS Destination File
»Q0S Configure
»Diagnostics
wMaintenance O running-config Replace Merge
= Restart Device O startup-config
« Factory Defaults O Create new file
=Fi Upg
= Firmware Selact Upload Configuration
~ Configuration
= Download
= Upload
= Activate
= Delete
« n o= = =)
Upload” & &8 &Yt}.

3.

pInformation & Status
pNetwork Admin
»Port Configure
»POE
»Advanced Configure
» Security Configure
»QoS Configure
»Diagnostics
~Maintenance
= Restart Device
= Factory Defaults
= Firmware Upgrade
= Firmware Select
~Configuration
= Download
» Upload
= Activate
= Delete

“Activate Configuration”

+

[l L
EE—E

1 3 7

Activate Configuration

Select configuration file to activate. The previous configuration will be ially leading to loss of management connectivity.

Iy replaced, p

Please note: The activated configuration file will not be saved te startup-config automatically.

O default-config
O startup-config

Activate Configuration
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4. “Maintenance - Configuration - Delete” & ZF83dlo] T4 T FA S 2AHA|g ).

4 [ [

Miae !

7

INFORMATION TECHNOLOGY

1 3

pInformation & Status . .
N ———— Delete Configuration File
»Port Configure Select configuration file to delete.
»PoOE

D e -
» Security Configure O startup-config
ETE SIiTTmE Delete Configuration File

pDiagnostics
wMaintenance
= Restart Device
» Factory Defaults
= Firmware Upgrade
= Firmware Select
- Configuration
= Download
« Upload
= Activate
= Delete

“Delete Configuration File” & Z# 3},
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