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1 &7 € AX

11 AF F8 ALY

General Performance Indicator

Product Model MR-0402P Series

8x10/100/1000M PoE Ports + 2xGigabit SFP Ports + 1xConsole
Interface
Port

PoE Standard: IEEE802.3at(30W) and IEEE802.3af(15.4W)

Poe Parameters
PoE compatibility: IEEE 802.3af/at adaptive

Machine input voltage: AC100-240V

Power Supply
Total power: 150W

Product size: 270x180x44.5mm

Physical Dimension
Product weight: 1.2kg

Operating Temperature: -20 ~ 60°C

-20 ~ 40°C (PoE X|C{ Z=E A2 A])

Working Environment
Storage Temperature: -40 ~ 85°C

Operating Humidity: Max 90%, non-condensing

Technical Indicators

Bandwidth 20Gbps

Packet Forwarding | 14.88Mpps

10
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rate

Flash Capacity 16M

Memory Capacity | 1024M

MAC 8K

Layer 2 Software Function

Port Management | Enable/Disable Port, Speed, Duplex, MTU Setting, Flow-control

Port Mirroring Support both side-way port mirroring

Port Speed Limit Support port speed limit

Port Isolation Support the downlink port isolation

Support unknown unicast, multicast, broadcast type storm
Storm Suppression
suppression

Support static manual aggregation and LACP dynamic
Link Aggregation

aggregation
VLAN Access, Trunk, Hybrid
MAC Support static addition, deletion

Spanning Tree STP, RSTP, MSTP

Multicast IGMP-snooping, MLD-Snooping

Extended Function

ACL Based on MAC, IP, protocol type, L4 port

Based on 802.1p(COS) and DSCP classification(MR-0402P-S
QoS
only)

11
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LLDP

Support LLDP link discovery protocol
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User Setting

Add/delete users

Certification

Support 802.1x port authentication and AAA certification

Network diagnosis

Support ping, telnet, trace

System management

Device reset, configuration save/restore, upgrade management

Management Function

CL Support serial port command line management
SSH Support SSHv1/2 remote management
Telnet Support telnet remote management
Web Support Layer2 settings, Layer2 and Layer3 monitor
SNMP SNMP V1/V2/V3

Other functions

DHCP Snooping, Dynamic ARP detection, DNS certification, port

security settings, UDLD protocol, TACACS+ and RADIUS

Certification(MR-0402P-S only)

1.2 AF 748F

MR-0402P Switch X 1 tj

AFE AFFA X< 17

vV v v v v v
>
(@) 3
[-'N
o
K
[
X
—
=
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Lighting: Powered
PWR
Un-Light: No Power
Flashing: System Start-up
SYS
Lighting: System Running
PoE Lighting: Powered
(1-8Port) Un-Light: No Power
Lighting: Connected
Link/ACT
Flashing: Data transmission
(1-8Port)
Un-Light: Not connected
Lighting: Connected
9-10 Flashing: Data transmission
Un-Light: Not connected

13
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2 Web Page Login

21 Y EYA & So|dE 21

7] 8 290K T4 http:/192.168.2.1 & )L "Enter"E FE U

(o Description:

He}9-% ¥ :IE 8.0, Chrome 23.0 2 Firefox 20.0 ©] ).
PC o IP UMEHA AZUEES 29449 P UMEHA AIHES} FUst

FASHE 29l & W P FAE FRIAIAL. 3 WA 22906 dis) pe 9 1P
FAE 192.1682.x = AAEIT ABY nfAIE 2552552550 02 AAFAA S

(1<x <254).

g 22 2390 Fol yetdgyrh 71E AFEA olF  "admin"¥ U4
"admin"S JHIUTCE A9 A AES BEH "200E ZH AN Q.

@ MR-0402P Series X W
< C @ 192.168.2.1/login.html?ver ® » @ :

Login

usenane: [
posowors. |

LOGIN

22 SEfoldE QIEH o~ T4

9 UEND B Azge durEel 29 dEol At e 2HU
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@ MR-0402P Series x  +
& C @ 192.168.2.1/homeht

Navigation El(=-M Status ) System Information Port status area

System Information
Logging Message
v Port :BE = e L L
Link Aggregation - Wiglgly 03803
MAC Address Table 1357 9 10
w Network
«» Port :
« POE Seting : Information show area
» VLAN c
» MAC Address Table
= Spanning Tree
« Discovery
= DHCP
~ Multicast 1
« Routing L
w Security
= ACL
v QoS
« Diagnostics
w Management

System menu area

2.4 6 8

) { MR-0402P Series
' MR-0402P
defauit

default

083272012280001

192.168.2.254
fe80:1e2a:a3M.fe01:2d26/64 0
1361412728211 Time

0 day, 2 hr, 39 min and 32 sec

2020-01-01 10:39:12 UTC+8

32030

Nov 19 2020 - 18:4427

2.3 ¢ Clg o] 29 B Eg

Mgl E), MIESS T4, £E, PoE 44, VLAN 7]%, MAC T4 Ho|,
STP, EZ &4 A4, "Wy sH2E, Bk ACL, QoS, &= ot = #eh &
Fre g vESD e FerolAseA Agd & duth 7t PRl

| 7
a9 W7t AFUTh B4 Egle o3y o] A8 Ay
R s R s R e B
Status System XE JH 9 AF R EA
Information
Logging FA A9 9 A 2 FA
Message
Port Statistics A X E A EA
Error Disabled FEO WA @ F A
Bandwidth RE O XES W9 AR
Utilization I Z AL FE TA
Link AA 1% e % 749 BA
Aggregation
MAC  Address A A9 MAC F4 HolE
Table ¥A
Network IP Address AA Ao #A= P A R
H7]
DNS DNS 3 Ay AA 74 o
27
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Hosts DNS AH 2 54 $2E w3
HolE 74 H 17
System Time A Al2=E A A L BT
Port Port Setting BE XE A4 ¥ RY
Error Disabled OF HE A4 ¥ 1Y
Link Group LAG o 23 ¥ ¥XE 9 e
Aggregation WA dags A4 2 BT
Port Setting LAG 74 % 17]
LACP LACP A&/ 94 w9 =
T 74 3l
EEE EEE e 3 AE 74 9 B7
Jumbo Frame Al 2Bl of] A Al F of
HAIA] o] 74 3 17|
Port Security XE A" 9 XE Ho £k
Agk 4 2 B7)
Protected Port XE AY 4 2 BV
Storm Control XE 2% A 4 2 1Y
Mirroring YE "Hg® 74 4 17
POE Setting | PoE Port Setting PoE X E T4 9 H7]
PoE Port Timer PoE X E Elol 4 "% H7Y|
Setting
PoE Port Timer PoE X E ANz 2AE 74 2
Reboot Setting R
VLAN VLAN Create VLAN Fxe] VLAN x4 o

7]

VLAN

Configuration

-
2EE X EJ9

2R

VLAN 174 4

Membership VLAN ¢ ¥XE AHH 4 H
H7]
Port Setting XES PVID ¥ VLAN &4
T4 2 517
Voice VLAN Property 71 =9 2 X E AdE A
R
Voice OUI oul A5 74 9 H7]
Protocol VLAN Protocol Group X2 ESF VLAN I1§F 74 ¥
R
Group Binding X2 EZ VLAN ¥XE ¥ IOF

nhelg e TR Byt

MAC VLAN

MAC Group

MAC VLAN 1& 74 % 17]
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Group Binding

e 2 IF

MAC VLAN
HRolY T % n]

Surveillance Property Surveillance-VLAN 7]s % XE
VLAN AEH AR G 2 1Y)
Surveillance OUI Surveillance-VLAN OUI AXH. 4
2 B
GVRP Property 71 Al=" 2 XE AH T4
L
Membership g% H VLAN 2 ¥ E FAY
T4 R 17
Statistics XES ddd dAA EA
T4 R 17
MAC Address | Dynamic T2 54 MAC T4 2 %3}
Table Address Az T4 B 1)
Static Address 2ol 44 MAC T4 HolE
T4 % R
Filtering Address 48y & MAC F4& Holk
iacEE
Port  Security X E HQbo| 3 3t ® MAC
Address T4 HolE 74 B 1Y)
Spanning Property STP e & &4 74 2 17|
Tree Port Setting STP o] XE &4 74 9 1Y)
MST Instance STP 9] ="~ &£ F+4 2
R
MST Port STP ¢] QIA~Hlx (XE AHH ¥3}
Setting T4 2 27
Statistics 7y X ES] STP HAIA] FA T4
2 17
Discovery LLDP Property LLDP ¢} #dHH" A +4 Z
B7]

Port Setting

7t A Eo|AM LLDP 9] 541 “JH
744 3 57

MED
Policy

Network

MED W EH T A HolE &
T4 2 17

MED Port Setting

7} ZEoA MED AEH F4 9

Packet View

7} EE M #A|3 LLDP A A

Local Information

LLDP 2 LLDP-MED Z}H] T4

Neighbor

LLDP ©]-% A®R T4 @ 17
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Statistics Z} X Eo|A LLDP WAA %541
R =
DHCP Property DHCP AH|2 4 5 ®7|
IP Pool Setting DHCP A IP 4 pool T4 %
27
VLAN IF VLANIF % DHCP A¥ & 4
Address Group 9 H7
Setting
Client List DHCP S&le|dE &5 17
Client  Static DHCP Zto]ldE B4 #Reld
Binding Table HolE 74 % 17|
Multicast General Property 71's 74 T 2 B
Group Address oE AH dE HAE AR A
% 7]
Router Port HE] JH2E 28 ¥XE AHH
T8 R 1Y
Forwarding All HE] JAE A9 XE AW FA
3 H7
Throttling Zy X Eo|A HE] HN2E A3k
T4 3 B7]
Filtering Profile Jg ¥ © HE NEE F4H FA
3 H7
Filtering Binding dE® 37 2 Y Ee Iy
vl AR g 3 HY
IGMP Snooping | Property 29z, HAd FTE& TFAHsn
gl o
Querier Al 7] ZE 4 B K]
Statistics LIREZ AR 74 4 B
MLD Snooping Property ITREFE 297 5& A
17
Statistics IREF WA T4 E HY
MVR Property 29X e e A AR A 2
B7]
Port Setting ZF LEAA ZH 44 2 27
Group Address 7%, VLAN ¥ 1% F4& 74
L
Routing IPv4 IPv4 Interface Configure and view VLANIF IPv4
Management address information
and Interfaces | IPv4 Routes Configure and view [IPv4 static
routes

20



IRAE

INFORMATION TECHNOLOGY

MR-0402P series

NETWORK SWITCH - User Manual

ARP

Configure and view ARP table

IPv6
Management
and Interfaces

|Pv6 Interface

Configure and view VLANIF [Pv6
interface information

|Pv6 Address

Configure and view VLANIF [Pv6
address information

|Pv6 Routes

Configure and view [Pv6 static

routes

IPv6 Neighbors

Configure and view IPv6 neighbors
table

Security

RADIUS Aot AEE AR 4 9 B
TACACS+ Aot AEE AR 4 9 HY)
AAA Method List 239 A5 WY 74 % 1)
Login 7)ol < Wy 7 9 B
Authentication
Management Management VLAN | &4 VLAN ¥#2] AdH F+4 %
Access R
Management AMul~ e R g9 e &4
Service T4 2 17
Management ACL | #2] AE& A ACL +4 2
B7]
Management ACE | #2] Ade] ACE +4 T4 %
B7]
Authentication Property A5 &4 74 2 1Y

Management Port Setting 7t ZEO A Q1F AR G4 H
17
MAC Local Account | MAC =2 AAH HF +4 2
17
Web Local Account | 1 274 AA = 34 2 17
Sessions A Qe ddd AR F4
2 57
DoS Property 292 A T 2 1Y
Port Setting EEOA 299 FA 7 2
17
Dynamic  ARP | Property 2 ARP AAF 74 2 1Y)
Inspection Statistics 7} EEdA APR FAF AH <]
HAA TA A H R
DHCP Snooping | Property 294 2 A A 9 R
Statistics Zb xEAA  F41 3 DHCP
HAIA] TA 4 E R
Option82 Property | &4 82 ¢ #Hw &4 74 A

21
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H7]

Option82 Circuit ID | 4 82 ¢] 3]|& ID 74 2 ®7]
IP Source Guard | Port Setting X EoA AE] A 2 H7]
IMPV Binding IP, MAC, X E % VLANZ2| H}ld
ol 74 % H7]

Save Database vy HolE & AL 2
AE T4 9 B

ACL MAC ACL MACACL 7% 74 % E7]
MAC ACE MAC ACE Hol& 35 4 %
H7]

IPv4 ACL IPv4 ACL 712 4 2 17|
IPv4 ACE IPv4d ACE Hlol& &5 4
=

IPv6 ACL IPv6 ACL 712 4 2 17|
IPv6 ACE IPv6 ACE HlolE g5 G4
=

ACL Binding ACL 137 % XE uQly
fZe Al 74 E B

QoS General Property QoS Z=91A H e 4
H7]

Queue Scheduling | th71€ ook < aig)
7

CoS Mapping T4 =9 9 =24 drE v

U]

pis)

alx
4
o
WE,

fx

)
o
s
-
oX,
HE
fz
N

DSCP Mapping T4 =9 2 24 gi7IE w3
s}

IP Precedence | -4 ¢ % =4 di71€d w3
Mapping E
Rate Limit Ingress/Egress Port

9.

[
W A

f |-
ox

=
N
te

Egress Queue

(2L ofy| M|

N o] >
-

Diagnostics Logging Property

Remote Server

el VN v
o

e

2

S

T

Ping

=
5
aQ
=2
1o

Traceroute Traceroute o] 2|3k UEY T Aot
Copper Test VCT o <Jst 7] <lEdo]~
P A

Fiber Module st olgHo]~oA SFP EE

J
ro U
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uUDLD Property 292 2 A A4 2 B
Neighbor A5 A 4 2 HY
Management | User Account AR AR A R BT
Firmware Upgrade AZES o SHolE
Configuration Upgrade T4 7Y HJdelE
Save Configuration [ A&F<] HAX& A dst= T4
bds AdFUH
SNMP View SNMP 7|’ E7] HolE & 4
2 H7]
Group SNMP 13 74 9 17
Community SNMP AFUE F4 2 1Y)
User SNMP Ab84}F &4 4 9 H7Y]
Engine ID SNMP 2 4 <zl D A 2
H7]
Trap Event SNMP Ef ~9]x] 2 e 4
L=
Notification SNMP ¢d AW g A Z
17
RMON Statistics RE XES HAA BA 7E
T4 2 27
History el 715 A" 74 2 27
Event OJHE e 74 2 17
Alarm AE GH 7 2 1Y

3 Status

w
w

.1 System Information
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Instructions:
1. tS3} o] & Eg] oA “Status > System Information”S 3 gt}

-
4 ]
= R
_IE T L | | |
st LT T | W W |
e B 8]
. 1 3 5 7 9 10

T T 90%
MR-0402F Series

30%

MR-0402P-S 70%

default &0%
default 50%
063272012280001 40%

| 1C:2AA3:01:2D:26 20%
192.168.2.2

==z 0% | ) J
IPv6 Address | feB0:1e2aa3fifeld1:2d26/64 16:36:00 16:37:00 16:38:00 16:39:00
i System OID | 1.3.6.1.4.1.27262.1.1 Time
| 2 day, 4 hr, 50 min and 26 sec
{  CurrentTime| 2020-12-0416:37:40 UTC+9 -

'] 32020

Loader [Iate1i Nov 19 2020 - 18:44:27 70%

a
I
'

ni 1.0023 60%
T Nov 182020 - 19:12:52 50%
40%
Disabled 30%
| Dicabled 20%
: 10%
1 Enabled
0%
| Disabled 16:36:00 16:37:00 16:38:00  16:39:00
o Time
1 Disabled

(L Description:

XE W3, 7%, £ 3 AHE Ssted £E 92 vk E ZPA Y
A AHo|A “System Name”, “Location” ¥ “Contact” & TA3}UTE  “ Apply”
A e

3.2 Statistics

FEO A 35 A 2 ALEAT) FEoE AR DA AY A& Fuo s
Eviasi=g
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1. 23 o] g2 EgoA] “Status > Port > Statistics’S &3 4t}

w0 All

I Interface
I Etherlike
I RMON

I None
I Bsec
® 10sec
| 30 sec

iﬂnDctets | 60938
210
315

0
185965
212
1422

0

160
155
770
652

(L Description:

“‘Clear's @Al £E°] 35 T2 % #olA& x7]8stal =3 it

3.3 MAC Address Table

MAC address table 4 BZ &Felght}.
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Instructions:
1. o2 o] g2 Eg oA “Status > MAC Address Table’S &2 &t

MAC Address Table

Showing | 10 v | entries Showing 1 to 10 of 66 entries O. | |

1 1C28:A3:00:00:24 Management CPU
1  00:08-0E:0F-00:ED Dynamic GE3
1 0O0:CF:E0:52:B0:4F Dynamic GE3
1 DO0:CFEQSZBOEE Dynamic GE3
1 O00:BD:4AC:00:53:35 Dynamic GE3
1 00:EQAC:2E2CE3 Dynamic GE3
1 O00:EQAC2ZE2C.DD  Dynamic GE7
1 00:EQAC2ZEZDAC Dynamic GE3
1 DO:ED:AC:93:C3:00 Dynamic GE3
1 00:ED-4D:36:99:E4 Dynamic GE3

[First] | Previous | (4] (2 3] (4] |5 | Next| | Last]

Clear ] [ Refresh

SlEl s o] 2 HlolE e e} gyt

& A

MAC E21 2] MAC Address

VLAN MAC address ol <3 VLAN ID

Port MAC address ©ll 3l @&} Port

Type Dynamic MAC Address &= A% o] Alztel] e} of o] &=

FES YEYUTE 29X E MAC Address == % A4
& MAYUSS 7o s F5s

Static MAC Address © T6 22 T4 5L dlo] 5w A v A4FH
Hol &S e Y

Management MAC Address = 32|

3.4 Reboot

1. 95 o] “Reboot’s ZE g4 t}.

Save | Logout | Reboot | Debug
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Reboot the system and unsaved changes in the
configuration will be lost. Do you want to
continue?

Cancel

4 Network

4.1 IP Address

H Aol 2o A ] P FAE WAEFYT.

Instructions:

1. &A 2go A " Network > IP Address "= Z835to] th23} o] 7|EHow
192.168.2.1/24 &] IPv4 42 7 AgT)

2. 0] GAE RHESFAL "Static" F4& 8= AESHaL IPvd T4 192.168.2.1, A/ H Y
nk 42552552550 2 HE A #E] 192.168.2.254 = 12 g T} "Apply"ahal

w}3 Y o,

Address Type

IP Address

Subnet Mask

Default Gateway

" Enabled

IP Address

Subnet Mask

 Auto Configuration

DHCPv6 Client

IPv6 Address

Prefix Length

IPv6 Gateway

~IPv4 Address

|Pv4 Default Gateway

Sub IPv4 Address

IPvé Address

IPv6 Gateway

Link Local Address

(@) Static
() Dynamic

19216821
255.255.255.0
192,165 2254

¥ Enable
(| Enable

(D-128)

il

19216821
192.165.2.254
0000

fe80:1e2a:a3fffe00:24/64
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4.2 DNS

DNS & FAlelA =Hl AToz HAFH 2 UEYA AMHl2e olF& AAFse
Domain Name System ¢ ¢FAFYUTE EHQl o] & 717} iy g IP F4o) g et
Aol ©o] F= ofolr i ®H Hor FAFYH. DNS = =HR olgEs
elst= °1E1L1 Mgyt AgY 2 71ek TCP / P HEY A FE& & e
DNS o] 52 AR&AbN Al 2153 o] 55 Fall HFE et Auj2E AAgH T

3 4] O]Eiﬁ] Muj2 F sk 9l DNS = =}l o] &3 IP 45 A5 vigsks At

gl o] Ef #] o] =2 e}

Instructions:
1. g3 o] gA Eglo| A “Network > DNS'E =83t}
DNS$ Configuration

i () Disable
DNS Status @ Enable

DNS Default Name I (1 to 255 alphanumeric characters)

I Apply I

DNS Server Configuration

Q |

||| Preference | DNS Server |

0 results found.

| Add | Delete

AE o)A HolH = vE3} FHU T

:[L/ﬂ 6]— /gtg
DNS State DNS switch
DNS Default Name DNS 9] 7]& o]l&& AATYT).

2.DNS AW & 743t7] 918 “Add"E SHFHT
Add DNS Server

————————————————————————————

____________________________
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n =

3. Apply' & FEleka vkt ol whLh

DNS Server Configuration

114.114.114.114

Delete

4.3 System Time

F2 A2

AU,

A FARI A 22

Instructions

1. w53 o] &4 EgolA “Network > System Time”

el
ull
Hiu)
i)
°
kS

O SNTP
() From Computer
® Manual Time

UTC +8:.00

Source

Time Zone

@® Hostname
O IPva

—

Server Port | |12

Address Type

Server Address

(1 - 65535, default 123)

Date | |2019-01-01 YYYY-MM-DD
Time | (09:07:05 HH:MM:SS

® None

() Recurring
() Non-recurring
O UsA

(O Europen

50 Min (1 - 1440, default 60)

Recurring

From: Day‘Sun V| Week|Firsl\/| Month|Jan V‘ Timel

Non-recurring

e = 2019-01-01 09:07:05 UTC+8

To: Day|Sun V| Week|First V‘ Month‘.lan V‘ Tlmel

From: YYYY-MM-DD | HH:MM
To: YYYY-MM-DD | HH:MM

29
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Y H o]~ HolH & o5 ZHUTh
T v
Time Source SNTP,PC ¥ % HITo|A Al7F AXA AW
Time Zone Al 7k A A
Address Type STAE o]E EE IPv4 (SNTP o 93 A4 Al 9=
;L‘%]—)
Server Address B F4 (SNTP ol & AAHHE AIFF A X3}
Server Port No. AW X E WS (SNTP O 93] AAHE AIZF &~ E3h
Date I GH o dd / mm / yyyy (AZF 227 e REE AAE
3%
Time AlZE AR is/min/hr (A3 227 e BEE AAHE HS-
Type dF Hef Az FEE fle, F7IA, ¥ F714, vs 4
frHos FEgyh
Reimbursed Time | 933 AdoF AJ7ke] A3AI7E
Cyclic Mode Axg AoF AIZEe] #7714 RE A4
Non-cyclic Mode | 33 AoF AJzke] v F7]4 = 7
5 Port
5.1 Port Setting
AL gakedE oyl Ao ~E zsdn TAT F ARS
Qe o] 225 A8 8] ok v}
Instructions:
L o3 o] &4 EgloA “Port > Port Setting”S =2 ¢ th:
Port Setting Table
Q
| Entry | Port | Type Description | State | Link Status Speed | Duplex | Flow Control
1 GE1 1000M Copper Enabled Down Auto Auto Disabled
2 GE2 1000M Copper Enabled Down Auto Auto Disabled
3 GE3 1000M Copper Enabled Down Auto Auto Disabled
4 GE4 1000M Copper Enabled Down Auto Auto Disabled
5 GE5S 1000M Copper Enabled Down Auto Auto Disabled
6 GE6 1000M Copper Enabled Down Auto Auto Disabled
7 —E7 40NNk Cannar Enahlad Mown Antn Antn Micahlard
2. TAY TEEZ Hesa, “Kdit” & FYFU
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GE1-GE3
| [ Enable
& Auto 10M
Auto - 10M 100M
Speed Auto - 100M 1000M
Auta - 1000M 10G
Auto - 10MMA0OM
______________________ ® Auto
Duplex Full
Half
---------------------- Auto
Flow Control Enable
# Disable
Apply ][ Close
T4 gEme ey gayd.
4 5 A7
Port Port 3 =E
Description Port A+
State AbgA= oo el YXEE A3 = W EAISE o
AsH
Speed 10Mb, 100Mb % 1,000Mb AEHZ F4 7}s3k A5 A4,
10Mbit / s, 100Mbit /s 2 1,000Mbit / s = F &3+ Q¥ o]~
Sre oty 7] SAEise] 2ol ALgE & Qlon] Weo
whel el ARkt
Duplex 4= Ho]F T dlo)|Fo g A 7153 A% AA
Flow Control iﬁ eI wE  YEND A4 REA
A3t H 24 AXe= YEJT AA7IE A WAA
A4S FAGEE e FAe ULk HEe oA
=4S WA e f8l dA AR HEs Ay
Disable-Disabled =41 2 PAUSE &% A<
PAUSE >~ d 92| Enable-Enabled =41 & H %
A= AAQuy YEQ T Zx 9 2}EoZ PAUSE Z# o<
Ay

5.2 Error Disabled

29 X7}
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Instructions:
1. the-3F o] B EgloA] “Port > Error Disabled"S ¥ 3lo] 7]5S A3}
T 2gs T

Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable

5.3 Link Aggregation

Link Aggregation < =% QIHIFHo|~ IFS @Y =24 JAH#H |22 Fo
o 3 bgAS etk

LAG (Link Aggregation Group):= o1& o|t{¥l ¥ = (Eth-Trunk)® HE H &4
EERIed

MEAD 2718 BUgel S 93 geEs aAdel dg AHEAe)
S77F SUFHY. dsHer u& QlEdels HE Ee o3 AHle
Amdoz g A¥sss] Yo wANY Wgo] wo En Hel4ol
ol o}

Link Aggregation Technology + 3I=dolE JawElol=stx] &a ofe] &84
AdHHol~E @Y =4 QHIHARE HFHEUH WYy wWAYUES <A
FRAA AR ofg & B4 HAolH 5 FotE Ryt

ofge} o] 29X A & Eth-Trunk =2 HFo] MEZ AFH= 3 /M9 olg4
H3E T 2=99x B ¢ dAFYTh d9gEFS F 3 ) ZAe dgEFy
TR E ool HWoldutt gk, o] Al Fae AR wWMgEo o HgAQl
T4= HEY T
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Eth-Trunk
ge1/4 gel/1 Faa Y Eel,.f:l gel/4
i gel/2 el/2 H
SwitchA @’a_m W SwitchB
L
gel/s gel/5s

Link Aggregation < g &
- Shuel gam 94
- St gaz Ads

Link Aggregation < LACP (Link Aggregation

2l LACP RE2 Ui 4 &Yt

A WA E= Q1 Eth-Trunk AAolA =W Q¥ o] AA2= LACP

FEom FbloRUth RE YAt Holy dw @ 2E Fhol HHr

el 2refRoctas gy 24 Fa7F ddfisks 49 LAG

92 GeEg BaraAw LACP o AAx T 4 gl A9 dEEyn

33
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5.3.1 Group

Static Link Aggregation = 7}sh= ®H:
1. “Port > Link Aggregation > Group” = =333l #HQ H
dagFS AdEdyct oS3 Zol “Apply” shal =Y

(® MAC Address

Load Balance Algorithm O IP-MAC Address

Link Aggregation Table

Q|

LAG 1 = =
LAG 2 — —
LAG 3 = =
LAG 4 — —
LAG 5 = =
LAG 6 — —
LAG7 — —
LAG 8 — —

(ONONCHONONONONG)

Edit

2. AHE 7b5@ 8 Y LAG F shtE Ausn thgd ol T4 #HolHE
SR g
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Edit Link Aggregation Group

LAG: 1

Name |

(® Static

Type! 5 |acp

Available Port Selected Port

GE1 ~
GE2 ~
GE3
GE4
GES
GE6
GE7 v
GES8 v

Member

T YRS GeT gy

T4 A A

LAG LAG 1 oA 8 7}A ¥HE7F siAR 8 7§¢ LAG 7}
AFH T

Name olF 8o uwet FAHT FUA= LAG o g

d

Type RE R Utsﬂr LACP EE=ojA deighct

Member Ay Ho 8 /e WH EEE LAG A AL
AFH .

[llustration:

ofgflofl FAIE AAH 29 At 2914 BE 247 olyuUle F38] VLAN 10 20S

AAstH o5 Atolol= th&F Heoly E&°] AFHH

2912 A ¢ B © EF VLAN BA&$8 3 H3a g9ZS A3 & o=

o gyt g, Hg ARl dioly AEH HAEAS THo] Ado]ory Tt

F% mEe) YEY tholol1w LAG
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Eth-Trunk
ge1/4 gel/1 Eelf:l gel/4
i gel/2 el/2 :
SwitchA @gu_lfs W SwitchB
N
gel/5 gel/s

Instructions:

1. 2=$91% B 74 TAS FARIAl 2992 A & Eth-Trunk 1H o] ~E At
A QI H o] 2o A ~ste] Fa &S syt “Port > Link Aggregation >
Group” & ZY3la "LAG 1"¥ ¥E GEI, 2 2 3 & Ag3 g8 QXA Me3h

hiud

EER oSk vt o] “Apply” st SR g

Link Aggregation Table

GE1-GE2

5.3.2 Port Setting

Aggregation group member port 2] £4 74

1.“Port > Link Aggregation > Port Setting”s E®l38te] tha3} 7Fo] Aggregation
O W TE &4 AAHL eEshr)
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Port Setting Table

Q

[ LAGA1 Enabled Down Auto Auto Disabled
[ LAG?Z Enabled Down Alta Alta Disabled
[] LAG3 Enabled Down Auto Auto Disabled
[] LAGA4 Enabled Down Auto Auto Disabled
[l LAGS Enabled Down Auto Auto Disabled
[] LAGSHB Enabled Down Auto Alto Disabled
[ LAGT Enabled Down Auto Auto Disabled
[ LAGS Enabled Down Auto Auto Disabled

MR-0402P series

NETWORK SWITCH - User Manual

5.3.3 LACP

IEEE 802.3ad ¥ <= 7|HFS 23} LACP (Link Aggregation Control Protocol)v™ HAE
THoz A 2 Fg3dyth. LACPDU (Link Aggregation Control Protocol Data Unit)E
3w WEYD B AR wag.

XEE7}F LACP & AH&3sH LACPDU & HdEsto] Al2=®"l 4 &9, Al2=" MAC,
FE $4 £9 9 W3 FF 71 AU UESS FXo dEFunh vk A=
olglg JHE A & F v iEOﬂ’ﬂ A ek grel nlaste FA GA die
XE o] e Fuo Od 5o =dduyrh

524 LACP A= Alzdel <fF) }Eoi A3 EE“ AARYL &, WF XES
ARz F7MetAY AA & F dFUh §dd Fx, olF 9 7 AR
TU3 AA o dAY xERW 3 o > °V\‘4‘:‘r

Dynamic Link Aggregation = T/d3}7] $13& WH:

1. &4 EgolA “Port > Link Aggregation > Group” 2 ¥ 3lal, LAGID & A1€]3k

U, “EditE E9eiA v ol ARtk
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Edit Link Aggregation Group

LAG: 2

() static

Type! ) Lacp

Available Port Selected Port

GE1 ~

GE2 I
Member GE3

GE7

GES8

GE9

GE10

GE11 v

GE4 ~
GES
GE6

T

2. &4 EolA “Port >Link Aggregation > LACP"& =93} o]
Alag S e9, EE OSA & R OAR 2IsE 2E AP SAS
AR dUTh

£
)
o
:\_l‘
2

—oo———————ooom =g

i System Priority i |32?EB | (1 - 65535, default 32768)

]

LACP Port Setting Table

Q| |
| ey [ port | portproriy | Tmeow ]
[ 1 GE1 1 Long
O 2 GEZ 1 Long
] 3 GE3 1 Long
] 4 GE4 1 Long
J 5 GE5 1 Long
(] 6 GEB 1 Long
J 7T GE7 1 Long
] 3 GE3 1 Long
TAYEL eI Py
3 g EE
System Priority | LACP = %4 9 #Fol ugh 7 FA 7he] &4 2 $%F
2EE ARdud
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Port Port 5 2=E

Port Priority LACP &= 9§73 A28 X E 94 94 wel 54 LAG #HH
Zes A4y

Timeout LACP "X A9 % Fat5 A3t

(o Description:

29l Y-S WA Y] Mol Eth-Trunk o AAl2dh= 0 Qe o] =7t gliA|
SHERRES

24 JEYZ FHe9 Y WHEe wkdg UESZ FAe Y HAdy
21 7] ok oh.

[llustration

ol 9% A+ GEl A GE3, 29X B7}A 3 /o] TEE E3slo] 7+

WH FEWHE 22 FH3
e A& dynamic aggregation 2 3l oAl Yt}

@ Switch A

Link aggregation ————»(| D

@ Switch B

N Description:
e 2932 A 9 Ao xE SFS Hdl =912 B ¢ 7Y
sl sfokgi o,

Instructions:

1. ©4 Eglol A “Port > Link Aggregation > Group’S 23 3}aL, LAG 2 & A €lgh
H EditE Y TUT. GE1-GE3 = LACP mode = AL, “Apply’S
ZE8te] v Yk
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Edit Link Aggregation Group

LAG| 2
i Namei
e
| Type! o Lace
i | Available Port Selected Port
| [GE4 - GET
| i |GEs S GE2
! | |cEs GE3
i lnlemheri GET
| |cE8S
; = <
; | GE1D
; | |GET1 -
Apply || Close |
5.4 EEE
Flow7}F 0 o A XE do] AZYL

Instructions:

1. &2 Egjol A “Port > EEE"ES 8 5}aL,

EEE Setting Table

] 1
O 2
] 3
O 4
] 5
O 6

Edit EEE Setting

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

[ R T P

1

Port| GE1-GE2
State | # Enable
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e

tjo

2. 7% sl star “Apply” &

EEE Setting Table

] 1 GE1 Enabled
O 2 GE2 Enabled
l 3 GE3 Disabled
()] 4 GE4  Disabled

5.5 Jumbo Frame

ZE 9] MTU(Maximum Transmission Unit) &

Instructions:
1. 94 Eg] 9] “Port > Jumbo Frame'=

EaRi=s

2

.

o] Jumbo Frame A A<

Jumbo Frame !

[ | Enable

0000

Byte (1518 - 10000, default 1522)

Apply

5.6 Port Security

XE HSF 7|5 MAC T4 HolES Sl 294 XE d4dd olgfd MAC
FaE 7158, o] XEE T sl MAC AT FAE 5 3l tE MAC
FaoA Bl FFle] o] XEE T w Y E HOL 7]Fo] olE WAt}
ZE Heb 7leE ARESHH SUPEAl @2 ARV dESA HEee As
W2 &tal Bots Aste 4 Auk =3 MAC T4 WEoR Qs MAC T4
Ho]Eo] A2 YE2 TE HO 7|5E A}LT 5 9t}

Instructions:

1. &4 Egol A “Port > Port Security’&

AAS Yk

41
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Rate Limit |1{]D Packet f Sec (1 - 600, default 100)

“ T =] ST = O ”
2. 9 EZ]o|A] “Port > Port Security’S FE35tal, XEES AB3 thg “Edit'E
98 tha Zol AARgTh
Port Security Table
O 1 GE1 Disabled 1 0 0 0 Protect Disabled
O 2 GE2 Disabled 1 0 0 0 Protect Disabled
O 3 GE3 Disabled 1 0 0 0 Protect Disabled
O 4 GE4 Disabled 1 0 0 0 Protect Dizabled
O 5 GE5 Disabled 1 0 0 0 Protect Disabled
O 6 GE6 Disabled 1 0 0 0 Protect Disabled
1 7 GET Disabled 1 n] n] 0 Protect Disabled
Edit Port Security
: Port; GE1-GE2
; State | [ | Enable
Address Limit 1 (1- 256, default 1)
! | @ Protect
: Violate Action 1 O Restrict
: i () Shutdown
; Sticky | [ | Enable

5.7 Protected Port

HRENAE, GEHAE 59 HAAE EFo wWuz AT Fiol FREA
AEHE 7 XLEO 715 #ZF ¢ dFYY o] A3el A Protected Port & T EXE
Zho| WIAIA]E ®Els + AFYTh

Instructions:

1. &2 EgjoA] “Port > Protected Port’S Z¥3lil, Hed YXEE AEd U3
“EditE 88kl v ol Ay
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Protected Port Table

Q| |
I

OO0 00OO0O

—i

GE1
GE2
GE3
GE4
GES
GEG
T GET

L .

Edit Protected Port

Unprotected
Unprotected
Unprotected
Unprotected
Unprotected

Unprotected

Unprotected

Port

State

GE1-GE4
Protected

[ Apply

/|

Close

l

XE ZA
1o

2 & 9k W
Eg]ol A “Port > Protected Port"S
“Edit”% %Q%‘;Iq’- }:'g_zé _?‘__ “Applyn%

Protected Port Table

EEERENERE

2.GE1,2,3 &

GE1
GE2
GE3
GE4
GEb

L e

=

T

Protected

Protected

Protected
Unprotected
Unprotected

non-isolated port A ¥ 7.3t S4lo] E7Fs3T.

5.8 Storm Control

HEE Jf1E,

o

T

Storm

ok
=

PN
T

theat el wAHUL,
AAF U HUE R Qe ol 2ol FAG WA ] BF
2174 ek AE Ay

2 91 FAE HAAE E3

ole3 wAAE 2zt w7

= "Wy AH=E

A< T
S

A gt wagyYg 3y S0 HAd o
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ZEH A E Storm H o] o] Q¥ o] 2o A S U},

L2 oY ClEjselsrl BEE AxE, @ #9lE WE ALE EE Y
AsE MARE $4 @ u g MAC Fad weh $4 EelaE <14 @
F gt A% AHE oF BAW VLAN o thE L2 SlEso] sz Feg Pk

AyH o= EEE HNAE Storm ©]
AHFUTE  Storm policing &2 H A A]
v g AFHH

WAy sto] Fx] 2s Aol AskeE
TES Aol BEE= J|AE Storm =

Instructions:
“ n O =] o e .
1. &4 Eg]o| Al “Port > Storm Control"S &83}aL, th&3 o] A
(O Packet/ Sec
Mode | @ Kbits / Sec
(® Exclude
IFG O Include
Apply
E =] « ne= =L = [e) S
2. MR TES Y i FYsto] T} ol AU
Port Setting Table
O 1 GE1 Disabled Disabled 10000 Disabled 10000 Disabled 10000 Drop
(] 2 GE2 Disabled Disabled 10000 Disabled 10000 Disabled 10000 Drop
(] 3 GE3 Disabled Disabled 10000 Disabled 10000 Disabled 10000 Drop
(] 4 GE4 Disabled Disabled 10000  Disabled 10000 Disabled 10000 Drop
O 5 GE5 Disabled Disabled 10000 Disabled 10000 Disabled 10000 Drop
(] 6 GEB Disabled Disabled 10000 Disabled 10000 Disabled 10000 Drop
O T GET Disabled Disabled 10000 Disabled 10000 Disabled 10000 Drop
(] 2 [=a=] Nicahlad Nicahlad 4nnnn MNicahlad 4nnnn Nicahlad “4nnnn Mran
H O = = O« "= = =) =
3. storm switch, rate ¢ 2 JHE AA% O Apply'E 85t Pt

Edit Port Setting

| Port| GE1-GE3
: | [ Enable
ir : |# Enable
: Broadcast |
! | 10000 | kbps (16 - 1000000, default 10000)
FT T @ Enable
i Unknown Multicast |
i | 10000 | kbps (16 - 1000000, default 10000)
: ! [# Enable
i Unknown Unicast i
; | 10000 | kbps (16 - 1000000, default 10000)
H T . DI’Dp
i Action Shutdown
Apply H Close

44



MR-0402P series
IRAE

mm‘mmmm NETWORK SWITCH - User Manual

5.9 Mirroring
XE mEge (4 29% XES] HAAE U XEZ EAFUCTL H5AF
XEE 42 XEola B XEE U XEQUY Ui LEE dolE HAF
Ao AXzFER AREAE FaAE dAAE BAsle] YEYAS
BUHHYS L g3 go] #AE AT 4 AdsFUTh

Iirroring Destination Port

Mirror Sourca Port Diata Mondtoring Device
PC

Instance

PC1 ¥ PC2 = 7}z Qe o]~ GEl ¥ GE2 & B3 29 Ad A~
AFEAE PC2 olA] PCL 2 AFHE WAIXE EUHPsea sy

Instructions:
1. &4 EgA]l “Port > Mirroring"s =8 3dUYTh o3 2ol 4 79 m# ¥
FAL T & AdHdh

Mirroring Table

Disabled

Disabled

Disabled
Disabled

"= Allow the monitor port to send or receive normal packets

2. AA shuE AdEsta, “Edit” & F9ste] vE® aae Atk
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Edit Mirroring

SessionID: 1
State Enable
GE1 v
Monitor Port
Send or Receive Normal Packet
Available Port Selected Port
GE1 ~ GE2 A
GES GE3
GE6 GE4
Ingress Port GE7
GES
GE9
GE10
GE11 v ~
Available Port Selected Port
GE1 ~ GE2 A
GES GE3
GE6 GE4
Egress Port GE7
GES
GE9
GE10
GE11 v ~
| Apply || Close |
T FES Ot gy
T4 ZE
Session ID 2R oll= 7|2 H o= 4 Jhe] A ID 7 dEYTH
State veE Es 2Aste AW nads & 5 sy
Monitor Port P B3 LTE 2 A~ TEEZ 93 dul Bl FE=
sl dege gy,
Ingress Port A H BE fAAE g ZER vy dg Y
Egress Port A% ® BE wAAE Y XEZ ngPg Yo

6 POE Setting

PoE(Power over Ethernet)« IPE 7]HFo. 23 k7] o ﬂ] olH Al&(p 3} WAP, IP
ZHEhE AEskH, 71E Cat-5 UEYA AolE A2 HHE WHHsHA &
AFE A71E FFShF7HAQ0 Add A4 glo] éwﬁl?l HEYT &9

wAste] H§S HasEh

ﬂllO K
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6.1 PoE Port Setting

Instructions:
1. &4 Eg]o|A “POE Setting > POE Port Setting’ 2 &8 g4t}
System info

= 3
; System Power{mW) | O
i System Temperature{C) | &2
il J
s 4
: i Mane
: ! 5 sec
i Refresh Rate |
; | ® 10sec
: i 30 sec
Port Setting Table
| Entry | Port | PortEnable | Status | Type | Level | Actual Power(mW) | Voltage(V) | CurrentimA) | WatchDog |
1 GE Enabled Of  AF(U) 0 NIA NJA N/A  Disabled
2 GE2 Enabled off  AF(U) ] NIA NJA N/A  Disabled
3 GE3 Enabled off  AF(U) 0 NIA NJA N/A  Disabled
4 GE4 Enabled off  AF(U) ] NIA NJA N/A  Disabled
5 GE5 Enabled of  AF(U) ] NIA N/A N/A  Disabled
5 GEB Enabled off  AF(U) ] NIA NIA N/A  Disabled
7 GET Enabled off  AF(U) 0 NIA NJA N/A  Disabled
o ~Co Crahlad VFF AT IV n LARES LAREY LAREY MicaklaA

2. 4748 YEE AEsta, "Edit"E S8 3k

Edit Port Setting

| | @ Enable
PortEnable Disable
------------------ Enable
| WatehDog | o picapie

T FHe et Pk
[¢}

T4 & A
PortEnable Poe port powe & &4 3/H] &3} T
WatchDog Poe XE FHA] 75 EAs/m|&Ad st Ut A 75

24939 F POE EES| Aol A% FFAAT Eejgol
e w POE 74 A7k EelAgunt 2 #3ke) A7k
B A9FFl 349 vhe A9 AU F 4%

7]+ 53 AUt
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Reboot Timer Edit Port Setting

——————————————————————

______________________
......................

RebontTimeri Hour{ 00 * Minute |00 » Second D00 v

______________________
——————————————————————

DelayTimeri Hour| 00 r Minute |00 = Second (00 v

......................

T4 A

Port Port &5

RebootTimer PoE XE7} PoE A 35S & W] AHS AAdYr
i Tele] AAR Tyt

DelayTimer PoE A &5l 7% & vA A T35 Al&ete
AZHS AATYLT & @9 44T gy n

I&Note:

® o] Voo ARESH7] 93 Al=H AIZE FY]skE AR oF gyt

® RebootTimer A% A], DelayTimer 7} HF=A] A A g ojof ght),

® DelayTimer 7} 00:00:00 ¢ A%, 3ld XEE= ¢ ol Aol FFHA
Eo= ou gy

/ VLAN

49
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Router

Switch Switch

VLAN A VLAN B

VLAN & th53} 22 SHdA 7] ottt 5§k
- Broadcast domain coverage: LAN 2] B2 = JJAE vAIX] = g 9ES Hofsial
HES D #d FAERY 8402 A str] 98] VLAN oA A stg ).
- LAN security: Hlo|H ®HA AZTolA HAAZE BHEE JJRE Zdlo=
BEH g VLAN 32E7F A2 EA350# 23Ut #gole] 3 L9y S
Aal BFeH EE deolo] 3 297 Do
- 7Y A9 98 vt 94 VIAN 2 29F Y EYI] AojE o
7 2 "€E v S syt ARgAE BEA A H9 dellA
ol F3t: AF TS WASA Za UELT dAx T = dHUTh
Ol 431 -‘H‘]t 802.1Q, EE?—.EE, MAC ¥ ¥EEZ 1H¥0io}~ VLAN
79 802.1Q VLAN RE=2 sjels] okt ),
iE VLAN & *H H ?JEMI o]~ Wz wet FEFYTE UHEHA
A= 7 29 A Aoz A2 tE PVID, & XE 7|E VLAN &
AFFUth VLAN BlZ17kgl= dlolg Z#qle] PVID & AR&3te] 2914
SlEHo] A2 FUEH FU3 PVID & FAIFHAY AEH o~ PVID 7}
Aol F7F Bl L7b AlAFG YT
- VLAN = o] tigt &34 dedo)lx 3o ma} g ez 744
A7t A9 AAT FA8Y ol s A5 VLAN & ATFAAFYT

L
folr
ot |
it
i
_ﬁ
—LJ
ox
o,

7.1 VLAN

7.1.1 Create VALN

A VLAN & H=&= W

1. &4 Ego|A “VLAN > VLAN > Create VLAN'E E83}0] F a3 VLAN “FA}ol|A]
olF& Audtil QEF VLAN A AR o]t (Hd 256 7He] VLAN
A4 718). vkt ol “Apply” dhal s ch
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Availlable WLAN Crzated VLAN

5 P [WLAN 2 N VLAN 1 "
: | |WLAN 3
| I WLAN 4
it VLAN: hvians
i | [VLAN G
! L VLAN T
i | |VLAN 8
| VLANE - -

VLAN Table

Showing entries Showing 1to 1 of 1 entries Q| |

1 default Default Dizsabled

[First | | Previous | (1) | Next| | Last |

| Edit || Delete |

2.4 VLAN ©f VLAN ®lol3e] EAgULh AHgabe theat 2ol VLAN &
F4T 5 Uk

Edit VLAN Name

Name | [VLAN0002

Ay |[ ciose |
T FES v Ay
I a3
VLAN ID 1~ 4,094 %9l ID & Agsjopdyrt. & 5] 13,57
29 iyth LAN 1 o] 7]#gteln] o2 Al VLAN ©lA
HHE A 5y T
Name oo met VLAN AB& sAdHEE AR

51
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7.1.2 VLAN Configuration

% 744 ol
e
F4gI,

AUk s B

574 VLAN o] £EZ F7lsh= 3084 W
1

g1 Eglo A “VLAN > VLAN > VLAN Configuration”

VLAN D& 83 F, tadt 2o £E JRE F

VLAN Configuration Table

WLAN | default v

AN ofefo] o= &
sl olg] VLAN o] XES v% }’3}% Aduet.

MR-0402P series

NETWORK SWITCH - User Manual

Entry Port | Mode | Membership | PVID | Forbidden
1 GE1 Trunk Excluded Tagged '* Untagged 7
2 GEZ2 Trunk Excluded Tagoed ™ Untagoed ¥
3 GE3 Trunk Excluded Tagoed ' Untagoed ¥
4 GE4 Trunk Excluded Tagoed ' Untagoed v
5 GE5 Trunk Excluded Tagged '® Untagged "
g GEB Trunk Excluded Tagged ® Untagoed "
i GE7 Trunk Excluded Tagged '* Untagoed ¥
3 GEB Trunk Excluded Tagged '* Untagged ¥
T Fae g geyd
7 G 7y
VLAN VLAN ID
Port rTE
Mode YEQ9 VLAN =
Membership VLAN XE¢] 49 o9&
Excluded: £ E7} ©] VLAN ©] &84 &5t
Tagged: X E+ ©] VLAN &] 17} A" A LAY
Untagged: X E+ ©] VLAN ¢ HI7} AHHA &
A9
PVID o] VLAN ©] X E PVID ¢l%] ofH-
Forbidden VLAN HAX] 7} o] XEOA HAEsE Zo] FX45H
e M
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7.1.3 Membership

EX VLAN O] XEEZ Z7}sle T v

=

gA Eg]o Al “VLAN > VLAN > Membership’S &9
FAste] £4& AAIYeh

Membership Table

o

3haL

B
m
i

2
2

[~ ] 1 GE1 Trunk 1UP 1URP
2 GE2 Trunk 1UP 1UP
3 GE3 Trunk 1UP 1URP
4 GE4 Trunk 1UP 1UP
5 GE5 Trunk 1UP 1UP
6 GEE Trunk 1UP 1UP
7 GET Trunk 1UP 1UP
Edit Port Setting
Port: GE2
Mode | Trunk
10 ~ 1UP ~
2T
aTr
AT
aT
6T
. T
Membership ) aT )
() Forbidden
O Excluded
(® Tagged
(O Untagged
[] PVID
[ Apply ][ Close ]
T4 FEL g gun
) g EE
Port XE H3%
Mode A2 VLAN Z=2 434
Hybrid: ©] 2=9] ¥ E= VLAN 9] Tagged & Untagged %4
98 ¥ 5 ey
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Access: ©] HE9]
.

Trunk: ©] FE=9 ¥XE=
TAY93 VLAN 9] )
AgEyT

PVID o] Ej7} A=A @2

a7 AgE FHYoRd

Membership
Forbidden: VLAN w] A] %]

VLANID 2 VLAN ¢ €49t}
% o)
Excluded: VLAN 9J5-<¢] X E

=
Untagged: B 17} A4 = A] 22 VLAN
PVID: VLAN ©] PVLAN ZEQI#| B E

7.1.4 Port Setting

Efa 4. e 29X9 dAde ERA dEdelas F2 ERA YAs
AAste] VLAN Zd|do] 53 & 4 A=Yt IEEE 802.1q © E® A Y79
M&3t L2 EF o] Virtual Bridged Local Area Networks ¢ &4 ¥+S 23U h
22 MAC F4 Frteo ZREZ I Abold 4 HIE 802.1q H1E F7}5}]
oleidle] e} PS¢ WAL
802.1g frame format
Gbyles Bbytes  4bytes 2Zbyles 46-1500bytes 4bytes
e e e | 0% | FOS
2bytes 3bits 1bit 12bits
802.1q Bl =29 2Jn|
2= ["el [eI® 24
TPID 2 bytes | Tag Protocol Identifier = | #ke] 0x8100 & @i 802.1q Ef1
Y ¥ AdIUH T e web, A ARt
SR IS S K
57) U},
PRI 3bits | ZEld e 0 oA 7 7kx] 2] HefolH F&
T E9e o 2 A=
BAEUL 29K ERA
S @97 we  dely
g9l SuHow
AsHYn
CFI 1bit |MAC F&7F S#2%A [ MAC F4+= CFI 7F 0 o9
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Hn=
T=

EASE

Format Indicator

Canonical 51013_’_ CFI 7} 1 o]¥ H]
SER B
Z_]’Q] &31}/‘4—0* = g =

oltjdloll A CFI+ 0 gyt

VID 12bits | VLAN ID & X# o] &30 I 4095 7F T2EF HE
VLAN & YERH YT o= 2 0 oA 4,095 7HA <]
Heljol™ 1 oA 4,094 7}A]

Fraguyd.

802.1 TREZS
e =
dEAZAN the} go] F

- Tagged frame: 4 M| E 802.1q Bl L&

- Untagged frame: 4 H|E 802.1q
ot 9% ¢}

zegol B3 @ & Yx

Eda Aol 74 B
1 =4
FA g

Port Setting Table

AQdets 72 2 A oA Bl s 29
VLAN ID 7} 335 o]

AAHE EYA Aol x
=23},

Egol A “VLAN > VLAN > Port Setting’S Y3l

43l VLAN

]_
Utk webA oty Zelgle VLAN 2917

M FrEg oz gy
7hebe ZHEds oy
178l = Ty e YEbd Y.

O

de
T
R

T2 EYI ¥3aE dAZ3ste] VLAN

Q
| Entry | Port | Mode | PVID | Accept Frame Type | Ingress Filtering | Uplink | TPID |
1 GE1 Trunk 1 Al Enabled Disabled 0x8100
2 GE2 Trunk; 1 Al Enabled Disabled 0x2100
3 GE3 Trunk 1 Al Enabled Disabled 0x8100
4 (GE4 Trunk 1 Al Enabiled Disabled 0x8100
5 GE5  Trunk 1 Al Enabled Disabled 0x8100
6 GEE  Trunk 1 Al Enabled Disabled 0x2100
T GET Trunk 1 Al Enabled Disabled 0x8100
4 GEZ  Trunk 1 Al Enabled Disabled 0x8100
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Edit Port Setting
Port | GE4-GE8
{ @ Hybrid
() Access
Mode (O Trunk
O Tunnel
PVID 1
@ Al
Accept Frame Type | () Tag Only

i (O Untag Only

Ingress Filtering Enable
Uplink | []
TPD{
Apply Close ‘
4 gEe oo gadd
T W% B
Port XE W3
Mode XE FAd A A VLAN R=& A3
Hybrid: ©] 2Z=¢ XEi VLAN 9] Tagged %
Untagged LE°| 749 9= FU
Access: ©] EE9o ¥EE VLAN 9 #Fd3 A4
&S Iyt
Trunk: ©] EX=e] ¥YE+= PVID 9 Y3t Untagged
/49 % VLAN ©] Tagged 749 &85 3t}
PVID Port PVLAN
Accept Frame Type EEGA Falg wAIR] 73

All: BE ¥AIA]

Tag Only: Ej27} XA E wAA R 2184

Untag  Only: EBl27}  AABEA &2 wAARE
TR U

Ingress Filtering

X EA A|92l¥ VLAN HAIAE ZEPs7|2 AAcH
291

Uplink Y €3 R o
TPID VLAN E|Z19] 2H H35

7.2 Voice VLAN

71EdE A dolHE R3] Yl ACL (Access Control List)S 2-83Fa A
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FAE BA37] 93 QoS (Quality of Service)E AF&3te] ¢4 & =5YT
A= AR FAS destetal 34 55 dEE %O]O}H]O}ﬂ #13l Voice
VLAN o] S&edlsyn. 2435t g Fol~e <l FHo]~ HolE EFo|

A 28hE A MAC T4 =] wigl 54 dvlolE Z&5A oFE dddyn.
A2 MAC T49 HAIA = A|=®HolA FA% 24 X9 Ooul (Organizationally
Unique Identifier)S 2Holsl= &4 dlolg &Yt 4 dHolg 388 FAleE
QBN AE AEOR Vore VIAN 0% H5HEE A8A 4 D 84 ool
w7t deshg yh

Voice VLAN <] 0UI

OUI = MAC T4 ZE=Z Yedyd. F4c 48 HE MAC F49 g vha=
HIES 7item Ae & slsuth 2 MAC 49 4X 8= oUl 9] HE F&
iz mE | E Zold 9d] AAFUTE o= So] MAC FA7F 1-1-1 o2
vl =7} FFFF-FF00 - 0000 91 4% MAC F4 % &9 v~z 5 oul 9 A3 2
74]4 Z 3= 0001 - 0000 - 0000 ©]F YT},

T2 MAC F42] A& 24 H]EZ} OUI 9] A3} dA|sl= 3 &A3t d Voice VLAN
?JEM] ol~E dHoly 5 Al AAE 4 A dHolH 3§ 2 94 AR

A g o,
Voice VLAN 2 AR&2} &
dAet Ad" A He|~
A%a] S8 A,

doly 555 fdl vyt Voice VLAN & &4
Adste] F HTHez A4 delHE JUFE=E

o,

=4 dlolE et ¥ A HolH= FF L UES A SAFUY. =4 HolH=
=0o7] flal dF Fol w2 H=y= HolHEY H

Hsd AD % A S
IS}

e
we 4 w7k A

1. &4 Eg]oA “VLAN > Voice VLAN > Property’S 22 g},

State | [ | Enable

VLAN | [Note ]
Cos /802.4p| L Enable

Remarking
Aging Time 1440

| Apply |

T4 5 o sy

:rl/\é 29 Héi

State Voice VLAN #eol ¥ &A] 3}

VLAN F7FHd VLANID & 1~4,094 H9=2 AAFYT (o 113,57 2 9
(1A o % VLAN 1 ¥3h). o2 VLAN & 377} 223 LEJ
Blagls Ao g Frts| okt
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CoS Remark | Voice VLAN HIAIX] -4 FHE A TH o5
Aging Time Table aging time

Port Setting Table

| Entry | Port | state | Mode | QoS Policy

1 GE1 Disabled Auto Voice Packet
GEZ2 Disabled  Auto  “oice Packet
GE3 Disabled Auto Voice Packet
GE4 Disabled  Auto  “oice Packet
GES Disabled Auto Voice Packet
GEB Disabled  Auto  Voice Packst

RE7T Nicakhlard Baidbo Vinira Paclat

ST T L T S R

Edit Port Setting

GE1

[ ] Enable

® Auto

(O Manual
QoS Policyé % chluce Packet

Mode

Apply | | Close |

T4 HEe gt gk

T4 A& s

Port 243} © Voice VLAN X E

State Voice VLAN 43} A

Mode Voice VLAN ¥ E= AF EE=9t G REAAM #F o
Ayt

QoS Policy QoS 9] <GS whe wA|x] A=

2. &2 Ego|A “VLAN > Voice VLAN > Voice OUI” & Z83lo] &4 VLAN 9
OUl 4 MIHEE &3} o] A%
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Voice OUI Table
Showing entries Q I

00:E0:BB  3COM
00:.03:6B  Cisco
00:E0:75  Veritel
00:D01E  Pingtel
00:01:E3
00:60:B9
00:0F:E2
00:09:6E

Showing 1 to 8 of & entries

Siemens
NEC/Philips
H3C

Avaya

ogooooogo

| Add || Edt || Delete (First] | Previous | (4] [Next_ [ Last]

Add Voice OUI

oul | :| :|

Description { |

3. dAE 4 FES 489Fh
4. “Apply"stal vh53 o] vy
Voice OUI Table

Showing I All : entries

Showing 1to 8 of 9 entries

Q |

|

00:EQBB  3COM

00:03:6B Cisco

00:EQ:FE  Veritel

00:D0:1E  Pingtel

00:01:E3  Siemens

00:60:B9  MEC/Philips

D0:0FE2  H3C

00:09:6E  Avaya

898:00:36  HTE50

First| | Previous | (1 | Next| Last|
| add || Edt || Delete |
dE 59, 1P P xYo] HA 3= EZEV} Voice VLAN & $3 Yrta o

ol S T&& HAEFT F 9}5% % R A Voice VLAN & FAghU T}
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VLAN2 & AA3t Voice VLAN & SHH3IA 93t 4 delgwt B33 &
AFUTE P E2Exys Bl AAHA e 94 =
GEl & A$gurh AFEAE QUL (0011-2231-05¢1)E AFEAF A A8t AFs B
Voice VLAN H[E®]7] tho]o]13l& /&l oFg T}

Device A Device B

Internet

010-1001
QuUI:0011-2200-0000
Mask:fffi-f00-0000

Instructions:

1 #glo] &3 VIAN & 948k VLAN & wbsuyth. g4 EgdlA “VIAN >
VLAN > Create VLAN'S Z83dlo] Q EZ0] VLAN &30 VLAN2 & F713u .
“Apply” 3t k=3t

Available VLAN Created VLAN

VLAN 3 ~ VLAN 1 ~
VLAN 4 VLAN 2

VLAN 5
VLAN | |y AN 6
VLAN 7
VLAN 8
VLAN 9
VLAN 10

<
<

VLAN Table
Showing entries Showing 1 to 2 of 2 entries Q I
O 1 default Default Disabled
O 2 VLANOOO2  Static Disabled
| First | | Previous | | Next | | Last |
| Edt || Delete |

2. stolBE = REoAl 29X A 9 olyyl Q¥ o]
EgoA “VLAN > VLAN > Port Setting” < &
GE1 & "Edit"g4t}:

_IE
111
_OL
e
jl_.l‘ 0_|.4

an

60



MR-0402P series

mmlﬁﬁu'; NETWORK SWITCH - User Manual

Port Setting Table

Q| |

[ 1 GE1 Hybrid 1 All Enabled Disabled 0x8100

2. BA Eglo| A “VLAN > Voice VLAN > Voice OUI” & aa 3ol OUI MAC 24
HAE 74 2 F7tslal 24 A MAC T49 AL 24 MEE 4834 .
00:11:22. t}&-3 7ol "Apply"star =gk}

Voice OQUI Table

Showing entries Showing 1 to 1 of 1 entries Q I

] 001122

First | Previous | |1 | Next | Last

| Add || Edt || Deete |

3. ¥E GEl1 ¢ Voice VLAN S A5 g4 EgoA] “VLAN > Voice
VLAN > Property” = st =24 4 /\é g}skal VLAN2 & A syt
TA BEE2EA LE GEl AeEta 24E g4 sk o)

mlm m&&l

]
=
2=

State Enable
VLAN | |VLANO0OZ -

Cos 1802.1p| L Enable

Remarking
Aging Time |144D Min (30 - 65536, default 1440)

Port Setting Table

] 1 GE1 Enabled Auto Voice Packst
2 GE2 Disabled Auto  Voice Packet

o2 gA43kshd VLAN2 o]l £E7} glegle £ E7} Voice VLAN
S

61



MR-0402P series

.NFORMAT.ONIEQOE NETWORK SWITCH - User Manual

7.3 Protocol VLAN

ZR2EZ 7|9k VLAN & RIEFo] 2o A F4l8t HA|A] o] X2 EZ(family) 3 2
Hgst Jajo wel 4= o2 VLANID & WX gy}

A oyl e TREF vy HIvh AAFHA e Zdol
FAIEH F71E VLANID 7He] wlsd AAE Sy ok,

s ol 3 W UESY A AY] 29t VLAN & viRIgste] el %
#EE FHAH YL

g BA AAY 27 FAel BoFUY. ZEEFS] T4 FAS
shal Wigtsjjofsln 2 W ATt A HERE ST =H U

|
ME R o o
o N

Instructions:
1. &A1 Eg]o Al “VLAN > Protocol VLAN > Protocol Group”2 28 g t}:

Protocol Group Table

Showing entries Showing 1 to 1 of 1 entries Q]
[ ] | Group ID | Frame Type | Protocol Value |
[l 1 Ethernet_lI 0x8888

First | | Previous | |1 | | Next | | Last
| Add || Edt || Delete |

Add Protocol Group

Group ID
Frame Type | Ethernet_lI ~
Protocol Value Oxl (0x600 ~ OxFFFE)
[ Apply J [ Close J

T B B

Group ID Protocol VLAN Group
Frame Type 2 # 9 EFY: Ether2, LLC, RFC 1042
Protocol Value 0x6000 2} OxFFFE <

3. “Apply"dtal w3}
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Protocol Group Table

Showing entries Showing 1 to 2 of 2 entries Q I
[l 1 Ethernet_ll 0x8888
] 2  RFC_1042 0x8889
A ) Ea [ odes ] First | | Previous | (1 | Next| | Last

4. & Eo| A “VLAN > Protocol VLAN > Group Binding’S 29 3te] Z2EF
Ho, YE WS 9 VLAN ID & wRldsta oh&3 o] A4S A&t

Group Binding Table

Showing entries Showing 1 to 1 of 1 entries Q I

[] GE1 1 10

@J (Previous] ' {Next} @]

| Add || Edt || Delete |

N Description:
AA st ZZEZ [Pvd 2 IPv6 9F ARP Z2EFS AT
o & 5] PCl ¥} 3 & VLANIO 2] IPv4 B4l T2EF nlold S F3) A

5 2
th PC2 2 4 = VLAN20 #9] IPve 54 TREF vHlRIY S E3) A3

X2 EZF VLAN +39 U EYH tgolojas

PC3 PC4

IPV4 IPV6

VLAN10| VLAN20
SwitchB

gel/2 gel/3|

gel/2

SwitchA gel/3

PC1 PC2
1PV4 IPV6
VLAN10 VLAN20

Instructions:
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1. Aol &3k VLAN & <1Ast= VAN & wEsUth =& Eglo|A “vIAN >
VLAN > Create VLAN"S 831 2229 VLAN A == VLANIO 2 20 &
F7Fskar “Apply” sk & 3tYTh

Available VLAN Created VLAN

VLAN 2 ~ VLAN 1 ~
VLAN 3 VLAN 10

VLAN 4 VLAN 20

VLAN! |yLaN5
VLAN 6
VLAN 7
VLAN 8
VLAN 9 v v

Apply

VLAN Table

Showing entries Showing 1 to 3 of 3 enfries Q I

1 default Disabled

VLANOO10 Disabled
20 VLANOD20 Disabled

(Frst] [ Proveous| (1) [Nex) [Last

| Eat || Deete

2. 8lolB = HoA ~9x A9 GE2 2 GE3 QEFHo]~E AT “VIAN >
VLAN > Port Setting” & 238l sto]He|= REdA QlEF o] ~E FA4 T Th

Port Setting Table

Q]

Trunk Enabled Disabled 0x8100
Hybrid Enabled Disabled 0x8100
Hybrid Enabled Disabled 0x8100
Trunk Enabled Disabled 0x8100
Trunk Enabled Disabled 0x8100

3 H 27 A AHA %S GE2 ¥ GE3 = zH7Z} VLANIO % VLAN20 o] F7+gyct
“VLAN > VLAN > VLAN Configuration” & 983}l 555 =45 U359 VLANIO
2 HIglE GE2 XEE Augych 5dd dAd wel et AAHE A e
GE3 2 t}&3 #o] VLAN20 o 37}t

VLAN Configuration Table

VLAN |VLANOO10 ~

1 GE1  Trunk ® Excluded OTagged O Untagged
2 GE2 Hybid  OExcluded OTagged @ Untagged
3 GE3 Hybrid ®@Excluded OTagged O Untagged

Oood
ood
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VLAN Configuration Table
VLAN

GE1  Trunk ® Excluded O Tagged O Untagged
GE2  Hybrid  ®Excuded OTagged O Untagged
GE3  Hybrid  OExcluded OTagged ® Untagged
GE4 Trunk ® Excluded O Tagged @) Untagged

ogooo
ogooo

4, XEo| P37} B3 VLAN o 2913 B o B8l GE2 % GE3 QI HH o)~
7T gAlE 2 2 3 3 §ARRY o

“VLAN > VLAN > VLAN Configuration” & Z¥sla 53 =&
VLAN10 ¥} GEl1 9] ©ejz7} AA" FA9L A=gyr. VLAN20 &
TA A L.

VLAN Configuration Table

VLAN [VLANOO10 ~

1 GE1  Trunk O Excluded ®@Tagged O Untagged I I
VLAN Configuration Table
VLAN [VLAN0020 -

1 GE1  Trunk O Excluded ®Tagged O Untagged I I

6. ¥ TEEZ 9 VLAN. VLAN ID & Z2EZ (32a]) & 2 Qg 5o] 2o A
FA g AR AEst P wep @Ryt 94 EgeA “VIAN >

Protocol VLAN > Protocol Group” = Z9Yste] ZREF 13 tid 2 719
TH S F7Fsh Al L

Protocol Group Table

Showing entries Showing 1 to 2 of 2 entries Q I
Il 1 Ethernet_lI 0x0800
| 2 Fthernet_ll  0x86DD

| Add || Edat || Delete (First | | Previous | (1 Next| | Last|
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7.XE, T2EF T4 9 VLAN ¥RI9, “VLAN > Protocol Group > Group Binding”
oM “Add” & =¥ste] GE2 % wIY 5 ID1 & VLANIO °f HRIg8kal GE3
2 veld 15 ID2 & VLAN20 o] vRelg ok

Group Binding Table

Showing entries Showing 1 to 2 of 2 entries Q I

[ Add H Edit “ Delete @] Previous . M @]

7.4 MAC VLAN

MAC 7|5t VLAN 2 UHEHZA 71=¢ MAC + s} e P
29A 7Y B AR EA e Y-S FAlskE A9 F7F 2 MAC T4t
VLANID zte] w33 AAE Fvlgyt)
- A Huld ARgAe] 84 A7 WA
daovt glomz ARgaF Hot B AA A Ao
- w4 YEYT = 2 ud JESY T 340
A& E ™ Aol W7 oo lFYT
Instructions:
1. &4 EgloA “VLAN > MAC VLAN > MAC Group” & Z&sla tfS3 o] A
MAC 1w< F7F Yt

b
=2
)
i
M

QL'
il
v
K
i

MAC Group Table
Showing entries Showing 1 to 1 of 1 entries Q I
O 1 00:0A:5A:00:00:00 24
[ Add “ it “ Delote l [First] [Previous] . [Nexl] [Last]

Add MAC Group

GroupID | |2 (1-2147483647)

MAC Address |00:22:00:22:00:22

Mask | |48] % | (9-48)

Apply ] [ Close ]
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T4 FES B8 2y,

K EE

Group ID MAC VLAN Group ID

MAC Address The MAC address to be bound with VLAN

Mask It indicates the MAC address port. Enter 48 if it is an exact
match. Others should be consistent with the masks of IP
addresses.

E Eol Am moh 87 Aol e A= pC b R VES =AW

A ~stES &4 FgUTh 29T o] 2914 GEl & 294 A o ) 93 TES

At o ~EY ¥YE+= PCL 2 ¥ 3 & AZAFYY AHHoz pCl, 2 ¥ 3 2

2904 A% 29AE Bo YR WEDA A~ @ S AW e pCE AAT

T flssydh

Configuration logic: Th& WA= MAC F4E 7|HFS2 VLAN & #3338+ o
AREH Y

1. ¥¥ VLAN & whEyr)

2. =ukE o R olgyl SlEFol~E VLAN o 7yt

3. PC1,23 9 NAC 42 VLAN & 2%t}

dlolE =8 4 1’2o g8 ohs dolHE FHlsoF Futh
- 2~91F oA GE1PVID = 100 & AAg Ut}
- 29A oA Bl A AEA Fe WAl o® VLANIO o] A A5 EE GEl &
A7gdy
- Z=9AeA b AAE WA oR® VLANI o A 23 EE GE2 &
A7g
- Z1EAoZ 2=$A A QHIelxE AAFUY. F, BRE AEI A~V

S Al o 2 VLANI o] F7hE U}

2]
B 17} A H ] %2
- PCL,2,3¢ MAC 4E VLANI0 ¥ 923t}

MAC F4ZE 7|HFo 2 VLAN &9 tigt I EYT tolojaae ayyr}

Instructions:
1. #4e] %% VLAN & <143}
VLAN > Create VLAN” &
F7Fskal “Apply” sbal vt %

Ir

VLAN & w4t &4 EgoA] “VLAN >
3tal 9 EZ9 VLAN A EZo] VLANIO <
o] g=3h

=
=

me o r
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VLAN Table
Showing entries Showing 1 to 3 of 3 entries Q| |
1 default Default Disabled
) 10 VLANDO10  Static Disabled
() 100  VLAND100  Static Disabled
[First | | Previous | 4 | Next| | Last |
Ecit || Delete |

2. VLANI0 ¢ ®jlz27} AAHA e FAY daSs== pvID 7} 100 <
stolHgl= mEoA 29129 GEl & FA43Yrh VLANIO o ¥=17t A4€
MR A5 EE Efg REdA] GE2 & FATYT

Port Setting Table

] 1 GE1 Hybrid 100 Al Enabled Disabled 0x8100
] 2 GE2  Trunk 1 Al Enabled Disabled 0x8100

Membership Table

@) 1 GE1 Hybrid 1U, 10U, 100P 1U, 10U, 100P
@) 2 GE2 Trunk 1UP, 10T 1UP, 10T
@) 3 GE3 Tunk 1UP 1UP

3. 7|EA LR ~9A A o JAHIH)AE FAFULE S, BE Y o] 27 vt
A AE A e WA oR VLANI o A~y PCl, 2, 3 ¢ MAC %i%
VLAN10 @} AZ2FYH &4 Ego A “VLAN > MAC VLAN > MAC Group”
Z83kaL PC1 (0022-0022-0022), PC2 (0033-0033-0033) = PC3 (0044-0044-0044)°]
MAC T4E g9yt , ta3 Zo] 4 HE A3 dx wras
AR&-shH ok
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MAC Group Table

Showing entries Showing 1 to 3 of 3 entries Q I

| 1 00:22:00:22:00:22 48
| 2 00:33:00:33:00:33 43
] 00:44:00:44:00:44 48

[ Add ” Edit ” Delete ] [Firs‘t] [Previous} . [Next] @]

e

AT “Apply” shal Rt
MAC Group Table

Showing entries Showing 1 to 3 of 3 entries Q I

| 1 00:22:00:22:00:22 48
| 2 00:33:00:33:00:33 43
] 3 00:44:00:44:00:44 48

[ Add [ Edt [ Delete | First | | Previous | (1) [Next | Last |

By A42T 5 A&y

7.5 Surveillance VLAN
Surveillance VLAN <& F2 Hte 2E" f7lo AlgdAL AL
Aol A 2818 R $AEAES BAsy] e, I HHEyg Ho

Iz
o) 2=
AT E 2=t

Instructions:
1. &A1 Eg]oA “VLAN > Surveillance VLAN > Property’S A1 8] &t}
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State | [ | Enable
vLAN
Cos /802.4p| L Enable
Remarking
Aging Time I144O Min (30 - 65536, default 144(

Apply

T4 F5 A

State Surveillance VLAN & 243} st}

VLAN VLAN 1 ©llA 4,094 7HA4] F7FE VIAN ID(el: 1-3, 5, 7, 9)&
AUt 2 VIAN & P37t Z83d X Eo| "It
AR EA] & WA o2 FThEo|of g}

CoS / 802.1p | VOICE VLAN HIAIA] -4 =9 AA 9 oAFE dAd .

Remarking

Aging Time Table aging time

Port Setting Table

Q

| Entry | Port | state | Mode | QoS Policy |
1 GE1 Disabled Auto Video Packet
2 GE2 Disabled Auto  Video Packet
3 GE3 Disabled Autc Video Packet
4 GE4 Disabled Auto Video Packet
5 GE5 Disabled Auto Video Packet
6 GEB Disabled Auto  Video Packet
7 RE7  Nieahled  Aitn Widen Parkat

Edit Port Setting

————————————————————

....................
————————————————————

1 State | Enable
-------------------- ® Auto
Mode Manual
Qo Policy i # Video Packet
' All
Apply l [ Close
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T4 &5 A

Port ddste X E

State Surveillance VLAN & &4 3} 3},

Mode Surveillance VLAN port R E& Abs & F5o=z AAUTt.
QoS Policy QoS ol dg wAE HAXE Metgc},

2. = Ego A “VLAN > Surveillance VLAN > Surveillance OUI"S 834, OUI
of Surveillance VLAN OUI &) F4 A2HEES AA )

Surveillance QUI Table

Showing entries Showing Oto 0 ofOentries Q| |

l 0 results found. I

[First| | Previous | |1 | Next| | Last|

| Add || Edt || Deete |
Add Voice OUI
oul: | | |
Description?l
[ Apply H Close ]

Surveillance OUI Table

Showing entries Showing 1o 1of Tentries Q| |

ll:,l 93:00:36 HT7650 I

First| | Previous | [1 | Next| | Last |

| Add || Edt || Delete |
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7.6 GVRP

GVRPVLAN 5% TR ES 5
802.1Q =3 VIAN ZF49 7|57 802.1Q EH
VLAN A8 At

GVRP 291X+ VIAN T4 AHE AZ wEsta S48 nae JrE
2 aEAA e FY ANAE EGIS Adsiy 802,10 E
2914 W EASE VIAN S A4 2 &g & & sy

GID 2 GIP &= GVRP oA A& 717} GARP 714F o Zg] Aol e djsh
kA 2l *ﬂ HAUSE A9 2 AR x fAYSFS ATFHT GVRP &
802.1Q EH A HIANA T APt GVRP & EH I HIAE st &4
VIAN ®F Ef = AZAA ASHE=FFUT GVRP 7F VIAN & EF A gl

rlo
S,
i)
4B
X,

F7Fsl7] el WA XA A7 ARE FAEYT GYVRP FHIOE AR W

ElojHE WA 4= H5ULE GVRP ZE & VIAN 2 A= WS Ao

e A5 R AF YT GVRP £ VLAN Hlo]E o] & VIAN & A oR
ul

=
F7tstar 1?4 % T AHFYTH

Al Zke] VIAN AH AitE A4k GVRP oA 2=91%] 9] VIAN
M= #%gg T4 & 5 dom UEYIY tE BE 29X VIAN &
AR o F AFULE HUE =B BE 29X AA|~sta e g
VIAN ol 1238 4= AHFHTh GVRP & AH&stel™ GVRP 58 U ES A
Y H o]~ k= (NIC)E AAEeFgU T GVRP &8 NIC & T/4dste] 283k
VLAN Ol 9174 3 t}& GVRP A Y A9 A|d] AAx & 5= d5yth NIC e 293
2ol &2l 4ol AAEIL NIC oF 29 X7kl VIAN 2] Adgytt

7.6.1 Property
=24 ¥ ¥E 434

Instructions:
1. &4 Egfo| A “VLAN > GVRP > Property”

o
il
1
o
A
IS
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T4 335 A

State GVRP 7|59 &3} e

Join 1-20cs H92l #1/100 = &9, 71E3kS 20cs Y Th

leave 60-300cs W9 (100 ¥ 1 = &9, 7S
60cs Y4 o}

LeaveAll 1000-5000cs H9l2] #h100 #2] 1 = 9. 71 ¥k
1000cs YUY T}

MR-0402P series
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2. 84 Ego|A “VLAN > GVRP > Property’s

“Bdit” & g

Port Setting Table

| Entry | Port | State | VLAN Creation | Registration |
1 GE1 Disabled Enabled Mormal
2 k2 Disabled Enabled Marmal
3 GE3 Disabled Enabled Maormal
4 GE4 Disabled Enabled Marmal
5 GE5 Disabled Enabled Mormal
6 GE6 Disabled Enabled Mormal
T GET Disabled Enabled Mormal
a ~EA Nicahled Enahlad Marrmal
Edit Port Setting
R Port| GE1-GE2
. State | || Enzble
| VLAN Creation | # Enable
® Normal
Registration ; Fixed
Forbidden
Apply H Close l
T4 FEe oga gy
T4 B
Port ¥XE 5=
State GVRP 7|59 #7438} of -
VLAN Creation VLAN A5 A4 &3} of 7
Registration GVRP ¢ 3714 5% 2=
Normal : &4 VLAN©] X Eo| FT53}3 A4 VIAN 2 54
VLAN 2] A1 HAIAE FA]d] Bl 4 dFYth
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Fixed: %4 VIAN & X Eo]| 5= g 5= glon A3
VLAN A #A[ A7 dEyo

Forbidden: %% VLAN & X EJ 5= 3 4= gl&U)
Al ZEAA vianl & A &g EE VLIAN ©] AHA| = AL
vianl A A A vF AFH Y}

7.6.2 Membership

GVRP dynamic member A RE &1},

Instructions:
1. &A1 Eg]o|A “VLAN > GVRP > Membership’S 23 &1t}

Membership Table

Showing entries Shaowing 0 to 0 of D entries Q | |

' 0 results found. '

[ First | | Previous | (1 | Next| | Last|

7.6.3 Statistics
X E GVRP message &A1& A},

Instructions:
1. &4 Ege) A “VLAN > GVRP > Statistics"& 29§ th.
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Port! |GE1 v

o All
Feceive
Transmit
Errar

MNone
Ssec
10 52
30 sec

>
a
N
B>
RIS

m {0
et O_Q._,V_‘l

MAC F24 A oo tte dolg 7t Zaks )
e X MAC F4

® Y Eo £3% VLANID

o o e ¥ 2 WE

o

® Unicast mode: MAC T4 Zg HolEd U
E3rE A= A 2A7F Heolge FAldA HAAE A5 ST

® Broadcast mode: Z9IX|7} HAA FAUF F- BHIER TS I HAAE

FABAY AY HolEo] MAC B2%] Fid sjdets FJEo|gls A

29 oldd WHoE 4 EES AW RE TEZ uAAS
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A

8.1 Dynamic Address

MAC F4¢] ool AIZk B HolE HHo] HoxoA T4

AFHTh

MAC 4 Hol&2 UESA WAES F&st7] A8

etk 49 (o aging time). o o8] A|FE = IdES A
An

oL
Ol
-
K
]
o
?L'

R AR AAAA G2 2 AU g A da=s A2 A4

o] ool Alzko]l thA] Arbg Yt

AR ool Al MAC F29] dlold HxE @/dshs vl Zaolgytt olold

Alzbel FFatd B MAC F2o dZle HAAs] 9 @2 o 29ATL

HEE HREH] 294 oo 9% ME F sy

Alzkel YR o8 AW 29X7F e#fE MAC T4 FES AGstd dE
AhrE AZAT)I MEYT WAS VWMo R AY Holhs fulolEstA] K3 f

AF YT

29 A= Uy g2 ool AreR i fFad MAC T4 Hols FES
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aging time A% -

1. 74 2 gzaZdgo] e FH o]
Dynamic Address” & &9 34 th

gk g Egol A “MAC Address Table >

Sec (10 - 630, default 300)

____________________

Dynamic Address Table

Showing| 10 v | entries Showing 1 to 10 of 65 entries Q | |
_veaw] wacadwess [pon| ]

] 1 00:0B:0E:0F:00:ED GE3

] 1 00:CFED:SZEBO4F GE3

] 1 00:CF-ED:52-B0:EB GE3

] 1  00:EC:4C:00:53:35 GE3

] 1 O00:E0:4C:2E:2C.B3 GE3

] 1 O00:EC:4C:2E:2C.DD GET

] 1 O00:EQ:4C2E:2D:4C GE3

] 1 00:EC:4C:93:C3:00 GE3

] 1 00:E0:4D:36:99:E4 GE3

] 1 0D:ED:GE:T0:AG.CB GE3

(First| | Previous | () (2] |3 | 4) 5] | Next) | Last]

[ Refresh ] [ Add Static Address ]

2. AT FES JEFn
3. “Apply” dkaL mFE U}

MAC Table & 29X 93] <5 F MAC 54, VLAN H35, 521/% 2 (Ingress /
Egress) AXH 5 AZFUch dHolgE A2 o i MAC T4 2 oty
Zede] VLAN M3 & "ol 2o wpet &2 Egress & WhEA] Zh5U T

MAC T4 3ol digh X138 &A3H4 A1 23 3.3 MAC Address Table #il)

7
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8.2 Static Address

A Elo| e AgAl $Eo FAST ool PHA e 7t EHols nrEo
DELIEE=N

Instructions:

1. B4 Eg]o| A “MAC Address Table > Static Address’S = $Fut},

Static Address Table

Showing entries Showing 1to 1 of 1 entries Q I
(] VLAN  MACAddress | Port
O 1 00:00:11:11:22:22 GE3
First | | Previous | | 1 | Next | | Last
| Add || Edit || Deete |
Add Static Address
MAC Address |OO:OO:11:11:22:22
VLAN : |10 X | (1-4094)
Port GE1
Apply H Close J
T FEe g 2y
74 F% |44
MAC I, Al MAC 54~ 99 (¢l :HH:HH:HH:HH: HH : HH)
VLAN 4= VLANID A A
Port A%, AEols £ delata e ol olFS AL
HFEA] A VLAN 9] A9 X Eofof gt}
2. 74 58S d9gstal, “Apply'eto] gkEghyH

8.3 Filtering Address
AR wel z7e dx et volE TS #H7gT)

Instructions:

1. &4 Eg]oA “MAC Address Table > Filtering Address’S 28 &4 t}.
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Filtering Address Table

Showing entries Showing 0 to 0 of 0 entries Q| |

l 0 results found. I

[ Add |[ Edit || Delete | [First| [ Previous | (] [ Next] [ Last]

Add Filtering Address

_______________________

_______________________
———————————————————————

_______________________

L vy
MAC Address JE Y NAC Address = AT}
VLAN MAC address ©] VLAN

8.4 Port Security Address

MAC 27} Security Address & A4H S, LEE Security Address 9
o]y = Uvt TS &8sk, U&= 7).

Instructions:
1. &4 Eg]oA “MAC Address Table > Port Security Address’2 23 g1t}

Port Security Address Table

Showing entries Showing 0 o 0 of 0 entries Q| |

l 0 results found. I

[ First| | Previous | (1 | Next| | Last

| Add || Edt || Delete |
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Add Port Security Address

MAC Address |

VLAN

Port GE1 «
Apply H Close

T4 A

MAC Address Kot Ad7da MAC Address

VLAN MAC address ¢| VLAN

Port Port security 7152 48% XE

9 Spanning Tree

oyl 93 UEYIANA Ha Wy D vEYA LS A& T5
A ARgHYTh ey ojele HaE 29A UESINAN FEE A
HIEE J2E 25, EAAT MAC T4 55 s
AREARE] Al FES oE ATIAY FAlS el
STP (Spanning Tree Protocol)7]- velgy ot

IEEE 802.1D o <] ® <& STP oA IEEE 802.1W ol 2] ¥ RSTP (Rapid
Spanning Tree Protocol), IEEE 802.1S © “d¢] ¥ MSTP (Multiple Spanning Tree
Protocol)dll ©o|Z27|71A] t& xZ2EF] JiEy wpxrHAE STP + Al
dreel =gyt

MSTP = RSTP % STP ¢ &.3t= = §Hd RSTP = STP ¢F S3bguth o] Al 7H4]
ZIREF e giH7E Fo vt sy

3 7HA] ZREZO] i)

STP EA o8
STP 257 5 Y BEE J2ESE [ EE VLAN 2 AMSA EE
EFdes F25 A EddUnh. | Hl=YE SEA ApEgle]
AAs] FHEY T 2 5 dHdd
RSTP 25 2 o5 UYdS HEE JXEss
EFMoR FIE A EdgdUy
L M e A
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MSTP |28 2 FE ugs BRe JAESE | 2 THE2 98 AR
z2ZHow a2 F7se EfuUrt |[w=yxr sz=2o FRINT}
wEA S TS A2 g2 VLAN & x|
2~3d Ed+ VLAN 2= 4385 | 2dd EgE &3 325
ZA&gUt) & VLAN ¢ 388 A= | dgdyrt
ook ey

STP 7} 8% § EZ2AE AMgste] $2E Jlslel tg ZEE 94T &

UFH

® Loop elimination: T YAE 2dste] 7M53s T4l Fx
® Link backups: &4 ZA=7l Asjd A9 vEYa I4
Bas 243k

9.1 Property

WA WeE ST 54 HENA @4 A dee 247

FA s ord

Instructions:
1. A Eg] oAl “Spanning Tree > Property’s 23 &4 th

___________________________________

: State | Enable

: | STP
Operation Mode N RETP
i MSTP

___________________________________
___________________________________

Long
Short

___________________________________
___________________________________

! BPDU Handling |

Filtering
& Flooding

32768 0 - 61440, default 32763

ra
48]
i
4!
)
&

-2
=]
Cr,
i
[
I
4!
)
I

-
i
[}
i
4
i

)

1C2A°A3:00:00:24
0 0 - 65535, default 0

20 1 - 40, default 20
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A

ERET
e},

EE FYseES EAoR

¥ M|
N El}’jg OE_,

Operation Mode Al 7}A] B=, = STP,RSTP & MSTP & 483 4 54t
Path Cost Long 2= 2 Short =&

BPDU Handling Ao A =2l & BPDU HAI A S A e]dts= W

Priority EE 4 £

Hello Time Hello WA]#] 7+4

Max Age Z o] aging time

Forward Delay o AdA Azt

Tx Hold Count =9 Ao #HA A

v/é\‘
Tx-Hold-Count & A4 gYr}.
]

A5 g4

Region Name MST LZdHel o]F. 292 ulAE BT |2 o2 MAC
TAaE AAFYH
MST =d?1e] VLAN w3 do]& % MSTP o /A 3
SHA 2=91A] EHQl o]F2 Aplo]l &3k EdRlEs FEoE

Revision MSTP revision number
Max Hop BPDU 7} 2HAll% 7] A 2] MSPT 9499 & == A AUt
2. 93 24 g5 dagu
3. “Apply"dta €E3Ut}
9.2 Port Setting
4 dEAZL BN AR A STP Wl WFE A A5e 99

1. & Egfoll 4 “Spanning Tree > Port Setting”< ¥ 38kl

Ediv S AEate] 448 ATt

Port Setting Table

82

Q
| Entry | Port | state | PathCost | Priority | BPDU Filter | BPDU Guard | Operational Edge | Operational Point-to-Point | Port Role | Port State Bridge Port D | Cost
1 GE1  Enabled 20000 128 Disabled Disabled Disabled Disabled Disabled  Disabled  0-D0:00:00:00:00:00  128-1 20000
2 GE2  Enabled 20000 128 Disabled Disabled Disabled Disabled Disabled  Disabled  0-D0:00:00:00:00:00  128-2 20000
3 GE3 Enabled 200000 128 Disabled Disabled Disabled Enabled Disabled  Forwarding 0-D0:00:00:00:00:00 128-3 200000
4 GE4 Enabled 20000 128 Disabled Disabled Disabled Disabled Disabled  Disabled  0-DD:00:00:00:00:00  128-4 20000
5 GES  Enabled 20000 128 Disabled Disabled Disabled Disabled Disabled  Disabled  0-D0:00:00:00:00:00 1285 20000
5 GE6  Enabled 20000 128 Disabled Disabled Disabled Disabled Disabled  Disabled  0-DD:00:00:00:00:00 1286 20000
7 GET Enabled 200000 128 Disabled Disabled Disabled Enabled Disabled  Forwarding 0-D0:00:00:00:00:00 1287 200000
5 AZS  Cemmad  enmn B ienninn e Fieina Fiennind  Pieanind . AmannmanaAnns asse  snnan
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Edit Port Setting

..............................

______________________________

..............................

ate Enahle

______________________________

Path Cost | i o

Pnunty 128+

------------------------------

EdgePnrt, [7] Enahle

..............................
..............................

BPDU Filter : [7] Enahle

______________________________
------------------------------

BPDU Guard : [| Enable

1@ Auto
Point-to-Point | ) Enahle
| ) Disahle

i Disahled

i 0-00:00:00:00:00:00
vo12841

20000

: False

Falze

T Ay oE

Port E4E 74 & XE S

State STP &3} o5

Path Cost Enter the path cost value of the interface Use IEEE 802.1t Standard
with the value ranging from 0 to 200,000,000

Priority XE 4 98 AdUH(FR #hol 2 A e,

oJE|FH o]~ M 9= AAHE MSTI o o)A o E

dIFS FYoh E}E— MSTI oA AFER= 5L QI 3 o] 29

gk -4 F9E Y AU Z—iﬁr?ﬂgi ANz g

VLAN <] §%°1 84 Ha3E mg dEEe] VIAN 2=
1

MSTP 4l
AAEA g A S nlo] 1go] At}

Edge Port 2 29 Y ESYT AIHEY olyel oA LEE A&}
gHrldol 3 dAAsjopgtun. EZ2x WAooz s 27}
AAE A eromz Sukak Az w2 A3k & 4 gLyt

HOoH
TAF oA EEE STP ol o3 &3 el w2 w3 2
T AsUHh ol & AN = ARSA HulEed AR dd oyl
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XES oA LER FA43IE slo] EHYTH

BPDU Filter BPDU Z B &/d3} o5

BPDU Guard BPDU Guard & @AY H &5y, 724 o=
Adeiso] glA] e¥EYth BPDU Guard 7F €43t | 4% A=
BPDU & Alshs QEHlo]2E Fmsta NMS o <Yk
ol#]&t olEFo] A YEYT Bzt u FEow B g 4
UFUT

Point-to-Point | @43}, =5 2 A% R deishlc
Auto mode: 7] AE AR A 3 HA o] A HHE
e U o
Enabled mode: 5% X E7} A 7+ A AZHO] AS
e U o
Shutdown mode: 574 XE7} A3 3+ H3 AZd A9dSS
e U o

3. AT 74 FES 49FYH

4. “Apply” dtiL €59

9.3 MST Instance

2914 VEADE MSTP o o8] o] Eelelos Raum 7 mdel o 94
¢l =3y Egrt dAdEYY 7 29d EgE MSTI (Multiple Spanning Tree
Instance)e}alal il 7 =H[QlS MST 99 : ths 23 E] ¢ olgbarsiyoh

Aemlas B4 HEH iz AMHEES F°lv VLAN Iyt EZEAR
EPHoR At B 7 AAVAERE 78S 2F F UG EZEAI 59
VLAN 2 5943 dxgdxe visg 2 5= 9lor sfg MSTP IA®29] X E e
ot Heyh

has] weA A MST da'lzel wisg s o] VLAN o &
23 Egd wjEgyt

Instructions:
1. g EZ oA “Spanning Tree > MST Instance”S X838}, “EditE 293t
MST Instance & 44t}
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MST Instance Table

Q
| MsTI | priority | Bridge Identifiter Designated Root Bridge | Root Port | Root Path Cost | Remaining Hop | VLAN |
0 32763 32768-1C2AA3:00:00:24 0-00:00:00:00:00:00 NIA 0 D 1-4004
1 32768 32768-1C:2A:A3:00:00:24  0-00:00:00:00:00:00 NIA 0 )
2 32763 32768-1C:2AAZ:00:00:24  0-00:00:00:00:00:00 NIA 0 0
3 32783 32765-1C2A:A300:00:24  0-00:00:00:00:00:00 NIA 0 0
4 32763 32768-1C2AAZ00:00:24  0-00:00:00:00:00:00 NIA 0 0
5 32763 32765-1C2AA300:00:24  0-00:00:00:00:00:00 NIA 0 )
6 32763 32765-1C2AA3:00:00:24  0-00:00:00:00:00:00 NIA 0 0
7 32763 32765-1G2A:A3:00:00:24  0-00:00:00:00:00:00 NIA 0 ()
8 32768 32765-1C2AA3:00:00:24 0-00:00:00:00:00:00 NIA 0 0
9 32763 32765-1C2AA3:00:00:24  0-00:00:00:00:00:00 NIA 0 )
10 32768 32768-1C:2A:A300:00:24  0-00:00:00:00:00:00 NIA 0 0
11 32768 32768-1C:2AA300:00:24  0-00:00:00:00:00:00 NIA 0 )
12 32768 32768-1C:2A:A3:00:00:24  0-00:00:00:00:00:00 NIA 0 0
13 32768 32768-1C:2A:A3:00:00:24  0-00:00:00:00:00:00 NIA 0 )
14 32768 32768-1C:2A:A3:00:00:24  0-00:00:00:00:00:00 NIA 0 0
15 32768 32768-1C:2A:A3:00:00:24  0-00:00:00:00:00:00 NIA 0 )

Edit MST Instance Setting

32788-1C:2AA3:00:00:24
0-00:00:00:00:00:00

0
0

T4 A& A

MSTI 23 Eglo oAEA WMEE oA 15 7YY

VLAN e 2o A w3 ¥ VLAN M3

Priority ARE A=zl i3] 4,096 o ¥ -4 =9E 0 oA 65,535
Hel=2 AAdetal 7123k 32,768 4t

289 74 FES gEdY

3. “Apply” &Fal oh¥ Zo] mp Yt}
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9.4 MST Port Setting

Instructions:

. . o = -
1. Wnrj Aol EglelA “Spanning Tree > MST Port Setting” < &338tal, ZX9] L&
ST I~ 5 3T = S =) “@ L = =) o =]
¥E Bsod $4% ¥ES GG “Edt” T AuE O gol AN 74
Qe o] 22 Zo) gk
MST Port Setting Table
MsTI [0 v
Q
| Entry | Port | Path cost | Priority | PortRole | PortState | Mode | Type Desil Bridge | Desi PortID | Designated Cost | Remaining Hop
1 GE1 20000 128 Diabled  Disabled  RSTP  Boundary 0-00:00:00:00:00:00 1281 0 20
2 eE2 20000 123 Disabled  Disabled  RSTP  Boundary (0-00:00:00:00:00:00  123-2 0 20
3 eE: 20000 123 Disabled  Disabled  RSTP Boundary 0-00:00:00:00:00:00 1233 0 20
4 GE4 20000 128 Disabled  Disabled  RSTP Boundary 0-00:00:00:00:00:00 1234 0 20
5 GES 20000 128 Disabled  Disabled  RSTP Boundary 0-00:00:00:00:00:00 1235 0 20
6 GE6 20000 4128 Disabled Disabled RSTF  Boundary 0-00:00:00-00:00:00 1236 o 20
7 GE7 20000 128 Disabled  Disabled  RSTP  Boundary (0-00:00:00:00:0000 1287 0 20
3 GEa 20000 128 Disabled  Forwarding RSTP  Boundary (0-00:00:00:00:00:00  123-6 0 20
9 GEI 20000 128 Disabled  Disabled  RSTP Boundary (0-00:00:00:00:00:00  123-9 0 20
Edit MST Port Setting
: Path Cost | [0 {0 - 200000000} (0 = Auta)
i Priority | | 128
Dizabled
Disahled
RSTP
Boundary
0-00:00:00:00:00:00
1281
20000
20
Apply ][ Close
S [e) [e] 2~
T4 52 g9 Zsyh
T A g
o = =
MSTI 4% Aol =5t dAE gd A 2 dREsE
ey
Port AR A X E AE,
5 o =)
Path Cost QAEjHlo] =9 A=Z v& e JHAAIL. 0 <A 200,000,000
— ° =
9ol FHo = IEEE 802.1t E+2 AMEEHA AL
. o 2~ T o o~
Priority g A2 #Heol ¥ =2 4 &9E UEE XE A £ E
REE RS
D o P . _
Adg o]~ 4 #9v AAHE MSTI 9 <AHdHo]~ <3t
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JFEFUL T2 MSTI A AHEAE 548 Qesol 2o b
$4 #98 T4 T F dgUth dHHoE N UE VLAN 9
5ol woA HAas meh d9Eo] VLAN 25 35 294 &
T AFYTL
Ar . MSTP + <EH ol 93ks oA Alitslar 4 =97t
HAEH S el E vlo]l 1ol Ay Th

Port Role 37HA 89 FE XE, = AAHE XE, W9 X E Y n|&dAgs]
H¥YXE

Port State H7], dg 2 ARE Qkghe] 3 7)) A x3

Mode A4 STP =

Type olxElxe] XE Fo= AA 2 WH xEV 23y

2. 89 7 FES dEEy
3. “Apply” otal =3t}

MST 7|5 /82| GlAl:

291A A, B, C, D & &5 VLANI0 ¥ 20 o] §3}E5 /3t A2 2E EYss
MSTP & 433l MSTP & VLAN vl-3 ®|o]5S AA3te] VLAN & =34 Eg]
Sl Al ~¢} AAsta Q1AEA 19 VLANIO 3 Q1 =B~ 29 VLAN20 S wjsd & &
AsYT
Switch A Switch B
gel/l gel/l @
gel/2 gel/2
gel/2 gel/2
gel/l 991/5-@
Switch C Switch D
PC1 PC2
MSTI1: MSTI2:
vian10 vlan20
O Root Switch:SwitchA O Root Switch:SwitchB
X Blocked port X Blocked port
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Instructions:

1. 22914 A, B, C, D & FeldE FAH) L2 AY 71%& 74387] 918 VLANIO %
20 S WHEU U 94 Egjo] A "VLAN 7]%5> VLAN 74> VLAN AA"S Z¢38}a
g TS dEFUT ve3 2ol “Apply” shar ghEYH

Available VLAN Created VLAN

VIANZ  ~ VIANT  ~

VLAN 3 VLAN 10

VLAN 4 VLAN 20
VLAN | |VLANS5

VLAN 6

VLAN 7

VLAN 8

VIANG v

VLAN Table

Showing [All__ | entries Showing 1 o 3 of 3 entries Q|
O 1 default Default Disabled
O 10 VLANOD10  Static Disabled
O 20 VLANOD20  Static Disabled

(First| [ Previous | (1 [Next| [ Last|
| Edt || Delete |

2. 5A Egjo|A “VLAN > VLAN > Membership” & Y3l A4S & YXEE
AEgk o VLANIO 2 20 & Q2% A2 o5 A7|a "Tagged"2 EA UL
“Apply” stal st
Edit Port Setting

Port| GE1

Mode ;| Trunk

10 ~ 1UP ~
20

Membership ) V

() Forbidden
(O Excluded
(® Tagged

() Untagged

] PVID

| Awply [ Cose |
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INFORMATION TECHNOLOGY

3. ©A Eg9 Al “Spanning Tree > Property’s 23, tha3 o] MSTP
g A9y
i state| # Enable
R Y 1
; Operation Mode | RSTP
; | ® MSTP
| @ Long
| Path Cost| = o ©
1 () Filtering
i BPDU Hﬂnljllm;]i ® Flooding
§ Priority | 32765 | (0- 61440, defauit 32768)
§ Hello Time | 2 | Sec (1- 10, default 2)
| Max Age | 20 | Sec (6- 40, default 20)
| Forward Delay | |15 | Sec (4- 30, default 15)
§ Tx Hold Count | & | (1- 10, defauit 6)
Region Hamei |1C:2A:A3:DD:DD:24 |
i Revision | 0 | (0- 65535, default 0)
Max Hop | |2[] | {1 - 40, default 20)

4. I=FE2 MSTIL % MSTI2 7He] VLAN "33 S AUt “Spanning Tree > MST
Instance”s S ¥st] aFd "/ WFE dHetal, “Add"E FHe HAES
T U o}

MST Instance Table

32768-1C:2A:A3:00:00:24
32768-1C:2A:A3:00:00:24
32768-1C:2A:A3:00:00:24
32768-1C:2A:A3:00:00:24
32768-1C:2A:A3:00:00:24
32763 32768-1C:2A:A3:00:00:24

1]
1
2
3
4
5
A

APTRR APTRR-1C2ACAZNN-NN-24

A Note:

- 294 A" T

A L.

- 294 BE FA]

AAsA A L.

0-00:00:00:00:00:00
0-00:00:00:00:00:00
0-00:00:00:00:00:00
0-00:00:00:00:00:00
0-00:00:00:00:00:00
0-00:00:00:00:00:00 N/A
N-N0-nn-nn-no-nn-nn N/A

o] MSTIl & $-A

o] MSTIl ¢ 94

- A =9 4,096 o Hi of o Tl

89

o0 0 o o o oo

0

o0 o o o o

1-9,11-19,21-4094
10
20

0 2=, MSTI2 & 4,096 &=

= 4,096 07 MSTR & 00 =2
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S4Bz wrlldlol A MSTIz o] = Belx ek MSTI €] #§] $E nelx
g

1g 9
e
iy
i)

S

U5 EoK(Tree-Shaped)?] MEYIE= FEXE AATYUG

9.5 Statistics

Instructions:
1. &4 Eg]o| A “Spanning Tree > Statistics’S &9 34 th
Statistics Table
Refresh Rate sSec
] 1 GE1 0 1] 1] 1] 0 0
] 2 GEZ 0 ] ] 1] 0 0
o 3 GE3 0 1] 1] 1] 0 0
] 4 GE4 0 1] 1] 1] 0 0
] 5 GES 0 ] ] ] 0 0
] § GEG 0 1] 1] 1] 0 0

10 Discovery

LLDP (Link Layer Discovery Protocol):™= IEEE 802.1ab o 2o d&H5UTh =4
UWEYA Fxe] we] F4&, A 2 Qlgdo]~ Ay 22 HHE Fitsto
Jd FAE AFshe L2 A4 gy T ARETS S NMS #HE H
H3 T2 BS9S] ¥ MIB (Management Information Base) @ E| = A 43T},
T ARE THet AA 94 FAER ASE F dsye =d vEHA
Ao e A= MIB @407 nAagUr tgoe A% wae wolEyr
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LLDP £5 Tjo|oj1H

Cordigure DHCP snooping Rernote device custarnized -
to support Cption 82 LIDF extension MIE —a | Physical topalogy
i ;i - = IE

reered ©panad foption=]

f | A
! / - Ertitw MIE
[Opticnal |

LIDP local systermn MIE LIDF rerote systerm MIE
“ ¢ - Interfzce MIE
“ [Opticnal |
LLOF Framne= - - Other types MIB

LLDF Agent ¢ T \ [Opticnal)

LLDP + thg< 7|Wto =z Adgyh

® LLDP EE2 584 EZ=27, qHE, A8 Aol 2 7|EF {39 MIB ¢ LLDP
ool AE 7te] A% AgS Za) 24 A~H MIB ¢ A&x XA &4 MIB =
Julo] EF .

e =7 UEYI A=A AHHE LLDP ZHYor HEdstd A2 A=
AEFY T

® LIDP 9474 Al~El MIB ¥ A& 4
A A Bl LLDP Zd S $2180 )

® LLDP co]dES] F54 7leS F3 A4 dEIHolx, MAC F4& T 94
A2 AHE wpAEH P

o =7 AxHEl MIB & Fx %
Ay JEYT A F4 5

il

o
w

o] ID, Al2E o]F H AW, QIH#H o]~

Set =4 A ARE AFFEYH

e 7 A~®l MIB &= X % HHo]~ ID, Al2¥ o5 H AW, dfHo]~
A, MESA &8 T4 T8 3% =24 A AHE AT

LLDP & 7|¥to 2 LLDP-MED & Al&3ld t& FAE I @

HYELA FAloA gt FH = a

YEZ EZZA gt At o3& AsAIZ YT

r& Hf'l
o
il

Fl
o

10.1 LLDP

Instructions:
1. &2 Eg]o| A “Discovery > LLDP > Property’& =3 3t}
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..................................

..................................
——————————————————————————————————

________________________________________________________________________________

________________________________________

________________________________________

T4 e 0gat gy
T A% R

State LLDP &3} T+ H|&Ad s3]

LLDP Handling LLDP WA A& LLDP & H| A

e o) Ae gy

& o gegy, ne gy

|TnLt\;rva| Advertise Mol 5~32,768 =AYk (7|228 30)
Hold Multiplier Mol 210 QU Th(7| 23t 4)
Reinitializing Delay W 110 22T 2)
Transmit Delay o= 1~8,191 2YUTh(7|24 2)

Fast Start Repeat
P o= 1~10 TR (127 3)
Count

LLDPDU (LLDP Data Unit)Z <3} © oty wAx|:=
7t TV & AAE Are} g4 A

2. 89 74 S dEdUY
3. “Apply” tal =3t}

10.2 Port Setting

Instructions
1. &4 Eg]o| A “Discovery > LLDP > Port Setting” &

92

LLDP HAIA 2 14t}

+ LLDPDU 9] ©¢jiych

Se3h,



MR-0402P series

NETWORK SWITCH - User Manual

IRAE

INFORMATION TECHNOLOGY

Port Setting Table

Q|

|| Entry Port | Mode | Selected TLV
O 1 GE1  Normal 802.1 PVID
O 2 GE2  Normal 802.1PVID
O 3 GE3  Normal 802.1PVID
O 4 GE4 Normal 802.1PVID
T FES v Ay
T 4
Port XE 55
Mode LLDP &4l RE (7]—?:%)\'8 Normal)

Receive: LLDP Uﬂ ]

Normal: LLDP H]A] %] %
Disable: LLDP WA A =
A TLV 9F VIAN A

Selected TLV

LLDP = 4 7F#] i o=z 253k 4= Gy
Transmit; LLDP H| A

Receive: LLDP ™A A&
Normal: LLDP HA]#] =
Disable: LLDP ™A A =

2.Bdit'E SHAA A A B FAS AL, ‘Apply'ste] vH YT

Edit Port Setting

O Transmit
() Receive
@ Normal
(O Disable

Mode

Optional TLV

802.1 VLAN Name

Available TLV

Selected TLV

Port Description
System Name
System Description
System Capabilities
802.3 MAC-PHY

802.1 PVID

Available VLAN

VLAN 1

Selected VLAN

Apply H Close

J
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T4 A5 s 2EyTh
T4 g5 A
Port XE =
Mode LLDP = 4 714 o2 53t 4= 5k
Transmit: LLDP HIA A& $AI7 g}
Receive: LLDP WA A E S=AlqF gt}
Normal: LLDP "X A& %941 gt}
Disable: LLDP WA A& $AsAY FAIsHA] &yt
Optional TLV TLV 2 VLAN AKX A&
802.1 VLAN Name | VLAN o] & A€

10.3 MED Network Policy

MED = IEEE 802.1ab & 7IWre=qyry A9
HEA FAelM Add HJHe= ofF 40 =

Aol YEYA EZRAS AFsH olad & =

Instructions

S oﬂ,q]z: xeol 74,
ol & F don #y
% gk

1. &4 Eg]o|A “Discovery > LLDP > MED Network Policy’S &3 gt}

MED Network Policy Table

Showing | All | entries Showing 0 to 0 of O entries Q
| Policy ID | Application | VLAN | VLAN Tag | Priority | DSCP |
0 results found.
First | | Previous | (11 | Next | | Last

| Add || Edt || Delete |

Add MED Network Policy

| ® Tagged

94
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Policy ID Policy ID W&

Application network policy TLV 274 2 H8&
VLAN VLAN H3

VLAN Tag VLAN 2=

Priority CoS A]H] 2~

DSCP DSCP A H] =

10.4 MED Port Setting

Instructions

1. §4 Eg] oA “Discovery > LLDP > MED Port Setting’S 2 31 th
MED Port Setting Table
— 1 GE1 Enabled Yes Mo Mo
] 2 GEZ Enabled Yes Mo Mo
] 3 GE3 Enabled Yeg Mo Mo
O 4 GE4  Enabled Yes Mo Mo
J 5 GE5 Enabled Yes Mo Mo
] 6 GEG Enabled Yes Mo Mo
(| T =T CErnaklad e Blim (A
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Edit MED Port Setting

————————————————————————

; Port{ GE1-GE2

; State | ¥ Enable

! i Available TLV Selected TLV

: i |Location Network Policy
: Optional TLV | |Inventary

Available Policy Selected Paolicy

Network policy

Apply ][ Close

T4 52 g3 ZHYh

T4 5 A

Entry MED port setting ¢ Al2]¥ W&
Port Port 5

State ghd sl el

Network Policy network policy TLV A4 2 &
Location location TLV A4 2 A&
10.5 Packet View

Instructions
1. &4 Eg]o| A “Discovery > LLDP > Packet View'S 283Ut}
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Packet View Table

Q| |
[ oty | Port | in-se @ytes) | Avatavi (Bytes) | Operationalstaws | |

[~} 1 GE1 38 1450 Mot Cverloading
0 2 GEZ 33 1450 Mot Cverloading
[~} 3 GE3 38 1450 Mot Cverloading
] 4 GE4 32 1450 Mot Cverloading
[~} 5 GE5 38 1450 Mot Cverloading
0 6 GE6 33 1450 Mot Cverloading
[~} i GE7V 38 1450 Mot Cverloading

10.6 Local Information

Device Summary ¢l H9:
1. &4 Eg]o|A] “Discovery > LLDP > Local Information”2 &2 31t}

Device Summary

—————————————————————————————————

! Chassis ID Subtype | MAC address

_________________________________
_________________________________

; Chassis ID | 1C:2A:A3:00:00:24

_________________________________
—————————————————————————————————

: System Name | Switch

_________________________________
_________________________________

; System Description |

i Supported Capabilities

_________________________________
_________________________________

| Enabled Capabilities | Bridge, Router

_________________________________
_________________________________

i Port ID Subtype | Local

_________________________________

HR-AFGM-24445
Bridge, Router

N
i
=
[
AC
2
>
o]
w
O
(@]
<
D
<
V
—
—
O
)
V
—
@]
(@]
3
=1
o
3
=
O
3:
o
i
1w
e
T
T

Port Status Table

[~ 1 GE1 MNormal Enabled
i 2 GE2  Normal Enabled
i 3 GE3 Naormal Enabled
] 4 GE4 Narmal Enabled
[~ 5 GE5 Normal Enabled
[ A rER Klarrnal Ernahlasd
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10.7 Neighbor

LLDP neighbor <1 W+:
1. &4 Eg o)A “Discovery > LLDP > Neighbor'& &3t}
Neighbor Table

Showing entries Showing 1 to 1 of 1 entries Q I—
[] GE9 MAC address 00:E0:41:00:00:02  Local gi13 118 ‘
Previous | (1]

| cear || Refresh |[ Detal |

10.8 Statistics

Instructions:
1. &4 Eg o)A “Discovery > LLDP > Statistics”S =2 3ttt}
Global Statistics

i Insertions i 11

: Deletions | 7

; Drops: O

: AgeOuts | 0

[ Clear ][ Refrash ]

Statistics Table

Q| |
] 1 GE1 0 0 0 0 0 0 0
(] 2 GE2 1] 0 0 0 0 0 0
] 3 GB3 278 29 0 0 0 0 0
O 4 GE4 0 a 0 0 ]
(] 5 GBS 0 0 0 0 0
(] 6 GE& 0 0 0 0 0
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11 DHCP

DHCP Server o t3}4.

AFH A7 WA I(E - S HFH Ee B JUESA) AFYH UL
dF T F A P FAERE s A5 EAE F ASsUTH

DHCP(Dynamic Host Configuration Protocol)i= ©]&dt &7 AlgS TFHoles:
NEEAFUTE DHCP Z2EFLS SHfoldE/AY REo A ZE3 T DHCP
Zeto]AE+= DHCP Aol Ao 2 74 AHE 833, DHCP AW+ A3
w2l g A RS Qksghyo

DHCP ¢ YukAel &8 g gdloaE Uubd o s
DHCP A® ¢} oJg] ZEfo]dE (o :pC 2 HF)7t £

DHCP Client DHCP Client

2 B
6 LaN —]

==

DHCP Client DHCP Client

DHCP Server

&

!

<DHCP 9] F4 o|A]>

DHCP 9] IP 32 &%
ZefoldEe] Thd ael ek pHoP = Al A P Fa WY WA

A& .
& T% g d(Manual address assignment) : #E A7} AR EH

T @

ZefoldE (o - www Aol diEl 12 1P FAE HRIYEY T

s B3 7Y g 1P FAE FEOJER BUL

® A5 F4 dF(Automatic address assignment) : DHCP = ZEFo]|Ad Eo|A
A3 oy 7|7t R p FA2 sgshl

==

i =
® T4 T4 g (Dynamic address assignment) : DHCP & & 7]7Fo] Q)&= IP
TAaE SooldEd dgein Zgfo]AdEE AH|A Fio] s ®H &
FAaE WA AHS oYt giFEe] EFeldEE o] FF FAi
gFSeEyL
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10.2.2 Dynamic IP address ZZA|X
DHCP Sg}olAESF DHCP AW 31e] WA[A] A5 28 Z=A X~ ofgf 1y

|
EEU
DHCP Client
=l ohce 5
"Cove,. DHGP Server
DHCGP Client g
oncp.ofe

= DHep R,
=Squest DHCP Server
DHGP Client ‘W E

= D,
[ A HCP Rengy DHEP 5

nnnnn

T4 P A5 A7) Yl DHCP ZFEo|dEx= trE Ao A A9}
gE ARE A3 FE&gUn dukyow oLy e A 7HH B}
AFUYh

(1) DHCP Z oA EV} Ao 2 WES T 203}
DHCP ZholdEVE A UHESAY 219 & o T2 4 dAE
53 DHCP AHe} d4& A3

® DHCP ZToIAEZL HF UES I 21 & o F= 4 GAE &3
DHCP Al e} A4S AAFT

® A A|(The discovery phase) : DHCP Z&lol1E7} DHCP AW E =
AU SEfoldEE BHRE JJAE REA] DHCP AN HAAE
Bl DHCP AW W S E 3

® P 4 AlF ©@A(The stage of providing IP address) : =, DHCP A¥ 7} |P
TaE ATste dAYPUT SdoldEZRE DHCP AA HAAE
T4 g F DHCP AW IP F4& A @IEHA &S P FAE
Adeste] SefoldEe ddstar Aol H Ip 74 2 7 Aol 23
H DHCP Aot HAIAE ZgoldE Hyyyrth

® Xul o (The selection stage) : DHCP ZEolAEV} Ip FAE A=
AU & o]%el DHCP AW7E FpolAEC A DHCP A<t
HAIA S Bl 49 FHoldEE A 541 © DHCP At wAIA Tt
S 3 e 7 DHCP AlBe] BRE JfAES] DHCP 8% wA A9
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‘l_

ol
rr

Utk o] FHelE A€d DHCP MmN P FAE &%

% oo rll
2

-

%

)

7 ot
L
v

confirmation stage) : DHCP AW7} A&FH P F4AE
= @AY YT DHCP AW 7F DHCP Z&fo]dEVL §¢ 3 DHCP
AR S FAEHH FeolAET AF 3 1P F42 D 7)E AAo
ck
1

¢
ol

(
)

2l WAIAE Byt %A o SThe|dE

N K ko .I%" o oo

E}‘)“EQL'O

s g9 & F ¢S5 YEl+= dhep-nak WAIAE HEREEY T
oAl W3t ¥ dhcp-ack &Rl HIAIAERFE F FTolJIEE FA
= HRE J|2E BREod ARP (W 471 €97 | F40)5
Huok A€ AR e &Ho] FAlEA Fow FdtoldE=o

(2) DHCP Z&lolAET}L YEFo| thr] 223t}
DHCP E&toldEZ HEY A thA] 2aflstd 2 ts dAE &3
DHCP AH e} 48 dA3

® DHCP ZZo|AdEZF AHE UESLIA 2nf2A 21 3 & oA
ES T =91 3 & wpx|dte s ¥ DHCP
87 HWAAT BEE JJAESAREI DHCP & B9 FoE flsydh
HAI XS ohA] A Al Q..

® DHCP 87 WAXERE & Fo|dEY} &
7% dhcp-ack &1 HIAA] 7} Higke]o] e |p
DHCP ZgfolAEq] &y}

® [P TAE DHCP Zgo|dEd 3w I = . O
Zeo]dEof| ddE ZH$) DHCP AW = dhep-nak WIAIAE Wk o)

A% AHgs

-
%

YA A E e F FFo|AEE= A IP T45 24357 $18] DHCP AA
HAIAE ohA] Byt

(3) DHCP ETolAEE IP 49 dd & 7S Addyo
DHCP AW7} SgoldEe &3 3 54 [P Tl ditdo=z 54
ddl 7Izre]l dFUH. wtE T AW [P FAE OA] ZEA ST
DHCP  Z@oldEZL  F2E5 A% ARgsied P ddiE

A el o] EfoFgt T
A7 DHCP Z#oldE
oAt HoEE &n & uw 7]EFH oz DHCP AJHo] DHCP &%
HAIAE Byt P T &3 DHCP AI8¥ dhcp-ack
H A Aol &ete] DHCP & Eo Al AdUE IS LHYh

rr
=
N
B>
s
flu)
N
)
o,
i)
e
=2
Oyl
iV
QL
e
S
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11.1 Property
DHCP =2 ZEE nlelyg AA

Instructions:
1. &A1 Eg]o| A “DHCP > Property’S &3 g1t}

-----------------------------

| State | || Enable

_____________________________

[ | Enable

_____________________________

DHCP Port Setting Table

Q| |
ey por [ s [ ]

o 1 GE1  Enabled

@ 2 GE2 Disabled

o 3 GE3 Disabled

@ 4 GE4 Disabled

o 5 GE5 Disabled

@ B GEB  Disabled
X E DHCP A74:
2. &4 EglolA “DHCP > Property"s E%dtil, XEE AHg H “Edit"sto]
AT

Edit Port Setting

" port| GE1-GE2

i State! (v Enable

11.2 IP Pool Setting

DHCP IP pool 2H

Instructions:
1. &4 Eg]oA] “DHCP > IP Pool Setting”= A 813}3L, “Add"E &8 3} ip pool &
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F7hgh o
IP Pool Table

Showing entries Showing D to 0 of 0 entries Q]

‘ 0 results found. |

[ Awg|[_ Eat ][ Deee | (First | [ Previous | () Next] [Last)

IP Pool Table

E | (1 to 32 alphanumeric characters)

£

Section [1 v |

IP Address Section |  Start Address | |

i | EndAddress | |
| DNSPrimany Server | @ Enabie)
; DNS Second Seweri O Enablel
Lease time | |1 Day[00 v | Hour [00 v| Minute

11.3 VLAN IF Address Group Setting
MY 2§ MF

Instructions:

1. ©4 Eg] oA “DHCP > VLAN IF Address Group Setting”2 41 €13}3L, DHCP Server
Group Table ol E°17}A, “Add” & &8 3t A¥ I1FS 24t

103



MR-0402P series

mm‘lﬂﬁg NETWORK SWITCH - User Manual

DHCP Server Group Table

Q| |

l 0 results found. l

| Add || Eait || Deste |

DHCP Server Group Table

DHCP Server Groui;i [1 \

z=z==z== zz=z=zzz= 4

| GroupIP Address 2 |

_ I

Apply H Close ]

VLAN interface ¢} server group H}S1Q A A
Instructions:
1. &4 Ego]A “DHCP > VLAN IF Address Group Setting’2 A&}l VLAN
Interface Address Pool Table ] 5017}, Sl #Ho] 29t A 7S HAEs o3

“Apply"ste]l A gyt

Vlan Interface Address Pool Table

Interface | MGMT VLAN v |

DHCP Server Group | r |

Apply

11.4 Client List
Edol|AE FY2E HR

Instructions:
1. &4 Eg]o| A “DHCP > Client List'S A ¥]3}aL, DHCP Client &= o34t}
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DHCP Client List

Showing entries Showing 0 to 0 of O entries Q| |

l 0 results found. I

[ First | | Previous | (1 | Next| | Last |

11.5 Client Static Binding Table

Static IP address &3 A4
Instructions:
1. &4 Eg]ol A “DHCP > Client Static Binding Table”2 A&}, Static Binding
Table ol E17HA, "Add"E S =3t

Static Binding Table

Showing entries Showing D to 0 of O entries Q| |

l 0 results found. I

] First| | Previous | |1 | Next| | Last |

| Add || Delete

$Note:

o A7 wlelgel IPFAL 1P Fa G Ee el lojekgth

12 Multicast

12.1 General

12.1.1 Property

Instructions:
1. &4 Eg]o A “Multicast > General > Property’ S A8},
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| Unknown Hulticnsti IEJ Flood
Action| Drop
i i () Forward to Router Port

=== =

; | ® DMACVID
| IPvdt ~ piPvio
{ | ® DMACVID
| IPv6: . pipvip

12.1.2 Group Address

HE] HN2EQ old A o waEwd A= TE VAN o dE AFEA7}
Y3 9E ANAE 25 83T u d9E ANE geHE HolEHE HASHY
FAAE ZeslE 7 VIAN o] Agste] #2e tjgdEe FH gyl IGMP
2 2902 XEQ] oy AEAE Tde FE AAE VIAN o AZAsS
HE] JHAE HolEE FAFozx HE HAE VIAN S AT olel g
Aoz HE HAE ZRE9E dE JHAE VAN HolAw A" S 9
stE g i Fo] dokgurnt wgk "y AE VIAN o] AREAF VIAN ¥ $Hd 8]
g = o ‘01 Het Bl gl Fo] BAgFHYT]

Instructions

1. ¥4 Eglol A “Multicast > Group Address’S X E1a}al, Al static multicast
ofo]'ll5 “Add" et 4, 7| olol|E “Edit"dYTh

Group Address Table

IR Version

Showing entries Showing O to 0 of 0 entries Q | |

l 0 results found. l

[ First | | Previous | |1 | Next| | Last |

| Add || GEdt || Delete || Refresh |
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Add Group Address

Pv4

]

Available Port Selected Port

GE1 ~
GEZ2 ~
GE3
GE4
GE5
GES
GE7 v
GES v

Member :

T4 5 g3 Sy

T4 3= A

VLAN HE HAE TFe] £33 VIAN ID duH B Bk
71 VLAN & g9y

IP Version vd = v6 o] HE] AE P T4 BANA of i

Multicast Address | multicast address & = U th.

Member multicast member & ¢} = Yt}

2 Y Y FEL PP

(] = =}
3. “Apply’ste] &=y}

Group Address Table
IP Version
Showing entries Showing 1 to 1 of 1 entries Q I

| VLAN | Group Address | Member = Type | Life (Sec) |

] 1 22411111 GE1-GE8  Static

First | | Previous | | 1 | Next | Last

| Add || Edit || Delete || Refresh |

12.1.3 Router Port

multicast router port 23 2 &<13}7]
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Instructions:
1. B4 Eg]o| A “Multicast > General > Router Port”S A Bl gk o},

Router Port Table
IP Version
Showing entries Showing 0 to 0 of 0 entries Q | |

l 0 results found. I

First| | Previous | |1 | Next| | Last |

| Add || Edit || Refresh |

12.1.4 Forward All

multicast forward port 273 2 213}7]
Instructions:
1. &A1 Eg]o A “Multicast > General > Forward All’S A &gk o}

Forward All Table
IP version

Showing entries Showing 0 to 0 of D entries Q| |
[ A |[ @ |[ Deee | [First][Previnus].[Next][Last]
12.1.5 Throttling

port multicast group restrictions 273 2 3<13}7]
Instructions:
1. ©4 Eg oA “Multicast > General > Throttling” S A&l gt}
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Throttling Table
|7 Version

Q | |

| Enry [ port | MaxGroup | Exceedacton | ]
J 1 GE1 256 Deny
(] 2 GE2 256 Dany
J 3 GE3 256 Deny
(] 4 GE4 256 Dany
J 5 GE5 256 Deny
= A =ER PER Manr

12.1.6 Filtering Profile

port multicast filtering profile 23 2 F<13}7]
Instructions:
1. &4 EZ]o Al “Multicast > General > Filtering Profile”<S 1 8} 3 1 o},

Filtering Profile Table
IP Version
Showing entries Showing 0 to 0 of O entries Q| |

l 0 results found. I

[First | | Previous | |1 | Next | | Last |

| Add || Eat || Deete |

multicast filtering profile and port binding relationship 273 % #<13}7]
Instructions:
2. &4 Eglol A “Multicast > General > Filtering Binding”S A &gt}
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Filtering Binding Table
IP Version

Q| |

—a

GE1
GE2
GE3
GE4
GES

th B W K

12.2 IGMP Snooping

IGMP 2273 (EYl 2§ #e ZREZ ) Wy AiE aFe
e star Alojelr1 91k L2 Ao Ak WAYSFY U

T2 ® IGMP WAAE BAEte] L2 FAE EES MAC HE A=E Fi
7ve] wg S ARt 1o wEl HE AAE golgHE z %%”4‘5}

otge} o] HE] AAE HolEE IGMP 2FFglo]l L2 o4 AEH Yk IGMP
7o) Ay 4z "HE JHAE IF "HolH7l XAH FAVE ASEH
4 o= dE ANEE o= oHd] #elo] 24 AFYrh

Multicast packet transmission Multicast packet transmission

without IGMP Snooping when IGMP Snooping runs

‘—@ Multicast router ‘—@ Multicast router

|
|
|
|
|
|
!
Source | Source
|
|
v i
|
|
|
|
|
|
|
|
|
|
|

Layer 2 switch =L Layer 2 switch

S

Host A Host C
Receiver Receiver

Host B

Host A Host C
Receiver Receiver

Host B

—» Multicast packets

110



MR-0402P series

mm‘lﬂﬁg NETWORK SWITCH - User Manual

12.2.1 Property

IGMP =532 HE] JNAE 2hpEef AR S2E Afolo] L2 2914 glov]
IPv4 UEHYAE djxste o 488U 29Hel EA2EZt HAFH & IGMP /
MLD "IN A S 253l HE] AA2E dolgo 3t L2 99 HolES A3
L2 HESAANA dH H=E dHeoly Eds #g B Alojstes VLAN
TAE YT

G209 IGMP 259 /)58 /EAow nagsEel gomae BAssoka

olr
flo

Instructions:

1. &4 Eglol A “Multicast > IGMP Snooping > Property’S A ®ista, A4 =
VLAN AHo|A  FAT VLAN & Agstar o3 o] AR AHRE
“Edit” gy}

State i [ | Enable
Version| @ [GMPV2
ersion OlGMPV3

Report Suppression Enable

VLAN Setting Table

O 1 Disabled Enabled 2 125 10 2 1 Disabled
O 10 Disabled Enabled 2 125 10 2 1 Disabled
O 20 Disabled Enabled 2 125 10 2 1 Disabled
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"""""""" VLAN| 20
State | | | Enable
Router Port Auto Learn Enable
Immediate leave | [ | Enable
Query Robustness | |2
Query Interval |125
Query Max Response Interval |1 0
Last Member Query Counter | |2
Last Member Query Interval |1
Operational Status
Status | Disabled
Query Robustness | 2
Query Interval | 125 (Sec)
Query Max Response Interval | 10 (Sec)
Last Member Query Counter | 2
Last Member Query Interval | 1 (Sec)
| Apply | | Close |
T Fue g pHyh
ke g
VLAN T & VLANID
State o] VLAN oA IGMP =3 @43} =& " &4l 3}
Router Port Auto | A% ¥E A% st A3} == n|gAl 3}
Learn

Immediate leave

Multicast members 2]
H| &4 3}

Immediate leave ZAI3} E=

Query Robustness Robustness Variable & AF&3to] UEQ oA o ==
A EAE 24T 5 dHFYG
Query Interval AR e 1HA

Query Max Response
Interval

Last Member Query
Counter

Last Member Query

A E 2ol gk A
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Interval
2. A% A4 FEE AT,
3. “Apply’ste] A& vyt

12.2.2 Querier

IGMP snooping Querier 27 2 g}213}7]
Instructions:
1. &4 EgoA “Multicast > IGMP Snooping > Querier’S A8l gt}
Querier Table

| VLAN | State | Operational Status | Version | Querier Address |
1 Disabled Disabled

T4 g5 g3 ZEyTh

T4 &g i

VLAN Multicast VLAN

State IGMP snooping querier & €73} H+= vl &4 83t
Operational Status | IGMP snooping querier &2} A El

Version Querier ] W

Querier Address Querier ¢ Multicast address

12.2.3 Statistics

IGMP snooping statistics 274 2 2}2135}7]

Instructions:
1. &4 EZo A “Multicast > IGMP Snooping > statistics”
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{ Totaln 0
i,============================== vﬂ“dl .
€============================ In\r'alldn 0
€============================ {)theru .
. Lea\rEI o
. - Flepnrtl 0
iL:====================E;=n=;ralQ“ewI .
. special Group Query | 0
| Source-specific Group Query | 0
. - LEEI\I'EI

i,============================- Remn .

1]
1]
| General Quew L0
1]
1]

i Special Grnup Queryr |

i Suurc:e specific Gruup Quew |

Clear ][ Refresh

12.3 MLD Snooping

MLD 2> multicast Listener Discovery snooping 2 FAFY Ut} o]+ IPv6
HE AHEE JET% #elstar Alojsts o AFEEE Layer2 FA| oA A=
IPv6e HE NEE A2k HlAYSFY YT

MLD éTJgE At Layer2 A& FAE MLD HWAIAIE FA5H
ZES MAC HE ANEE F4 7t wisg #AE AAsta o #dAC wet
IPve HE] NAE HolHE dEdFuh

obgl oA B 4 A% Layer2 X7} MLD 28-S AdsHA] &
IPve HE] FNEE dlo]H 7o Layer2 oA 2= JNAERDAYT Layer2 %
MLD 2735 Add o 4l pve WY HEE 259 HE A2E 4
A AT 2 dA BRE JNAEHA i Al 2 o AAHE FAVE
NAEEFGUT

n)

e o X (o
oo N R
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Source ‘—@_’ Router ‘—@ Router

Source
L2 Swtch

L2 Swtch

g7 | ag

Host A Host C
Receiver Receiver

Host C
Receiver

Host A
Receiver

Host B

——  Multicast Packets

® layer2 HESFNA HEZ= JJRE HF
doFeyy;

® |Pv6 HE HNEE AHO HkS 73Tt

e 7 TAEE JHAoR #Ast= Fo] WP

12.3.1 Property

=298 MLD &7 7o 7[2Ho g H@dAdsty o] 9oz A ss) okt

ot

Instructions:
1. &4 Eg]oA “Multicast > MLD Snooping > Property’S A ®13t1, 44 ¥ VLAN
AHEAA 44 & VIAN & AEsta 53 o] AR FRE “Edit” Utk

State | [ | Enable

(® MLDv1

Version ) MLDV2

Report Suppression | ¢ Enablz

Apply

VLAN Setting Table

Q|

(] 1 Disabled Enabled 2 125 10 2 1 Disabled
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Edit VLAN Setting

4
Enable
« Enable
Enable
QueryRobustnessi 2
Query Interval | [125

Guery Max Response Interval 1 10

Slatus} Disabled
Quewmbumess 2

Quemmml e
QuewMaxResponselnterval 10 (Sec)

—————————————————————————————————————————

Last Member Query Counter | 2

Last Member Query Interval | 1 (Sec)

_________________________________________

Learn

T4 g5 g9 2EyTh

T4 3= e

VLAN VLAN ID

State 3 VLAN oA 2] IGMP Snooping &3} = n|&Ad s}
Router Port Auto | route port automatic learning &4 3} =& H| A 3}

Immediate leave Multicast members 2] immediate leave 24

Query Robustness Robustness Variable & AF&3to] UEQ oA o ==

- PN ) =L - PN
AR ELS =4S ¢ ASFHH

Query Interval H A A FHe HA

Query Max Response | # 2] ®lA1#]2] AJ7F 23} (H ] &5 A7 23}
Interval

Last Member Query | A1 ® Z2F that A HAg 5

Counter

Last Member Query | A1 ® & that WA g 147
Interval
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2. T A4 d5E
3. “Apply"ste] AAS w3 YT

12.3.2 Statistics

MLD snooping statistics 223 = &<13}7]
Instructions:
1. &4 Eg]oA “Multicast > MLD Snooping > statistics” S A &gt}

ReceivePacket
L0
0
0
0
0
0
0
0
0
—
——— e
| Source-specific Group Query | 0

Clear ][ Refresh

12.4 MVR

dlojo] 2 Y ESAA VLAN 7INte] HE] A2E EY BRE HN2E FAES
idstzl S8l IeMP A ZEEES ARESte] falvlE Aliddd. S,
FA7] Wk Aoz HE JNAE EYS FATS F dFYy

a8y IGMP 2T FYd WE AAE VIAN 9 EE v gyHo=
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Aojst 4= %IX]UL WzF VIAN EgE e 11101% F Y5yt 2 23 M2 gE

VLAN oA 543t HE AN2EQ] th5 HA] a&4do] o3 EAdYL 222

VLAN 9] %81% LA SAst] fEl ofg] ¥y el WE AXRE A
o}

Edge 44 HE ALE VIAN S AEFEY
Source ‘% Router ‘% Router
Source

VLAN 10

VLAN 20 VLAN 100
liVLAN 30
v

L2 Switch

g

Host A Host C
Receiver Receiver
VLAN 10 VLAN 30

L2 Switch

g

Host A Host C
Receiver Receiver
VLAN 10 VLAN 30

Host B Host B
Receiver Receiver
VLAN 20 VLAM 20

Multicast Packets

12.4.1 Property

dstE] o] glomz g s)a| ottt

=2 MVR 7|5 7|EA =2 H]

ilis)
O:

Instructions:
1. &4 Eg]olA “Multicast > MVR > Property’2 23 34, MVR global configuration
o o1yt
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Enable

......................
——————————————————————

......................

----------------------

______________________
......................

T4 FEe g Py,

3 g 73

State MVR & 243} E= v&Ad3 g

VLAN AAs VLAN ID

Mode Compatible: MVR 2=91X]2] CPU & dWrx oz #19-F 9
A wAIA e} FepoldES] X HAAE dEdtd
54 shge WE AAE AW delZe TAFUT
a8y cPU = A WAAE 2HrH XER HAYEHA
Gomz 49 BHeHE de A WMAAE FA8A
woto] B98 HelHE A2 Ao A9y 5
gk o] EEed:  esEHE  F¥om
T ety 1y HEE AY HolES HoHE
Agketr] 98 Ayt
Dynamic: &4 XEE9} 53 RE=°] FUF Ao|H
CPU 7} &4 EEoA g9E FE £ HAAE
Addd ¢ glorm=z A9 AT f9H7F HH AEE
Ag Helgs sAo=E I & F e AJYH
HolHE ~9x2 AYSLS g HE iE
AL Holgs F528 AU

Group Start HE] AAE 259 AF F+4

Group Count HE NAE OF F4 F

Query Time HE] HAE 15 #HAg AT

2 A9 24 52 qagqd

>
3. “Apply"’dted A4S m Yt
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12.4.2 Port Setting

Instructions:
1. &4 Eglo A “Multicast > MVR > Port Setting”S A €]3}aL, MVR port setting
Ag Ho] 2o Eoj T

Port Setting Table

| Entry | Port | Role | Immediate Leave |
GE1 Mone Disabled
GE2 Mone  Disabled
GE3 Maone Disabled
GE4 Mone Disabled

GES Mone  Disabled
=FER Minna MNizahler

B L I %

Edit Port Setting

! & None

! Role | Receiver

: | Source

i Immediate Leave ! Enable
Apply ] [ Close

T4 S OS5y ZE5YTh

T4 &5 Ay

Port XE 5=

Role YE RS
Receiver: ¥l N2E ~EHS FAlgte H AREEHE=
dE]  AN2E s2EV AFdE 29X XEE
e U T
Source: &2 XE+= A9 AlF AHle dHy ARE
B35 22~ YXE F HE JJRE 22 WAA XEE
e U T

Immediate Leave Immediate Leave & 273t}
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12.4.3 Group Address

Instructions:
1. &4 Eg]o|A “Multicast > MVR > Group Address’S A ®13}aL, multicast group

drs gk
Group Address Table

Showing entries Showing 0 to 0 of 0 entries Q. | |

l 0 results found. |

| First | | Previous | (1] [ Next | | Last|

| Add || Eat || Delete || Refresn |

GmupAddress (0.0.0.0-0.0.0.0)
i Available Port Selected Port
Member
- -
[ Apply l [ Close ]

T4 g5 g3 ZEyTh
T4 & A
VLAN VLAN ID
Group Address multicast address & & g4t}
Member multicast member & 5734t

13 Routing

U]

E
A&

A3 dolo] FA} FAlsteE d AREEHE 3 AT VLAN QIEH o AE
Stk VIANIF QEHolAE |p F4AE FA4 3 £ d= YEYa A=
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AEH o] =YYtk VIANIF JIHFo|~E AAds7] Ao dld VIAN =
A& oretlt) VIANIF QlE#Ho] A~ Ego=z ~A9x+= o2 YEYa AF
A9} EAlsE = g5y

13.1 IPv4 Management and Interfaces

13.1.1 IPv4 Interface

Instructions:
1. 24 Egd A “Routing > IPv4 Management and Interfaces > IPv4 Interface”&
A B3}l IPv4 layer 3 interface Ao Sl

IPv4 Interface Table

Q

| Interface | IP Address Type | IP Address | Mask | Status |

0 results found.
| Add || Delete |
AddIPv4Interface
N
Interface
Loopback
Address Tg,fpeE e g;‘::imic
! IP Aclcl'r:"-;
Jetwork Mas |
Mask
_______________________ Prefix Le | 0
Apply H Close
4 g%e dhed geyth
S B
VLAN VLAN ID
Loopback Loopback 1] o] 2~
Address Type Dynam|c A H o] 2=9] IP 425 DHCP oA dH5Y
Static; SIE|#Ho]~9] [P 45 522 JEdFYh
IP Address SlE H o]~ IP F4
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Mask olE]Hlo] 29 TP F49] netmask

13.1.2 IPv4 Routes

Instructions:

1. &4 Ego] A “Routing > IPv4 Management and Interfaces > IPv4 Routes’=
A B3} 3L, IPv4 static route interface A7 3hwe] Eoj 7ty

|Pv4 Routing Table

Q

| Destination IP Prefix | Prefix Length | Route Type Next Hop Router IP Address | Metric | inistrative Distance | Outgoing Interface
192.168.2.0 24 Directly Connected MGMT VLAN®

[ Add [ Edt | Delete |

Add IPv4 Static Route

———————————————————————————————————————

IP Address
& Network Mask
Mask
Prefix Length 2
""" Next Hop Router IP Address |
"""""""""""""""" Metric | |1 255, de
[ Apply H Close ]
T4 Ee g 2adh
= e
IP Address A P AIHE
Mask A% [P vtA~=
Next Hop Router IP | 5 & 2F5-H9 IP 4
Address
Metric HESLZ & 7l E
13.1.3 ARP
Instructions:

1. &4 Eg|o A “Routing > IPv4 Management and Interfaces >ARP"S ¥} 3}l
ARP table entries A7 3t}
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ARP Entry Age Out | 1200 Se 2 efault 12
P 1o A
| Clear ARP Table Entries |  DYMamic
i i Static
® Normal Age Cut
[ Apply ][ Cancel
ARP Table
| Interface | IPAddress | MAC Address | Status |
WLAN 1 192.168.0.20 00eD:4c2e2edd  Dynamic
WLAN 1 192.168.1.15 00eD:4c2e2cdd  Dynamic
VLAN 1 192.168.1.71 D4:d4.c4:49:63:fb  Dynamic
WLAN 1 162 168.1 .80 b0:Gebfchde:ia  Dynamic
Add ARP
VLAM (1 ¥
Interface
IP Address
MAC Address
Apply H Close
= [e) 2=
T4 FE2 vy gaud
74 B EE
Interface VLANIF 1E] s o] 2
IP Address AEHo] 2~ Ao]Egole} sddt HESA MIIHUEZY
IP+4
MAC Address [P F240f digdst= MAC =4

13.2 IPv6 Management and Interfaces
13.2.1 IPv6 Interface

Instructions:
1. &4 Eg 4] “Routing > IPv6 Management and Interfaces > IPv6 Interface”=
A B3}l IPv6 layer 3 interface 2o Szt
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_______________________________

[ Appy [ camce |
IPv6 Interface Table
Q |
0 results found.
Add J[ Eai || Delete

Add IPv6 Interface

; ® VLAN | v |

() Loopback

i |« Enable

| (0- 600, defautt 1)

DAD Attempts |1

: Stateless | [ | Enable

86400

| (86400 - 4204967204, default 86400)

Information Refresh Time

Minimum Information Refresh Time |ED[]

| (600 - 4294967294, default 600)

Apply ][ Close

T4 g5 g3 ZEyTh

T4 & A

VLAN VLAN ID

Loopback Loopback 1] o]~

Auto Configuration A= A A9

DAD Attempts ZE F4 7HA(duplicate address detection)S 93l ©]$-
87 WAATY AFEE= S5 AF

Stateless Stateless A& T+

Information Refresh | A% +4 7341 A| 7k

Time

Minimum A s A A 73 AR

Information Refresh

Time
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13.2.2 IPv6 Address

Instructions:

1. &4 Eg]o A “Routing > IPv6 Management and Interfaces > IPv6 Address’=
A B3} aL, IPv6 address A Aol Eo iyt

IPv6 Address Table

Interface |WVLANS v

Q
| IPv6 Address Type IPv6 Address IPv6 Prefix Length | DAD Status |
Link Local fe8l:1e2a:a3ffeld:24 64 Tentative
Iulticast fi2::1
IMulticast fril1::1

Add ] [ Delets

Add IPv6 Interface

Y Interface | VLAN S
r_““““““"““““"_15 & Global
IPvG Address Type Link Local
IPv6 Address |
Prefix Length 28
| EUI-64 | Enable

T g 4]
Interface VLANIF A7

IPv6 Address Type Global: Global IPv6 address
Link Local: Local IPv6 address

[Pv6 Address IPv6 address
Prefix Length Prefix of IPv6 address
EUI-64 EUI-64 €43} B+ v s}

13.2.3 IPv6 Routes

Instructions:
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1. &4 Ego| A “Routing > IPv6 Management and Interfaces > IPv6 Routes’=
MBS}l |Py6 static route Ao S0l 7y )

IPvé Routing Table

Q

| Destination IP Prefix | Prefix Length | Route Type | Next Hop Router IP Address | Metric Administrative Distance | Qutgoing Interface
0 results found.

[ Add ][ Eat || Deete |

Add IPv6 Static Route

T ipveprenx |
s —
" Next Hop Router IP Address |

T4 g5 g3 ZEyTh
T4 &5 Ay
IPv6 Prefix =2 2] |Pv6 address segment
IPv6 Prefix Length £ 2] |Pv6 address prefix

2]
Next Hop Router IP | t}2 & #-$H9 IP +4&
Address
Metric HESL T & 7 E

13.2.4 Neighbors

Instructions:

1. 94 EFoA “Routing > IPv6 Management and Interfaces > Neighbors’S
MBIl IPv6 neighbor table & A4 3kal golgh )
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i,.....-.--.________.--.--.....,E Al
i ) ! (0 Dynamic
| CIeaerghhurTableE @ Static
P NIA
[ Apply H Cancel ]

IPv6 Neighbor Table

Q | |

| 0 results found. |

| Add || Edt || Delete |

Add Neighbor

Interface | VLAN |1 ¥ |

IP A-ddres;E | |

Haﬂ.:(-:-.!-l-ddresgi | |

T4 g5 g3 ZEyth

T4 35 A

Interface VLANIF 1 3| o] =

IP Address 2 UES A AW ES] |IPv6 address
MAC Address IPv6 address ©ll al & &F+= MAC address

14 Security

14.1 RADIUS

Instructions:
1. &4 Eg]o| A “Security > RADIUS"S

2 el

A |

128
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Retl]r; 3 | (1-10, defautt 3)
Timeout| |3 | sec (1-30, default 3)
i Key String ; | |

RADIUS Table

Showing entries Showing 0 to 0 of 0 entries Q| |

l 0 results found. I

[ First | | Previous | |1 | Next| | Last |

| Add || Edit || Delete |

Add RADIUS Server

! : ® Hostname
Address Type | ) IPvd
. IO IPvE

Ser-\'(-e-r_Address- I | |

Server Port | 1512 | (0- 65535, default 1812)

) Pnontv | | (- 65538)

Use Default

L]

Use Default

g
g
®

e (1-10, default 3)

| |# Use Default

=
3
]
5]
=
=

|3 Sec (1 - 30, default 3)

() Login
Usage ! ) 802X
- All

T gEe thes guun,

T4 a5 A

Address Type ol wel TAE olF IPv4, IP6 & AEdE
A5

Server Address 28 2] P address
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Priority 9 H]) 2 priority

Key String secret key(RADIUS A ¥ &} 2=9] %] 1ol F)

Retry AdE S5

Timeout 8F QA% Ao RADIUS AHlel S-S 7ty

Al ZF

Usage ARE AU L

14.2 TACACS+

Instructions:

1.9 EgolA “Security > TACACS+"S A®3}al, TACACS+ 274 3}dol
S0yt

-------------------

___________________
___________________

___________________

| Sec (1 - 30, default 5)

TACACS+ Table
Showing entries

Showing O to O of 0 entries

Q | |

l 0 results found. l

| Add || Eai

|| Delete |
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Add TACACS+ Server

.........................

| @ Hostname
Address Type ; IPvd
IPvG
Server Address
Server Port | |49 D - 65535, default 49
Priority: | | (D-65535

_________________________
—————————————————————————

i [# Use Default

_________________________
—————————————————————————

i ¢ Use Default
Timeout |

.........................

T4 5 os5d EEyh

T4 & Ay

Address Type ol wel TAE olF IPv4, IPe & A8

AHFYT

Server Address 23 9] |P address

Server Port 18] 2 port

Priority A1H] 2~ priority

Key String secret key(AH &} =91 2] kel & r)

Retry A5 34

Timeout 87 AdE del A Y SHE 7Ive = ARt

14.3 AAA

14.3.1 Method List

Instructions:

1. 84 Ego|A “Security > AAA > Method List"S A1 ®&}al, method list ©l
Sk
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Method List Table

Showing entries Showing 1 to 1 of 1 entries Q | |

l[l default (1) Local |

First | | Previous | (1) | Next| | Last |

| Add || Edt || Deete |

Add Method List

_________________

_________________
—————————————————

| ® Empty
I () Mone
() Local

) Enable
1) RADIUS
i () TACACS+

_________________
_________________

| ® Empty
() Mone
' Local
() Enable
1 () RADIUS
) TACACS+

_________________
—————————————————

| ® Empty

I () Mone

() Local

() Enable
1) RADIUS
i () TACACS+

_________________
_________________

| @® Empty
1 () Mone
() Local
() Enable
1 () RADIUS
i) TACACS+

_________________

= = =
o = o
=3 = =3
=) =] =)
& =3 &
w R =

=
=
=
o
=1
-~

T4 g5 g3 ZEyTh

T4 e Ay

Name Method ©]&

Method 1-4 Empty: Method H]&d 8}

ek,
g Apgstel

None: oF 2t glo] AF&A7 QIS H ==
Local: =74 AREA A dlolE o]~
ASHES o

Fnable: =7 @43 <45 dHolguo]~E  AL&3l]
ASFYTt.

RADIUS: €174 RADIUS AW & AL&sto] ATt
TACACS+: ¥Z TACACS+ AHE AR&ste] 5Tt
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14.3.2 Login Authentication

Instructions:
1. 84 Ef oAl “Security > AAA > Login Authentication”S 1B}l login
authentication 3} Eoj 7t}

................

| Console | |default

________________
................

Telnet | | default

________________
................

SSH{ |dsfault v | (1) Local

________________
................

HTTP | |dsfault

________________
................

| HTTPS| |default

________________

-

(1) Local

-

(1) Local

-

(1) Local

-

(1) Local

14.4 Management Access

14.4.1 Management VLAN

Instructions:
1. &4 Eg]o| Al “Security > Management Access > Management VLAN"& A B8} a1,
management VLAN ©l| Eo] 7t}

—————————————————————————————

v | 1 - default T
Management VLAN :

L

T

L

3

!

L

L

"]
i)

[

T

_____________________________

14.4.2 Management Service

Telnet A|H]2 A7 .
1. &4 EgoA “Security > Management Access > Management Service’=
A B8} management service ol £yt
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2.5

Console

Telnet

Enable
[] Enable
Enable
[] Enable
[] Enable

[10 Min (0 - 65535, default 10)
[10 Min (0 - 65535, default 10)
[10 Min (0 - 65535, default 10)
[10 Min (0 - 65535, default 10)
[10 Min (0 - 65535, default 10)

SSH A2 AA ¥Hhi:

Eg oAl “Security > Management Access > Management Service's

A B 8}al, management service ol & 7HU T},

Enable

(]

Enable

4

Enable

4

Enable

O

Enable

O

10 | Min (0 - 65535, default 10)
10 | Min (0 - 65535, default 10)
10 | Min (D - 65535, default 10)

HTTPS AH|& A W:
3. 94 EgoA “Security > Management Access > Management ServiceS
B 8}a1, management service °l S 7tk
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4. A

Console

Telnet

[] Enable

Enable
Enable

[] Enable

|10

SNMP AMH|A A ¥y
E 2] o) A

Min (0 - 65535, default 10)
Min (0 - 65535, default 10)
Min (0 - 65535, default 10)
Min (0 - 65535, default 10)

Min (0 - 65535, default 10)

B 8}al, management service °l £ 7 th

“Security > Management Access > Management Service"S

________________

________________
________________

________________
________________

________________
________________

________________

————————————————

________________

& 0O & O 0

Enable
Enable
Enable
Enable
Enable

14.4.3 Management ACL

Management A{H]2o ACL & Wi

management ACL | Eo] 7t
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———————————————————

___________________

Management ACL Table

Showing entries Showing O to 0 of 0 entries Q | |

l 0 results found. l

First | | Previous Mext | | Last

[ Active l[ Deactive ][ Delete ]

2.9 EZoA “Security > Management Access > Management ACE”, enter
management ACE interface as follows:

Management ACE Table
ACL Name
Showing entries Showing 0 to 0 of 0 entries Q| |

0 results found.

[ First | | Previous | | 1 | Next| | Last|
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___________________

___________________

Service

———————————————————

Port |

___________________

1 Available Port

All
Hitp
Hitps
® Snmp
S8H
Telnet

Permit
& Deny

Selected Port

GE1
GE2
GE3
GE4
GES
GEG
GET
GES& -

s All
IPvd
IPvE

(1-128)

s 473

ACL Name ACL °l&

Priority ACL Priority

Service 8]~ B Y

Action Match action

Port ACLo] #&4 XE
IP Version IP Address W %
IPv4 IPv4 address

IPv6 IPv6 address
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14.5 Authentication Manager

14.5.1 Property

802.1x / MAC / WEB ¢1= UEYIa AA~A Aol Global AAE
g sy o

Instructions:
1. &A1 Eg]o|A] “Security > Management Manager > Property’2 A E®3}aL, global

Aol Solghch

ir-“-““““""““““““““““1% o 802 1%

E Authentication Typei [ | MAC-Based

I I [ WEB-Based
i,::::::==============================4i | enable
ﬁuestVLANi El

| MACBased User ID Format | | XX00000000GK ¥

Port Mode Table

O 1 GE1 Enabled Disabled Disabled Multiple Authentication 802.1x RADIUS Disabled Static
(] 2 GE2 Dizabled Disabled Dizabled Multiple Authentication  802.1x RADIUS Dizabled Static
O 3 GE3 Disabled Disabled Disabled Multiple Authentication 802.1x RADIUS Disabled Static
(] 4 GE4 Dizabled Disabled Dizabled Multiple Authentication  802.1x RADIUS Dizabled Static
O 5 GE5 Disabled Disabled Disabled Multiple Authentication 802.1x RADIUS Disabled Static
(] 6 GEB Dizabled Disabled Dizabled Multiple Authentication  802.1x RADIUS Dizabled Static
O 7 GE7 Disabled Disabled Disabled Multiple Authentication 802.1x RADIUS Disabled Static
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Edit Port Mode

GE1
802.1x
MAC-Based
WEB-Based

® Multiple Authentication
Multiple Hosts
Single Host

MAC-Based 802 1x
WEE-Based

QOrder

Method |

Available Type Select Type

Available Method Select Method
Local RADIUS

| Guest VLAN | Enable

i i Disable
. VLAN Assign Mode : Reject
i | (@ Static

r
'
'
'
'
'
i
]
]
]
]
]
i
i
i
'
'
'
'
'
i
i
i
i
i
i
]
]
]
L

Authentication Type | Port authentication type
Host Mode Multiple Authentication: ©] REdA = 2E Zglo]AET}
MEA 0w T HAAE FHs)oFgy T

Multiple Hosts: ©] REEeA & sl Zgpo|dE w/F
AsstHE L o SHodEE T3 A~ AS

ZHAE U o,

Single Host: ©] RE=oA = alvhe] S2E vk 915 &
AEHT HAY S2E S 1 2 74" ts s

mre BAg

Order Match action
Method X E <215 method
Guest VLAN Guest VLAN

139



IRAE

INFORMATION TECHNOLOGY

MR-0402P series

NETWORK SWITCH - User Manual

VLAN Assign Mode

X E RADIUSVLAN &9 2=

Reject : VLAN 915 AHE dom AL&3AAIQ. 28y
VIAN S5 Au7gles 4A$ ITXREE AR
Agto|§li= AE= wHEY T

Static : VLAN ¢l ARZE dom AFEIAAI Q. VIAN
A5 AERIGE AT E2E9  dHW VIAN &
AU T

14.5.2 Port Setting

Instructions:

1. &4 Eg] oAl “Security > Management Manager > Port Setting” =

setting ol o134yt

Port Setting Table

& A Sk, port

a 1 GE1 Disabled Disabled 256 3600 60 &0 30 30 30 2 3
=] 2 GE2 Disabled Disabled 256 3600 60 60 30 30 30 2 3
a 3 GE3 Disabled Disabled 256 3600 60 60 30 30 30 2 3
=] 4 GE4 Disabled Disabled 256 3600 60 &0 30 30 30 2 3
(=] 5 GE5 Disabled Disabled 256 3600 60 60 30 30 30 2 3
[m] 6 GE6 Disabled Disabled 256 3600 60 60 30 30 30 2 3
a 7 GET  Disabled Disabled 256 3600 60 [ 30 30 30 2 3
Edit Port Setting
.
. Port| GE1-GE2

Reauthentication

Inactive

TX Period

Supplicant Timeout

Server Timeout

Max Request

Max Login

@ Disabled

() Force Authorized
() Force Unauthorized
) Auto

| Enabls

| (1-256, default 256)

30 | sec (1- 65535, default 30)
30 | sec (1-65535, default 30)
30 | sec (1- 65535, default 20)
2 | (1-10, defaut 2)

| 3-10, defautt 3)

3600 | sec (300 - 2147433647, default 3600)
60 | sec (60 - 65535, default 60)
60 | sec (0- 65535, defauit 60)
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T4 A5 s 2EyTh

T4 A A

Port Port &=

Port Control Force  Authorized: XE7}  ZA 2AFHL EE
ZeolAET UES A AM2~ 3 5 FUH
Force Unauthorized: ZE7} A= 515 A] gk,
Auto: MESA AAAS 971 e 5 dA 53
Ao

Reauthentication XE AAF A3}

Max Hosts = o= HE9o XE HUY ITAE F

Reauthentication 24 dolguel~ T dZF AT AWA A AT
AIZES @98tA &2 FS XE A JdSs 717 #
(49 %)

Inactive X E v&A A Az 3

Quiet IE ZFA 71 %

TX Period FXE 802.1x EAP TX 713t 3k

Supplicant Timeout | X E AlA =z} AJ7F =3} 2k

Server Timeout EE 8021x AW Az 23 gk

Max Request ¥ E 802.1x X H EAP &7 #

Max Login FE § S5 Hd =19 A= Sl

14.5.3 MAC-Based Local Account

Instructions:

1. &4 Eg]o| Al “Security > Management Manager > MAC-Based Local Account”&

Hejste] Ao Sojghck
MAC-Based Local Account Table

Showing | All | entries Showing O to 0 of 0 entries Q
Timeout (Sec)
MAC Address | Control | VLAN
Reauthentication | Inactive
0 results found.
; First | | Previous | | 1| | Mext | | Last
Add || Edt || Delete
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14.5.4 WEB-Based Local Account

Instructions:
1. &4 Eg oAl “Security > Management Manager > WEB-Based Local Account’&

MeElste] Aol Sol

WEB-Based Local Account Table

Showing entries Showing 0 to 0 of 0 entries Q |
0 results found.
—|————= [First| | Previous | |1 | Next| | Last|
14.5.5 Sessions
Instructions:

1. ¥4 EgloA “Security > Management Manager > Sessions’S Al€l3}e],
session & gl

Sessions Table

Showing entries Showing O to 0 of 0 entries

0 results found.

First | | Previous Next | | Last

Clear ][ Reiresh

14.6 DoS

14.6.1 Property
DOS &4 A% sHS ZAdstste] 29AE o tdsA eyt

Instructions
1. &4 EgoA “Security > DoS > Property’s 418sle] “DoS Global
Configuration”®ll S 7t}
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POD Enable

Land Enable

UDP Blat Enable

TCP Blat Enable

DMAC = SMAC Enable

Null Scan Attack Enable
X-Mas Scan Attack Enable
TCP SYN-FIN Attack Enable
TCP SYN-RST Attack Enable
ICMP Fragment Enable
Enable

TCP-SYN
Mote: Source Port < 1024

Enable

Note: Offset = 1

TCP Fragment

Enable IPv4

Ping Max Size Enable IPv6

|512 Byte (0 - 65535, default 512)
Enable
TCP Min Hdr size
20 Byte (0 - 31, default 20)
Enable
IPvé Min Fragment
|1240 Byte (0 - 65535, default 1240)
Enable
Smurf Attack
|{] Netmask Length (0 - 32, default 0)

14.6.2 Port Setting

kel

LE 7]HEo. 2 DoS

o

A gols 43 gy,

Instructions
1. B4 Eg] o)A “Security > DoS > Port Setting”& A1 &

Yk

ool
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Port Setting Table

Disabled

Disabled
Disabled
Disabled

2. XEE Agsla “gditdte] DoS &2 WolE 243 gy
Edit Port Setting

Port: GE1
State Enable

Apply ] [ Close

14.7 Dynamic ARP Inspection

14.7.1 Property

Instructions
1. &4 Eg] oA “Security > Dynamic ARP Inspection > Property’2 X €13}1L, global

Ao Eodh

_____________

| State | | | Enable

[l Available VLAN Selected VLAN
i | VLANT - -
' | [VLAN S

VLAN

_____________

2. XEE A¥Eta “gdit'ste] X E AA | Sojziy)
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Port Setting Table

Disabled Disabled Disabled Disabled Unlimited

Disabled Disabled Disabled Disabled Unlimited
Disabled Disabled Disabled Disabled Unlimited
Disabled Disabled Disabled Disabled Unlimited
Disabled Disabled Disabled Disabled Unlimited
GEG Disabled Disabled Disabled Disabled Unlimited

O0O0O0OO0oO
L= S B S I S R

Edit Port Setting

T port! GE1-GE2
rus [ Enable
“Somrce MAC Address | [@ Enable
ne'ét]ﬁé&l;h'iiiffiéiire ,«.'“: (] Enable
T [ Enable
IP Address |
E Allow Zero (0.0.0.0)
Rate Limit | b ] eps(1-50 default0), 0 is Uniimited

14.7.2 Statistics

Instructions
1. ©4 Eg o)A “Security > Dynamic ARP Inspection > Statistics” = 41E13}aL, DAI
FAE Yk

Statistics Table

D DDOoDOoDoDOo

e B N L S T

o)

m m

m
0 o o o o o o0
0 o o o o o o0
b= == R == == R = = R == R = |
b= IR = = R s R s s R s |
o0 0 o0 oo oo
o o o o o o Q
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14.8 DHCP Snooping

HeMS f8) WEYa #eAs JAHYS AEsks AR P FAE Y
DHCP AHollA] AL 1P F49 TAES MAC T4 1+ IAE Feldof
AHFUTH

292 UEYA AFeA Bk DHCP Heolg F3 AH&A9 IP F4E 7
T AdFHT

292 "oy ¥3 AlSolA DHCP &3S F3 DHCP WAIAE EUEHsIaL
AFEARY] TP FAE VIS T 5 AdFUth g UES A A DHCP AW E
AREAFN Al Z3EE P FAE olold g FUTh AFEAE A Q1 DHCP AH &
Z8 P 42 W 8 = QEE DHCP A% He HAYELE XEE AF
YE9 H] AF ¥Y¥EZ Uyt

Trust Port = $HZA <l DHCP AHE AH T

ZEfoldES gulE 1P 425 Fst7] fd 41 ¥ DHCP #HAIA]
Untrust Port = ZE¥ DHCP AWE dAAIgYtT A

Auo A =41 & DHCPACK ¥ DHCPOFFER HAA|:= ZEH P 45 WA
& #H71g Y.

Bl

5]
1

ok _ll'ﬂ.]
4 H

U
%

DHCP Server

DHCP Client DHCP Client

Internet

Eth1/0/1

Switch A Switch B
(DHCP Snooping) (DHCP Relay)

DHCP Client DHCP Client
DHCP Snooping ¢ &RFA QI U EL

Uy WM DHCP MMM 1P F4& % AEA MAC F2E5 7HA
AHgE Yt

® DHCPREQUEST HA|A] 533

® DHCPACK WA|#A] 253

fo
rlr

ol
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14.8.1 Property

DHCP Snooping &4 3}

Instructions:

1. &4 Ego A “Security > DHCP Snooping > Property’2 A #1gt} DHCP

27 QEHelaE ZEY FAY XE FAHoRE gyt XE FAA
A4 LES desta g go] AR HARE FAgYTh

i State | [ | Enable

[ Avsilzble VLAN Selected VLAN
! | VLANT % n
: 1 IVLAN 10

! | 'VLAN 100

| VLAN|

i i

Port Setting Table

Q | |

J 1 GE1 Disabled Disabled LInlimited
] 2 GEZ2 Disabled Disabled LInlimited
| 3 GE3 Disabled Disabled Inlimited
O 4 GE4 Disabled Disabled Lnlimitad
J 5 GE5 Disabled Disabled Inlimited
] 6 GEG Disabled Disabled Inlimited
] 7 GEY Disabled Disabled nlimited
O 2 GE2 Disabled Disabled Lnlimitad

Edit Port Setting

Port| GE1-GE2
Trust{ [ | Enable
Verify Chaddr | [ | Enable

Rate Limit |0 pps (1 - 300, default 0), 0 is Unlimited

Apply || Close |

147



INFORMATION TECHNOLOGY

MR-0402P series

NETWORK SWITCH - User Manual

74 Fue ke gyt
w4 35 EE
State DHCP =3 &3t 9 v &3}
VLAN DHCP =3¢ &3k VLAN ¥
Port DHCP 39 XE W3 T4
Trust EETF AIE XEQA of i
Client Address | ZE}o]AE Faol tidk A HAF AFE o5
Inspection
Rate Limit XEV} £ AjkE Asstal ghs A A o
2. AT T FEe AR
3. “Apply” 3tal v o] mpH YT
Port Setting Table
Q|
| Entry | Port | Trust | Verify Chaddr Rate Limit
] 1 GE1 Enabled Enabled 100
[l 2 GE2 Enabled Enabled 100
O 3 GE3  Disabled Disabled Unlimited
| 4  GE4 Disabled Disabled Unlimited
14.8.2 Statistics
Instructions

1. &4 Eg]o| A “Security > Dynamic ARP Inspection > Statistics”2 41 €]3}], DHCP

Snooping &A1 0@
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Statistics Table
Q |
O 1 GET 0 0 0 0 0
(] 2 (GE2 0 0 0 0 0
O 3 GE3 0 0 0 0 0
(] 4 BBE4 i} i} i} i} i
O 5 GES i} i} i} i} 0
O = i} i} i} i} i
O 7 GET i} i} i} i} 0

14.8.3 Option82 Property

UEL A9 AP DHCP AlHjel oJ&f AgAt+= Zxd IP F45F €5 F
AFHTE DHCP =473 Ko WAYFLS A<l DHCP AHE 3 =2
A-&3F7] ¢ sh iE§ Trust Port ¢} Untrust 2EZ 54t}
® Trust Port &= W3 DHCP AHE AtEH o= AZAFYh 4% DHCP
HAIA & HdEste] DHCP FEFo|AES] &ulE |p 425 BAYTh
® Untrust Port © &% DHCP AWE dAZFYL AFE 4 gle XEJA
DHCP AH7} &3 DHCP ACK % DHCPOFFER HWIAIA= ZEHE Ip F+4AE
w287 sl AbAlg Yo
A 82 = DHCP EwteldES HAE 7I=8k= DHCP A Ae] Hee]
ool HE AW FMJUth DHCP Ho] (& DHCP &% FX|)7} DHCP
ZEloldEoA DHCP MHWZE AHd 24 WARAE Falshd BEAE
82 & F7l5to] DHCP ZEolEE 2x HoH H|E 55 Ao & & °‘*HE‘r
Fa g ggrg fdd g BAe usd ZFUTh P A 2 7)E
7] WS s Ao mE §4 82 & A Wdhi= ABellA § d Yt
w4 82 ol Hu 255 9] k9 sAo] AEFHE
Aol®l A5 st ool a9 Aol Ao EHojofgy
k9l w49 94 D 9 S F 7HA sk & |
RFC 3046 ©] &4 82 JA4S Hd3lstA Zalr] wio AxPdA=
AREA o2 J“’Oﬂ w}ﬁ} 45 AFUs DHeP # %

Al

M
dd A= 3= D
g}

519 %*d 1: DHCP ZoolAETE Bl 84 WAIAE FAlEE EES VIAN
2 2E Qd~ (XE 24 MEdA] 1S5 W gh.
® 319 &4 2 : DHCP Client Request WAIX|E F4l35l= DHCP Halo] &x]9

~—
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Option 82 ¢] DHCP Zd¢] X { HwFIF
DHCP Z&}olAdE7} DHCP H#olE &3l DHCP AlHA P F

b
i

H55 Bge 7)RH 0% DHCP AulelA s Ig3 A w1,
ZaaAY, A8 2 4% wA7t AEAAUD DHCP Delele] A AAUZS

o 2ol gyt

(1) DHCP HdlolE 441 ¥ DHCPREQUEST WA Aol 4 82 &

et A 2 g

o & 54 82 WAAe A
82 = wA T 99 &
Ay

o 4 82 7IglE WAIAe] A9 DHCP ol Al WAIAE DHCP A HI
F7bstar AEg ot

(2) DHCP Zd o] DHCP AW oA S HA|XoA A 82 & HAYYLL.

Jﬂ

5}0) 5} 12

]
=2

- DHCP ZHelol= 74 A& (AHA, Halol &4
A 82 ANl wek M gk ok DHCP AW =E

(0 Description:

DHCP Z&lo]9lE+= DHCPDISCOVERY wIAIA$} DHCPREQUEST WAIA=
AEdUch DHCP "oy 27 wAIA o digh A=AA ] DHCP AW A
HAYZFo] T27] wZel F WA S4 82 & F/HEUT dF FA =
DHCPDISCOVERY WIAIX|el A JFA 82 & st ©E & X= DHCPREQUEST
H A Aol A A 2] T},

DHCP =3 9 &4 82 7|5ox FA4E 29X+ DHCP ZEeldE B
4 82 ¢ &7 DHCPREQUEST HWAIAE A1t} DHCP i—LrJéL o} st
T4 A A= e 54 Ul wet g AP WAYSES AU

Instructions:
1. &4 Eg oA “Security > DHCP Snooping > Option82 Property”
EZES AR B edit T

o

S
)
ol
K

-------------------

User Defined

___________________

---------------------------------------------------------------------------------------------------------------
_______________________________________________________________________________________________________________

-------------------

___________________
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Port Setting Table

Q
| Entry | Port | State | Allow Untrust
1 GE1 Disabled Drop
2 GE2 Dizabled Drop
3 GE3 Disabled Drop
4 GE4 Disabled Drop
5 GE5 Disabled Drop
6 GEG6 Dizabled Drop
7 GET Disabled Drop

Edit Port Setting

Port! GE1-GE2
State | [ | Enable

O Keep
Allow Untrust| (® Drop
(O Replace
Apply || Close |
T AR et 2Edr
A A R
Remote ID 4 82 9 94 D 225 ASHAL (o - AFEA
o] XXXX).
Port A

829 XE H3g FAs} ofF
Untrust Port Access | Untrust Port © w41 82 7F €433t & el A HAAE
SEEEE

Maintaining : MA Aol $A4 82 & Adl=Fi A
Discarding : "l A A #]7]

Replacing : 3 & ID Aol uwgt wAIxe] 4 82
Ao g WAk gy

&4 82 I=E 2 D £ 97 D 89 &4
=4 #Agl0] AEHor EE B 74 @ |
AHEAE EAL ZolA DHCP &4 82 & FAsIoRR u}, Ex oW DHCP
MW 2 A5 @ DHCP WA Al 54 82 7F AEE A FHyh

DHCP AWelA DHCP &% HWAIAE FAalshd 54 82 7F x3st & HA| X7}
Aes 2h4 3 3 ALHAY AR §4 g2 7 TFHA &2 4§ AA

4y o
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Ayt

2.7 Y T4 FES AP

g
3. “Apply” 3hal the) el nhEvIEh.

User Defined
Remote ID

|aaaaa

Port Setting Table

Q]
L ety | Port | stte | MlowUntnst| ]

GE1 Enabled Replace

] 1

] 2 GE2 Enabled Replace
] 3 GE3  Enabled Replace
] 4 GE4  Disabled Drop
] 5 GE5 Disabled Drop

DHCP 233 dut F49 13

ol 9} o] ~$1A ELE GE1-5 = DHCP AHo] A% ¥E GE1-1, 2, 3 &

DHCP Z&}o]AE A B, Col Z+zt dZAag )

® 31X oA DHCP 2~ 7ES A8y}

® GE1-5% DHCP 2739 4lF TEZ HA3c)

o 9 FH 82 AY 7|sg AU XEE T3 E=% GE1-3
A A 2 D 2 94 D 9 & FAel o M 82 &
A A2

ol
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Network Diagram

‘ DHCP Server

gel/5

Switch
DHCP Snooping

gelfl E].f3

gel/2

!

Client A Client B Client C

Configure DHCP snooping to support Option 82

Instructions:
1. &4 Egol|l A “Security > DHCP Snooping > Property”S A 8l&to] 7] 53 243}

Syt

i State | |« Enabls

f ! Available VLAN Selected VLAN
| 5 . VLANT -
; ; VLAN 10

i | VLAN 20

| VLAN

2.GE1-5 & DHCP 2% A7 ¥eER AAsu 3 7L 49 3 F
57 ol "Edit"gyth
Port Setting Table
O 1 GE1 Enabled Disabled Unlimited
(0] 2 GE2 Enabled Disabled Unlimited
J 3 GE3 Enabled Disabled Unlimited
0 4 GE4 Enabled Disabled Unlimited
O 5 GE5 Enabled Disabled Unlimited
3. &4 Eg|dlA “Security > DHCP Snooping > Option82 Property’ S A1 EBia}ar,
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YEE AAFYUY “Apply’ste] vyt

User Defined
Remote ID

Iaaaaa

Remote ID | aaaaa

Port Setting Table

Disabled Drop
Disabled Drop

Enabled Replace

Disabled Drop

Disabled Drop

4.574 82 oA 3 D B AAY F JEF EE GE3 oA AAFYUC B4
Eg]ol A “Security > DHCP Snooping > Option82 Circuit ID” °lA XEZ
A G
Option82 Circuit ID Table
Showing entries Showing 1 to 1 of 1 entries Q]
P
[ A || Eat || Detete | (Fist] CPrevious ] [ (Nex] (Lest]

14.9 IP Source Guard

IP 22 7F= (IPSG)E IP/ Mac 7IHHe] X E Ejy Y 7]&2 LAN A P
Th 23 FAS A T F AFYEIPSG © 2 AT UE T Ude= Huld
gLl P T A H on], Agolgls 47}

Ao ARE P Fa5 F VEGI Azt WESAE T8

,E__
=

= o~ P
AO]’E—l 2‘3_:}_- T 9»1]\1:1 1:]'

ol ﬂJIO

14.9.1 Port Setting

Instructions
1. & Eg] oA “Security > IP Source Guard > Port Setting’S A ¥l3}aL

A Eolghet

b
[
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Port Setting Table

Q

| Entry | Port | State | Verify Source | Current Entry | Max Entry
1 GE1 Cisabled | 0 Unlimited
2 GEZ Disabled | 0 Unlimited
3 GE3 Disabled |F 0 Unlimited
4 GE4 Disabled |F ] Unlimited
5 GE5 Cisabled | 0 Unlimited
6 GEB& Disabled |= 0 Unlimited
i GE7 Disabled |F 0 Unlimited
A GFA  Nisahled = 0 Unlimited
Edit Port Setting
T Port| GE1-GE2
--------------- State| || Enable
Verify Source * :E—MAC
MaxEntryi 0 1 - 50, default D), D is Unlimited
Apply ][ Close
T g oy EEUnh
T g A4
Port Port &5
State IPSG &/ds} H= v &3t A
Verify Source Z1E P A2 7= FH A2 P T4 "IP-MAC'E A&
P F2ETE ol A2 MAC T4% ZEHIYTH
Max Entry ey HY XE

14.9.2 IMPV Binding

JH o 353 AREAL (DHCP SEFelEY) ofd
8Fal DHCP 874 WIAAE A8t 5 YEAAE
]l DHCP AH&AF UESRAES ARgshd Het

DHCP WIE A IP 425
AH&2h= DHCP ABlE =W
4 2 5 dsyd 3
Aol =& 2 5 U5
DHCP =3 wield HolaollA Ads <QEHel~s 7bem 4# MAC

FEe BYstE ol AL PAT + dwdh 19 thg FHE RE
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DHCP AR&xfel sidsli= DHCP %3 wiRlY Heol=& 7|te= WHE&
Aeor Adystel A MAC FHE At A Iz FF FE g
Ieg HlEAs YT 22 MAC 2 AA MAC FEI dAEE s
AH ol 2E T3 55 5 hFUTh whebA H DHCP AR&ARS] 7 A A7t
FEoR 74T 44 MAC FE wAAwt FI3 @& 9l yeAs

A7) H U

Instructions:
1. &4 Eg]o| A “Security > IP Source Guard > IMPV Binding” & A1 813}aL, “Add" &}
A 2 IP-MAC-Port-VLAN v}o1Y 188 F7Fgydh

IP-MAC-Port-VLAN Binding Table

Showing entries Showing 0 to 0 of 0 entries Q]

|| Port | VLAN = MAC Address | IP Address  Binding Type Lease Time |
0 results found.

First | | Previous | |1 | Next | | Last

| Add || Edt || Delete |

Add IP-MAC-Port-VLAN Binding

port| [GE1

VLAN (1 - 4094)

IP-MAC-Port-VLAN
IP-Port-VLAN

MAC Address

|
Binding %

|

|

IP Address 1]255.255.255.255

Apply H Close ]

T 3B g gy

T4 35 A

Port el 1w XE WS
VLAN HEIE gk VLAN ID
Binding vl A4

MAC Address | MAC address HF19

IP Address IP address H}QIY

2,809 74 FES dEdyh

3. Apply” &FaL th&3 o] mpguyrt
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IP-MAC-Port-VLAN Binding Tabl
Showing entries

e

Showing 1 to 1 of 1 entries

Q|

| Add || Edit ||

Delete J

4. GA Eg]ol A “Security > IP Source Guard > Save Database”S X834 database

AE o] 20l Stk

]| Port | VLAN | MAC Address | IP Address Binding | Type Lease Time
] GEf 1 00:00:11:11:2222  192.168.1.123/ 255.255.255.255 IP-MACPort VLAN  Static  N/A
First | | Previous | |1 | Next | | Last

—————————————————————————

_________________________
_________________________

_________________________
_________________________

_________________________

£

(D
5
]

! ! @ None

; Type | Flash

: ! TFTP
Filename

Address Type s S
| Server Address

o)
=

[1+]
C

15 ACL

4
d
Wy

T, 0 &

—

W W
BC <
I o

10 fu o
B o

O+
oL

= )
2w g
o
o,
e
oo

o > W m > (m
X
il

-4 >
fr 2

O—O‘éé

e (o >

o o X

LU
o

o 1»

e

i)

(g

o

>
(@]
—
2
o
oo =

AR )
ol for 28 1> 5%
QL
E

ol ofr o

Y

=)
il
ﬁ,

= N
N
o
&,
An
oY

o o
2

P,L

rl

b

R

H

|

= =
o5 T

UEY A HE Ao
By AR Az, 7

B FH] gl ol

B I

e =
AEjsfo] =7t IS
of wet 58 % AR =

/ BEHA P F2, XLE
=/ EAA

. ACL &

P

T JdFYT ACL

- _
T XE

=g Al

e
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5o ujg} E}% HTEZ Yg F AdFYrh
718 P ACL & #{Z19] &2 P S

H= 100 oA 999 7HAI Y Th A IP ACL < 3HAL 9]
Adels T2ES §3 2 Z2E3 EAT Z; 7l

A YT ACLID 9 M9 100 ~ 999 ¢

L2 ACL : 3Z1e] A2 / d MAC F4, 802.1p %

& 12 GHof| me} gfF o] wrEolJ YT ACLID M2

= TA4¥YH ACL ID
A =N
5

3 v 4 HH wet

o e -

15.1 MAC ACL

12 ACL: &2~ / thA MAC 4, VIAN 94 =9 % Z2EF F33 & 12
Aro wel gf2 o] T Yt

Instructions:
1. B EgloA] "ACL> MAC ACL"S F¥Yth

T g =R
ACL Name MAC ACL Rules 2] °]l&

2. “ACL > MAC ACE"S A ¥13&}aL “Add"3+] ACL name < 57134t}

ACE Table
ACL Name
Showing entries Showing 0 to 0 of 0 entries Q I
0 results found.
| First | | Previous | | Next | | Last |
Add || Edt || Delete e Gy W B =5

T g A
ACL Name ACL rule &5
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AddACE
"""""""""" ACL Name | a
Sequence | |1
---------------------------------------- (@ Permit
Action{ () Deny
(O Shutdown
---------------------------------------- [] Any
Source MAC
|00:00:00:00:20:00 ! |FF:FF-FF:FF:FF:00
---------------------------------------- ] Any
Destination MAC
00:00:00:00:10:00 I |FF:FF:FF:FF:FF:00] x
---------------------------------------- Any
Ethertype
0x |
oy
VLAN ——
Any
802.1p
| !
[ Apply l [ Close
I ol e
7 G5 EE
ACL Name ACL rule °©]&
Sequence MACACL H¥+= 1~2,147,483.647 Yt}
Action ACL &2 "] g "AR e} nFe 2 gyt
Source MAC HHHHHH 2oz ACL &9 A2 MAC F49

slaag 9EgUh MAC F2E UehiEd vany'E

At Al L
Destination MAC HHHHHH.
nA~39s5 JEdg

s ae

g MAC T4
el EE "Any"E

93081‘
Lfi

o
:LHU
£ 5
50
-\
ol
Mt o

EtherType 0 x 600 ~ 0 x ffff Wl ol 3 ACL 73S st
"Any"E A9ste] BE 35 dER UL

VLAN 1-44,094 W¢e] ACL & VLAN < <¢¥ati "Any"E
Mesto] VLAN & YERH YL

802.1p VLAN -4 &=919F 1~ 7 919 ACL 113 vk=3 5 Y8t

VLAN 4 =918 HEe™ "Any"S A=A L

4. *Apply’ 331 Thga} o] mhut)
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ACE Table
ACL Name
Showing entries Showing 1 to 1 of 1 entries Q I—

(| 1 Pemit  00:00:00:00:20:00 FF:FFFFFF:FF.00 00:00:00:00:10:00 FF.FFFF:FF:FF.00 Any Any Any Any

[ A || Eat || Delste (First| [Previous | (1) [Next  Last|

15.2 IPv4 ACL

Pv4 7ldE ACL (7]% 1P ACLE 219 2z 1P Fzel diEAw GrES
A3kt ACLID o W93 100~ 999 JHTh,

DF P ACL HHE A% px /A P o, Pk AEEE ZRED §9
TREZ 543 22 delo] 3 B 4 Que] we} yHEolgyth ACL ID W9
100 ol A1 999 7k i1 .

(e

Instructions
1. B4 Egjo| A “ACL > IPv4 ACL"S A&t

4 9% R

ACL Name IPv4 ACL rules ©|&

[e)

2. B Egoa “ACL > IPv4 ACE'S A¥13tal, “Add"sle] ACL Name =
F7hy o
ACE Table

ACL Name
Showing entries Showing 0 to 0 of 0 entries Q l—

0 results found.

] (Fist | (Provious | (4] [Next | [Last|

[ Al || Edt ][ Deete

T gEe thes guun

T g A
ACL Name ACL rule list ©]&

3. Fill in corresponding 74 &5
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Add ACE

ACL Name

Sequence

Action

Protocol

Source IP

Destination IP

Type of Service

Source Port

Destination Port

TCP Flags

ICMP Type

ICMF Code

B

J100

(® Permit

() Deny
() Shutdown

® Any
O Select [ICMP

(1-2147483647)

O Define |
Any

(0-255)

[] Any

! | (Address / Mask)

® Any

1] (Address / Mask)

O DSCP |

O IP Precedence |

@® Any

(0-63)

&

0-7)

) Single |

Ca
(351

(0 - 655!

O Range |
® Any

| (0-65535)

O single |

O Range |

Urg: O Set O Unset @ Don't care
Ack: O Set O Unset ® Don't care
Psh: O Set (O Unset @ Don't care
Rst: O Set O Unset @ Don't care
Syn: O Set O Unset @ Don't care
Fin: O Set O Unset ® Don't care

® Any

QO Select |Echo Reply

! (0-65535)

O Define |

@® Any

(0-255)

O Define |

(0 - 255)

Apply H Close

|

d e v
ACL Name ACL rule list ©]&.
Sequence IPv4 ACL 9] ® 9= 1~2,147,483,647 YUt
Action ACL &322 "3]8 s "ARe} vFare LR
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Protocol ICMP, TCP 2 UDP ¢} #& Y 2EF {3 Aok}
TREZS YEEHY "Any"s AdEsHAI L.

Source IP ACL &9 A2~ 1P ¢ wA3E gE3dUrh A~ P 2
e EE "Any"E A E S Al S

Destination IP ACL 739 ti% 1P 9 m2=aE 483y did P &
e E W "Any" & *Wﬁ}*‘ AlQ..

Type of Service DSCP (0-63) 2 1P ¢4 <=9 (0-7)¢F &S ACL 73 o AH|~
FEs dEdYh *M,« S YEEW  "Any"E
e sk Al 2

Source Port G4d ¥E WHE TE A9 AIUE (0-65535)¢ 22 ACL
A Ax XES JEHHUT. 2~ XES YEEd
"Any"E A €S Al L.

Destination Port “4d ¥E WHIE TE 19 AIUE (0655359 22 ACL
THe gy XEE JEdudg. diy XEEZ dehdgd
"Any"E A EEA Al Q.

TCP Flags URG, ACK, PSH, RST, SYN, FIN 3} & ACL 713 ¢| TCP
ZY1E "Set", "Unset"™ "Do n't care"® T2 ZFHPo=
A F

ICMP Type ACL 1139 ICMP HAIAl F¥ES 4893FYo ICMP 73S
et gy "EEE A9y

ICMP Code ACL TF#¢ IcMP = #s d8Egddn. 4= @&

ehielw R A,

3. *Apply 8h3L T3} ol mhu L)

ACE Table
ACL Name
Showing entries Showing 1 to 1 of 1 entries ar—
Source IP Destination IP Type of Service ICMP
[]| Sequence | Action | Protocol Source Port | Destination Port | TCP Flags
Address | Mask | Address | Mask DSCP | IP Precedence | Type | Code

O 100 Permit  Any (IP)  Any Any Any Any Any Any
First | | Previous | [1] | Next | | Last

| Add || GEdt || Deete |

15.3 IPv6 ACL

Instructions

1. &4 Eg]o A “ACL > IPv6 ACL" & A&t}
 ACLName |

| Apply
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4 3%

ACL Name

vy

IPv6 ACL rules ©]&

2. B EgoA “ACL > IPv6 ACE'S A¥l3tal, “Add’ste] ACL Name =

= =
b

ACE Table

ACL Name

Showing entries Showing 010 0 of O entries ar
[ ad  J[ Edt || Delete |

[First | | Previous | (1 | Next [ Last)

T 5 e

ACL rule list ©]&
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Add ACE
. ACLName | b
Sequenoei [100 (1-21474

: Type of Service :
: Source Port |

b mmmmncnnannnnnanand]
TCP Flags :

: ICMP Type
i ICMP Code |

) Select ITCP

| © Define | (0 - 255)

i @] Any
i (Address / Prefix (0 - 128))
.fl (Address / Prefix (0 - 128))

' © DSCP | (0-
) IP Precedence | 0-7)
. @ Any
single |
Range | - (0 - 65535)
i @ Any
Single |
Range | - (0 - 65535)
Urg: Set Unset @ Don'tcare
Ack: Set Unset @ Don'tcare
Psh: Set Unset @ Dontcare
Rst: Set Unset @ Dontcare
Syn: Set Unset @ Don'tcare
Fin: Set Unset @ Don't care

1 @ Any

@ Permit
1 Deny
) Shutdown

@ Any

Select | Destination Unreachable

Define | (0 - 255)
@ Any
Define | (0 - 255)

T g =L

ACL Name ACL rule list °]&

Sequence IPv6 ACL H 9+ 1~2,147,483,647 YUt}

Action ACL 542 "8l g s "ARre} vganz gy
Protocol ICMP, TCP ¥ UDP ¢ & Z2ES §3& HAdsjordr}
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2.

[BRSRRE=he] "Anyvve A ESIA A S

Source IP ACL 39 A2 1P 9 vx23E JdE3dyy 2~ P &
e HE "Any"E A4 A] S
Destination IP ACL 2o oA 1P 9 w232 gz g P &

Type of Service DSCP (0-63) % 1P §-

22 ACL +49] Au=

HE L= W
()]
H

A =907 2
FES dEgyrh *WL— s HEWEHYE  "Any's
AEsk A Al 2
Source Port 94 YE e e He AIWE (0655359 22 ACL
THRY A~ XEE JEIYY A2~ XEE YehlEH
"Any"E B AL
Destination Port 9 Y E AZIHE  (0-65,535)9F 22 ACL

dgud. oy =S

UERpE®

ACK, PSH, RST, SYN,

TCP Flags URG, FIN ¥} #& ACL +# ¢ TCP
ZY1E "Set", "Unset"™ "Do n't care"® T2 ZFHPo=
gk

ICMP Type ACL &9 ICMP "WAA F3& 48T ICMP #d =
Yehjeld rwEeg e,

ICMP Code ACL 7t#e] IcMP 2= #@e 9483 4= #@e
e weg e g,

4. “Apply” BFaL B3k o] m Yt

ACE Table

ACL Name [c |

Shuwmgentnes Showing 1 fo 1 of 1 entries Q ,7

. Source [P Destination IP L Type of Service ICMP

[]| Sequence | Action @ Protocol e J o | oo | Bt Source Port | Destination Port | TCP Flags DSCP‘ T — Typel o

O 100 Permit  Any(IP)  Any Any Any Any Any Any

‘ Add H Eait H Deleto | First | | Previous | {1 | Next | | Last

15.4 ACL Binding

S50l AAEA 74 I QdEHo] 2ol wpeld Hof okt

Instructions:

1. &3 go] g EgleA “ACL>ACL Binding” < 23t}
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ACL Binding Table

Q|

|| Entry Port | MACACL | IPv4ACL | IPv6 ACL

O 1 GE1

O 2 GE2

O 3 GE3

O 4 GE4
T4 e et g

T4 g% B

MAC ACL FEo| niely ¥ MACACL °]&

IPv4 ACL X Eo] vl H IPv4ACL ©]5 (IPv6 ACL 3} A% a]Eeld)
IPv6 ACL X Eo] vlY ¥ IPv6 ACL ©|&5 (IPv4 ACL I} 3% djeld)

2. A T4 FEe QU
3. *Apply" 8FiL The¥ 2ol vyt

Add ACL Binding

GE3
Port
Note: ACL without any rules cannot be bound
MAc ACL
IPv4ACL
IPvG ACL None

Apply J[ Close ]

16 QoS

QoS (Quality of Service):™= L] @ AleS FFH3E Au|2 AlF JA9 8
AEIS Fal RS dFste v9S FU7HEUT opket S| wel thekgh
AR 2~E 7 7 AdFUTH QoS & YRkA o R g9 E, A, Ad WE 9 A F
7 EAEY E2 A4 8T AFEE A sk Avl 2 Vs 3UHE YERY YT

Aol g mshs Y ZEL Kbit/s G2 AW AIZF Bk njRYx 359 F
£55 Yy Ade HEYIE &3 b2y S50 a3t Jd AS

e WEQD gAe] B9 AuE Ad 8T e e 2Ey
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oft
o
g
i)
S
e
>
i
2
of{
i)
B
yo T
k]
v
rlo
o
2
My
do fo

— H= - - = — = s

HlZU A 1§ AMHlaE iy

A Me YEHIE S8 =2+ vj=2y2=9 A7 ¥stsE yepdyt

A7 ELES AF 5 &4 1@ v=2ys 259 BlES deEbdu G

HA AFE A=dS g AR YELA AAR dill FrRI7E EHAHE
A7 BEUY d714 e ERRE Qg 7l &do] 7 dRbA Ay

71 P WES AL EE wAA = T3 BE UESA A= FIFO

wEA Wstsls P HEAAANAM AR ofEdAelde]l AL Sl

RUBR

w}
YES T AMulz FHo] A&HAor : Eo] VoIp, Hjtje. 2 7]
Aol g AqHl=E wAA] dE Ade] g o w2 ZFs 28 IASFY
G7IZE WAl gl ARbARl FAINGUH. .7 Atde] e &4, Hide #
Holg Mulag A9a7] 8 HELDAE n=2Us 32 Adsta g Auas
Al g ok vk

Hlzys fdS 788ke 7lee dld AHlEE Alwshr|ed dAl 23olnw

flo i
i
i o
)

ANES HAY Azt o ol fEeAeld 8T A4S FHHA .
WebA Qos b UL WEDD AAS WA L A A3 £AFS FolY)
Ao VEND 5ES 2AFUL FA, AgdE A% d9EL 21 5+
MzYsE Aquls FAS FIAA dEAD Aus §3e g¥s) @ %

UFHTH

QoS A 9= WAA FE wEt gEYT & 59|, VLAN HAA= CoS
(Class of Service) Z=glal%=ste= 802.1p & AFE3sl WHH P WA|X]& DSCP &
ARG S A E9E FAskEY dWAXZE MEAE S & W o9&
HES A 4% Alo|EgoloA oldfd =& vfg ot

VLAN =Z#|9] &t 9] 802.1p 41 <+

dutd o g VLAN Zg gL golo] 2 A7t A% #-E3htl. VLAN XY
o] PRI Z = (5, 802.1p 4 £9) =& CoS T =+ IEEE 802.1Q 2] A2]ol mz}
Aujz= 4 99 ARE AE YT

|

e

Destination | Source

address address

<VLAN Z#|de] 802.1p -4 =9

4

802.1Q 3 Hel= 3 H|E PRI Z=7} UdHFUY PRI == 204 ES71A
74 07FA12] 8CoS H|ZY 2 -4 & AHogy.
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P 4 &9 /DSCP ¥=

RFC791 A <Jo] w2 1P WAl #] Sl 2] ToS (Type of Service) =Sl 8 HIEZ
TA4EYTY. ©o] & 3 H|E long Precedence Tt U o] IP AR X4
o9 E AEEYY

Proto | FCS IP-SA [ IP-DA | Data

|P Precedence

0~2HEE 7~0 WY wAA dF 4 95 Yehdll= %4
YELA Ao A& G-"HAY ol g

A =9 A 7 B 6 dUTh AREx
A2 & dFYTL

ToS =12 Precedence ZE= 2o D, T 2 R H]
{7 ARE dEbdUY (g Ade A
AgFgs HetdUY (@9 AE"gY 49 0, =
AEAES YEPEY T (ARF 2EAde] AS- 0, =
HE9} 7 H|EE o ofght},

RFC1349 = %3} ¥ &S YelllE ¢ MEE F718Y ToS =S AA g}
IETF DiffServ L2 RFC2474 2] 1Pv4 WA A &tjollE ToS =219 0 ~ 5 HIES
DSCP = Ag<star ¢ 1€ o] DS (Differentiated Service) HFO|ER o] &S
Claeisiss

DS Zx=9] xS 6 H|E (0-5 H{E)X= DSCP (DS = ¥ E)E TR A9 2 HE
(6-7 M1 E)= d gy} 519l 3 HE (0-2 H]E)T CSCP (Class Selector Code Point)©] ™
FYU3 CSCP #2 T3 Fg~9 DSCP & YEFH YL DS === DSCP gtoll wel
3'd PHB (54 sZHhE A&y

-

16.1 General

16.1.1 Property

Al wIAIA Zhe] 2l ARG AR FAPom IR UESA 3 dwtHow 5
2AE"ES Tl AdHER HdA Q Ee I 5 AUy ur1d 2AEH

o
719l &= SP (Strict-Priority), WFQ (Weighted Fair Queue), WRR (Weighted Round Robin) %
DRR (Deficit Round Robin, RR 7] oA = 3 o] E3tg )
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22 2 XE 2AEY AAd oig B
1. &4 EZ]oA “QoS > General > Property” & 2183t}

—
=
=
=
=]
=1
©

Port Setting Table

Q

Remarking
Entry | Port | CoS Trust
CoS DSCP | IP Precedence
1 GE1 0 Enabled Disabled Disabled Disabled
2 GE2 0 Enabled Disabled Disabled Disabled
3 GE3 0 Enabled Disabled Disabled Disabled
A =E4 n Fnahled Nicahled Nicahled Nicahlad

SRCHR hanthen el xRk

=]
TN FE B
State =29 QoS 7|5 M3
Trust Mode CoS, DSCP, CoS-DSCP ¥ 1P 4 92 Y= 4 Jd5YH

Port Setting Table & T4 & v Z&5Ut).

T4 35 A

CoS 0 oA 7 74A]

Port Trust Mode ¥ E QoS 7|5 A3
CoS CoS Z= A

DSCP DSCP ZE ¥4

IP Priority IP Priority 2 =& %A

2ol A “QoS > General > Queue Scheduling”s 1 ®l3}iL, “Apply"a}o]
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Queue Scheduling Table

1 @ Q 1
2 ® o B
3 = [~ ] 3
4 ® @ |4—
5 w o 5
B % i 0
7 @ Q 13
8§ @ Q@ 15
Apply

ke e
Strict Priority SP mode

WRR WRR mode

Weight t7]do] A= WRR o tAE H]&
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16.1.3 CoS Mapping

1.9 EgA “QoS > General > CoS Mapping” & A ®&taL, “Apply’3t]
mH U oL

CoS to Queue Mapping

= M h B W kK= O
==l N | L] |
- o ||| || -

;

Queue to CoS Mapping

| LSRR R A ]
- EREE RREE R |

L = T & B e A N

TH gue ey iU

v A5 EE

CoS 802.1p priority
Queue XE F
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16.1.4 DSCP Mapping

1. “QoS > General > DSCP Mapping”= A ¥13}aL, “Apply’sled mk YT,
DSCP to Queue Mapping

o[cso] [1v|  16[CSZ 32[CS4] 48 [CSE]
1 RN 33 49
2 [1v]| 18[aF21) 34 [AF41] 50
3 EEARERE 35 51
4 [1v| 20[aF22) 36 [AF42] 52
5 M| 21 37 53
6 [1v| 22[aF23 38 [AF43] 54
7 w23 39 55
53[CS1) 24[CS3] 40[Cs5] 56 [CST]
g 25 41 57
10 [AF11] 26 [AF31] 42 55
1 27 43 59
12 [AF12] 28 [AF32) 44 60
13 29 45 61
14 [AF13] 30 [AF33] 46 [EF] 62
15 31 47 63

Apply

Queue to DSCP Mapping

¥

v
16[C52]
24[C83] r
J2[C54] -
40[Cs8] r
45[Cs8] r
56 [C5T] -

Apply

=
‘G|
28

03 =l O h & W K =

T4 e gea 2HU
v FE A7
DSCP I[P DHCP domain priority
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Queue Port queue

16.1.5 IP Precedence Mapping

o
rx
)
ol
o
k]
9

1. 54 EZl9A QoS > General > IP Precedence Mapping”

oAl A “Apply"ste] mHE Y T

IP Precedence to Queue Mapping

=l O h B W R = D
| | e L |
L o || 4 || o -

Apply

Queue to IP Precedence Mapping

1
2
3
4
i
&
7
a

Apply

T gEe g gy
7 A v
IP Precedence I[P TOS domain priority
Queue Port queue
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16.2 Rate limit
16.2.1 Ingress / Egress Port

84 Qg o]z~ A dlolE] Faled digh % Alghs vERI YT
SES AFe] A FAldA HE ATS Agste] BE FA HAA] 5

Ao o,

SES W] Aol FAlA &S AgS Algste] EE Al WAl S5
Alo] gk

Ingress / Egress Port” = Xl815}<]
|

Instructions:
1. &4 Ego|A “QoS > Rate Limit >
rate-limiting port & A &gt}
Ingress / Egress Port Table
1 GE1 Disabled Disabled
2 GE2 Disabled Disabled
Disabled Disabled
Disabled
Disabled
Disabled
o
o=

O
O
] 3 GE3
] 4 GE4  Disabled
] 5 GE5  Disabled
] 6 GEG  Disabled
= T GFT Nisahlerd Nisahlerd
2. £% ARS ¥ TEZ Auen el 'Edit'etd] 715 Aasla
S22 ATk B3 ol "Apply'atal Rk
Edit Ingress / Egress Port
T Port| GE1-GE3
ir““"““““i [+ Enable
Ingress |
: : |1000000 | Kops (16 - 1000000)
I,:::::::::::::,i e
i Egress |
i { 1000000 | Kops (16 - 1000000)
Apply ][ Close
2T
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T4 = A
Ingress Enabled s}t of 5
Rate H 21(16 to 1,000,000 Kbps)
Egress Enabled A5l of B

Rate H 21(16 to 1,000,000 Kbps)

o5

16.2.2 Egress Queue

egress queue A4 WY
1. &4 Eg]oA] “QoS > Rate Limit > Egress Queue”S A &gt}

Egress Queue Table

Q

N . [ Queue 1 [ Queue 2 | Queue 3 [ Queue 4 ] Queue 5 | Queue 6 ] Queue 7 | Queue & I
= | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR(Kbps) State | CIR(Kbps) | State | CIR (Kbps) | State | CIR (Kbps) |

1 GE1  Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled

2 GE2  Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled

2 GE3  Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled

4 GE4 Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled

5 GES  Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled

& GE6  Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled

7 GE?  Disables Disabled Disabled Disabled Disabled Disabled Disabled Disabled

A GFA Nisabled Disabled Nisabled Nisabled Nisabled Nisahled Disabled Nisabled

N
kel

EE Mesla, “gditsle] X E A Eojty .
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Edit Egress Queue

GE1-GE2

| || Enable

i [1000000 Kbps (16 - 1000000)

! [ Enable

i |1000000 Kbps (16 - 1000000)

[1000000 Kbps (16 - 1000000)

________________

I' 000000 Kbps (16 - 1000000)

i || Enable

| 000000 Kbps (16 - 1000000)

i [1000000 Kbps (16 - 1000000)

! [ Enable

Kbps (16 - 1000000)

Kbps (16 - 1000000)

17 Diagnostics

17.1 Logging

log, info integration, aging time and configuration level & AUt} =9 %] 2]
2ke) 215 TFTP AWol| d==3rh

Instructions:
1. 94 Ege|Al  “Diagnostics > Logging > Property’®lA @ 2I1E
2] s}/ &4 éﬁ}s}ﬂ, 4 H U] d5 desta, 4= FEs A48 59
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...........................

Aggregation Enable

Aging Time |3{](} Sec (15 - 3600, default 300)

State Enable

MGrimum

Severity

Note: Emergency, Alert, Crtical, Error, Warning, Notice

Severity

Minimum

Severity

Note: Emergency, Alert, Critical, Error, Warning, Notice

2. B4 EZ]o|A]l “Diagnostics > Logging > Remote Server's X €3}e] A4
AARE F7rebAY gy
Remote Server Table

Q|

0 results found.

| Ad | Edt [ Delete

3. “Add"sle] Al ERE 23 AWE AAG, FAY AuE “Edit"FY )
“Apply’dte] ZHS eyt
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Add Remote Server

Address Type

Server Address

Server Port

Facility

Minimum |
Severity

(® Hostname
O IPv4
O IPv6

|
514 (1-

Note: Emergency, Alert, Critical, Error, Warning, Notice

35, default 514)

[ Apply [

Close J

17.2 Ping

Instructions:

1. B EgoA -

JED R

o= =

‘Diagnostics > Ping"S 41813}, Ping Test & HEE

(e}
H

—

=
=]

Akar 1o uwhet

Lt

Ytk

Address Type

Server Address

Count

(O Hostname
@ IPv4
O IPvé

[192.168.1.111

™
Og‘:l‘,
_O‘L
k]
iy,
%)
i
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Ping Result

Transmit Packet | 4

Receive Packet | 4

PacketLost 0%

17.3 Traceroute

Traceroute += #2 #FS HE 3
717+s ST YY

B AN A A @ w9

ol

Instructions:
1. ©4 EgoA  “Diagnostics > Traceroute’2 X€3lal EAES AHRE
dE ok

Address Type 8 :;(ls‘:itname

Server Address |192.168.1_122

[[] User Defined
Time to Live

[30 (2 - 255, default 30)

Apply Stop

il
>,
L
—OL
g
i
:J‘
il
_l {
ro

QL'
AW
o

2. “Apply’dte] HZE
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Traceroute Result

traceroute to 192.168.1.122 (192.168.1.122), 30 hops max, 38 byte packets
1 192.168.1.122 (192.168.1.122) 0.000 ms 0.000 ms 0.000 ms

17.4 Copper Test

Copper test v+ ¥ AlolE FElE H7letar vhAL © Aok e wet 435
(LF2 °F 5m)S ZHUTh

Instructions:
1. ¥4 Eg oA “Diagnostics > Copper Test” = A®&3&lal, HAEES & YEE
A gk

___________________

Copper Test

IR=a—1

2. ‘“CopperTest's =
Copper Test Result

Y
_OL
£y

Port | GE1

Result | Open Cable

Length | 292 M

17.5 Fiber Module
#FRE DDM ARE gelghi).

Instructions:
1. &4 Eg] oA “Diagnostics > Fiber Module’& A 813t}
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Fiber Module Table

Q| |

l 0 results found. |

[ Refesh |[ Detail |

& Note:

o YLE

oﬁ
o

ol

2
-l {
1O
i)
¥
0,
oy
v
Id

K Fef 7} UP <l

oL
rfr
%
oft
o
T
)

]

[
O>'

17.6 UDLD

UDLD (Unidirectional Link Detection) : B4 L+ ESXE #Holz2 a4
ol HA9 =84 TS EYHHGSE Hl AR&E = Cisco Zeto]Hl #l o] o
TREIFAYUY. ieF a7 e o AR Al dlolHE Bl 5 )
FA g P QAT ARSAZE B dlolHE BS54l AHH), UD
dE AL, ' QIE#Hel~E da Aal
=

SR

=
>
B
i
=
i)
L c
v
(e
oZ
ot

PaE Be BAl, 59 2dd EE fustel rus o7 £ dgud
1 . UDD b AMow Aguew wae 9m Zeld FH7
A Ashokghich

17.6.1 Property

224 9 ¥E 44
Instructions:
1. &4 Eg]o|A] “Diagnostics > UDLD > Property”= A 8§ )
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_______________________

Port Setting Table

Q

| Entry | Port | Mode | Bidirectional State | Operational Status | Neighbor
1 GE1 Disabled  Unknown 0
2 GGE2 Disabled Unknown 0
3 GE3 Disabled Unknown 0
4 GE4 Disabled  Unknown 0
5 GES Disabled Unknown 0
R =ER Micahlan | Imlrrinnam n

; Port| GE1

- # Disabled

; Mode i Narmal

i i Agaressive
[ Apply ] [ Close l

=2 O
Port Port id
Mode UDLD port mode

Disabled: £E7]%5 v &A 3}

Normal: UDLD & @& 35 X sa ¥ES v|gloz
FAste] Al2El 235 G F F AFY

Aggressive: UDLD + ©@WeF (35 #AXs 4 dHFUn H3
ATFHE A ESHA 825 UDLD WIAAIE AlsA Byt
UDLD ©l= g5o] Q& A% ELE= errdisable AEl7F Huth

17.6.2 Neighbor

UDLD & 7t A el xoA AVIHOR Hello WA (T Ei
Zragdak: 3he Byt

182



MR-0402P series

NNNNNNNNNNN Iﬂﬁg NETWORK SWITCH - User Manual

st ool AlFto]l wkaE wjzhA] HA[A| 7}
7] %ol Hello 7} BHA] A= ol o] AJ7ko]

2=9A 7 Hello o2& 4]
Ayt o]l Alzke] whs =
M= TAHY

Aol Eam ool A AlsTIstE 84
(Hello) =Zlo] gy

IH d&Ee yplp ZT2H / g5

Ol

Instructions:
1. &4 Eg|d A “Diagnostics > UDLD > Neighbor's A El3lal, HAE

A4 gk

Neighbor Table

et
ke
(m
il

Q
Expiration ) ) ) Message Timeout
Entry ) Current Neighbor State Device ID Device Name Port ID
Time Interval Interval
0 results found.
T FEE g gyt
T4 5 A
Entry ] %-(neighbor)2] Serial No.
Expiration Time T2 olo] A ARk
Current Neighbor State o] %(neighbors) &3}
Device ID o] % (neighbors)2] Device ID
Device Name ©]%(neighbors)2] Device name
Port ID AAE Qe FH o]~ D
Message Interval o] %(neighbors)oll gt WA A 7+A
Timeout Interval °]%(neighbors)ell thgk A|7F 23} 114

18 Management

18.1 User Account
AF8-A= Username #F Password & +4& 4 54U
Instructions:

1. ¥4 EdgolM “Management > User Account’S Aelata, A3 AHLS

g3
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User Account

Showing entries Showing 110 1 of 1 entries Q|

] admin Admin

First | | Previous | |1 | Next| | Last

[ At || Edt || Deete |

2. A ol&A Ade “Add"star, AER AAS “Edit"gdoh

Add User Account

3
Username : | |

. | ® Admin
F-‘rmleq;lei ) User

; Username | admin

Pnsswodi | |

R —— J—

_:(_Z_onﬁrm Pnss;t_)_r;:l i | |

i
4

. i Admin
Privilege |
o i\ O User

18.2 Firmware

AlzE HeolE dadlel= gt

Instructions:
1. &A1 Eg]o|A “Management > Firmware > Upgrade’=S A 81§t}
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T Image

: o ; FactoryFile
: Action | (® Upgrade
P i @ TFTP

i Method 3 HTTE

.................

18.3 Configuration
18.3.1 Upgrade

Alasl dAe adel= shAY Wighy

A7 fdadol= .

1. 84 EgoA “Management > Configuration > Upgrade”
Action & “Upgrade”® AA&taL, “TFTP” & “HTITP & A9

sd& AEskaL, “Apply”ste] ehE gt

i Action| & Updrace

- | Backup
5""““““““““-1; TFTP

' Method5 o HTTP
P ! @ Running Configuration

i O Startup Configuration

i Configuration | Backup Configuration

: : RAM Log

: : Flash Log

l Fllename ' | SelectFile ‘ No files selected

47 3 By .

Action € “Backup”’®.2 A AHslal, “TFTP” T+ “HTTP’S AEgy ).
E

vhd& AEskal, “Apply”ste] kRt
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1 () Upgrade
= Backup

Q0 TFTP
® HTTP
(® Running Configuration
) Startup Configuration
_ Backup Configuration
' RAM Log

' Flash Loqg

18.3.2 Save Configuration

AlaE AARE ARG 5 2718

Instructions:
1. &4 Eg]oA “Management > Configuration > Save Configuration”2 A1 €]gtth

| (@ Running Configuration
; 1 Startup Configuration
i () Backup Configuration

L _ | (& Startup Configuration
Destination Fllei ) Backup Configuration

1

[ Apply ] [ Festore Factary Default

& Note:

o AF HA %7|E HIA T “Factory Reset’s EE3}3l, “Device Restart’E

sokghich

“Running Configuration”s  “Start Configuration"®]4 “Backup Configuration” 2. =
A dFHH

AzE) A A%

o
=
2. 3 9= Adho|A] “Save”’S ¥ 3d}al, “running configuration”S “start

Save | Logout | Reboot | Debug

186



IRAE

INFORMATION TECHNOLOGY

MR-0402P series

NETWORK SWITCH - User Manual

Save running configuration to startup
configuration. Do you want to continue?

| Cancel |

18.4 SNMP

SNMP (Simple Network Management Protocol)™= TCP / IP U E9] Z oA dg] AF&-H Yt
UEST #E] £ZESS] (o : WMENT #e 93 zHol)E dste T%

AFHE GAE FHFUT SNMP = v sy Tth
- Simple: % 75 SNMP = WE £Eo} AYHI HGOR AR g4
Mg 3 9 7|2 7% HNEE /X3 &Y 8 UDP 7]HF SNMP =

R FA 9} FEF UL Powerful: SNMP = #E A7 ARS A4 A,
T4 2 EAE EAY F UARE F = 7P4 e AR AL E_X]'o]———-
e FREEZFYT Al 7HA 3 WA, = SNMPv, v2e % v3 ©] EU T
AlZ=Eoll= NMS (MEH A & AlZ=H), °ﬂ o] AE, #u] /A 2L MIB (2
o] 2~)7F ek
- 7 AE < NMS & BEE FAE By JJra]To 7} AR of= AR
do]dE, MIB 2 ¥ NA7F £k NMS £ MIB & Z535te] NMS
TS Adsts v AN ARE = dolHdES} 4T A8d YT

Management
object

Device

< SNMP management model>
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NMS

® NMS = HESA AZAZA AWA SNMP & &3 HESA FAE
AARUTE co]AEA AR wil MFE X3 AY FAHES 94T
AFULE NMS £ co]dEV F5Hoez Byl ENS st g 29
ElE dulolE & & glFyTh

Agent
o WA @AY doldE mzdsm A delHE  fAdn v
dolHEx sl NMS S SEdYT AHdS MIB Table & &3 #¥
= ol

Foo Agstal 2 ST 5 A3E NMS 2 A AESY T AA
Ee oE oJHET EAshA oo
NMS = dAF3sh7] 98 F=d5 FAsyh

Management object

o BEEFA AAE oEFTh 7 FAE susle] (o : Aol wE),
slmglo] B axEdel (o : 9W ZRED), JE T4 ¥ AEE
TFstel £ oldel AAE b 5 Ayt

MIB

o MB & @ AAL §4 ez W (o c odleldES 2t HAY
gl REyE AR HlelEel AT MIB = o|2, AH, AAs AT 3

59 vhe

X
o

hyA

(-

dole] #3¢ Taste] wel Ade 48 FgUTh MB £
5e FAT £ AFUh ool HEE MB B £3ste] AXHE 3 4
vlEsa MIB 2 WSkl e T4 S8 2T,

18.4.1 View
1. &4 EgloA “Management > SNMP > View’S A 8§t}

View Table

Showing entries Showing 1 to 1 of 1 entries Q|

]| View  OID Subtree = Type
] al 1 Included

First | | Previous | | 1| | Next | Last

TA FEe g gedt

7 FE EE

View View name

OID Subtree View OID #t

Type View type: “Included” B+ “Excluded”
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Add View
i view | | |
| OID Subtree | | |
P e Included
| P& Excluded

Apply H Close

18.4.2 Group

1. &4 EgoA “Management > SNMP > Group”S &3 gt}

Group Table
Showing entries

Showing 0 to 0 of 0 enfries Q ‘

0 results found.

[First | | Previous | (1) | Next| | Last |

Configure SNMP View to associate a non-default view with a group.

[ A |

Edt || Delste

T4 g5 g3 ZEyTh
T4 e A
Group Group °l&
Version V1,V2,V3

Security Level

Security level

View

reading, writing, notification.

“Add"8}aL, “Apply"dte] R FY
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Add Group

v @ Mo Security
Security Level | Authentication
d Authentication and Privacy

[ |
zz=zzzzz=zzzz=d

i i [/] Read

—pec====e=

18.4.3 Community

1. ©4 Eg oA “Management > SNMP > Community”< A1 &gk T},

Community Table

Showing entries Showing 1 1o 1 of 1 entries Q]

[] public all Read-Only

(First | | Previous | |1 |Next | Last
The access right of a community is defined by a group under advanced mode.
Configure SNMP Group to associate a group with a community.

| Add || Edt || Deete |

T4 e U3 AU

T4 e A

Community Community A7

Group Group °l&

View View ©]+&

Access: A3t read only =+ read-write

2. 3T AAE *AddskaL, “Applyate] k=gt
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Add Community

view | | all

18.4.4 User

1. ¥4 Eglo A “Management > SNMP > User’S A B3t}

User Table

Showing entries Showing 0 fo 0 of O entries Q]

]| User | Group | Security Level Authentication Method = Privacy Method |
0 results found.

First | | Previous | | 1 | Next | | Last
Configure SNMP Group to associate an SNMPv3 group with an SNMPv3 user.

Add || Edit || Delete

7 35 e
User Username
Group Group name
Security Level Security level
Authentication Method Authentication mode
Privacy Method Encryption mode

2. T AAE “Add sk, “Apply’ste] ks jy T
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Add User
| User ! I—
F=================1
| Group: |d
1 @ No Security
Security Level | Authentication
Authentication and Privacy
| @ Mone
Method ; MD5
| SHA
boszzzzzzzzz=z===z=z4
Password | |
:r _________________ 1: @ Mone
| Method | DES
Password | |

1. ©4 Eg oA “Management > SNMP > Engine ID"< A &gt}

[ User Defined

IBDDDEaQEﬂBEEaaBDUDDEal (10 - 64 Hexadecimal Characters)

Remote Engine ID Table

Showing entries Showing 0 to 0 of 0 enfries Q| |

0 results found.

[ First | | Previous | (1 | Next| | Last |

2. “User Automation”S Z83ta g ID = 423 13 “Apply’ste] SEgUT)
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18.4.6 Trap Event

1. &4 EZ]o Al “Management > SNMP > Trap Event’S A1 B & o},

" Authentication Failure | [/] Enable

Link Up / Down |
Cold Start |

Warm Start Enable

Apply

T4 gL el gHUn

T G EE
Authentication Authentication error
Failure

Link Up / Down Port link up/down
Cold start Cold start

Warm start Warm start
2. “Apply’ate] ks 3o}

18.4.7 Notification

1. B4 Eg oA “Management > SNMP > Notification” & 41813t}

Notification Table

Showing entries Showing 0 to 0 of 0 entries Q]

[ ]| ServerAddress | Server Port Timeout | Retry Version Type | Community/User =Security Level |
0 results found.

First | | Previous | | 1 | Next | | Last
For SNMPv1,2 Notification, SNMP Community needs to be defined
For SNMPv3 Notification, SNMP User must be created

| Add || Edt || Deete |
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Add Notification

———————————————————————————

| @ Hostname
Address Type IPvd
: IPvE
Server Address
& SNMPv1
Version : SNMPv2
i SNMPv3
Type & Trap

___________________________
———————————————————————————

Communil}rIUseri private =

___________________________
———————————————————————————

® Mo Security

___________________________
———————————————————————————

| [# Use Default

___________________________
———————————————————————————

...........................

...........................

...........................

T4 %L e gudn

S EE

Address Type Address type: “Host Name”, “IPv4” 5=+ “IPv6”
Server Address Server address X

Version SNMP versions: v1, v2, v3

Type Notification type: “Trap” B+ “Inform”
Community / User | Community =+ username

Security Level Security level

Server port 1 - 65,535(7]1 %t 162)

Timeout 1-300 Z(7]&%k 15 %)

Retry A E ZHA 1 -255 (7] 3k 3 %)

2."Add” st AA S d=EdYT ‘Apply’ste] =Y

18.5 RMON

RMON (14 ®E U ¥ &) IETF (Internet Engineering Task Force)ol| 4] 74 ] g+ MIB o]
MIB II £F5 34 22Ut F2 d A= UEYA 38 £F F st 2
I:HE 43- Aﬂ E = d ] LﬂE 43_-/] tﬂ ] 1 :é__%'é‘ _1_14]513]61-]4];]_ RMON oﬂ__

Z
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ot HEST ZAA A== NMS (MESA g =HolA) 9 o] dET}
YT MEYA BUH Ee g@X7]dA A3 EE RMON oo]dEE EEO
AAE YENT AIHENA 5 AE (d : 54 7|3F &S M ESY A AaHES]
T WAA] F EE TAER %jf; H gulE wAR HHE FH5a AR
SNMP o}7|E14E 7|Wto® RMON 2 7|& SNMP X4 = s3guyrh
SNMP = 97 UEHA ZLXPEE} 'EEH ]I FEAHOE UHEW’SM A Byl
A4S =gtk RMON 2 NMS ¢ SNMP Agent 7+o] £41 388 Zof vyt
Jo A4 YEYIS ﬂé}i iAo e & dFUHh
s BEUEs 7 7HA WEyoe i dolels +3 & 4 dsyd. A
ZEHE AREEte] b 1 HE 33l NMS 7} ARE A3 #Eetal UEYA
farE Ao}, » RMONMIB BEE 95 T AFUH
HWESA A (255, *H 2, HUB &)l 25 HA2 & 3= RMON o o] A E=
RMON X~ 2H 7]Fo] & UESA Alddo] Yl RMON NMS i+ SNMP 7]
HEs AFEste] SNMP dlo]HdEeSE dloJElE udtele] UESA e ARE
FRIYS. gy A 2ol ofs] AlgtEe] d¥lH o= RMON MIB 9 EE
HolHE A EFUh dgiFEe] FAXe g, odWE, 715 92 B 259
TEelAR diolHE YT
F9 ¥ 29X = F WA WA o® RMON & Adun) 290 24 A8t
[e)

N

>

_l

=

E

F

RMON Agent & RMON Z2H 7|50l HES A A[Adolg ]
29 F o A x| st= SNMP oo]HEZE Asto gz NMS + HEYIAS #glsl7]
98 TEO A" YEYD AIWES g Ax 5, oF EA, A% 54 2

78t AEE 42 g AsUTh

18.5.1 Statistics

s, ) dlelg HAlR], BRE= Jfx~ ]
Hlo]E @ wA]x] So] EIFHUth RMON 57 2 oy 7|5 Sa g ¥E
AHe R 9 fE 27t mUEEsia AdE 4 dsu
Instructions
1. &4 EgldA “Management > RMON > Statistics’s A ®shd, XE ¥d

HAA EAZE FAE U

Statistics Table

Refresnfate [0 [=] sec

Q |

Bytes. Drop  Packets | Broadcast Multicast | CRC & Align | Undersize Oversize Frames of
1 [ [ [ [ [

Framesof |  Framesof Frames of Frames of
64Bytes | 6510127 Bytes 1nn:usm- |

[ ] 0
0 ]
0
0
0

o o o 0 [
] 0 ] ] 0 0 ] ]
o 0 0 o o 0 [} o
] 0 ] ] 0 0 ] ]

sescooe

B

2. “Clear’®} “Refresh’= 3fo] A= ES FAE ZYolstAY BAFYT
5

o xelg
View' s 1A Y FuE FAg,

195



MR-0402P series

mm‘lﬂﬁg NETWORK SWITCH - User Manual

View Port Statistics

| GES

et
i @ None
i ® 5sec
I]efreshl!atei ©) 10 sec

| ) 30sec

o o o o o o o o oo oo oo oo o o o

18.5.2 History

RMON 3|2E2 1§ P 293: Ael Sol4e fl8) 771902 yEY2
EAS FASD GAE AGse] VEND AINE BF, 0F 7, Has AAE
B2, AE ASE 2 e A F §2Ee delgE ATFuh

s =i

o2 dole Wt AW EE dolgd hF F4 7
EFsto] o oy £ SWelM FAE AYsHe ° A48T & Ak

1. ©4 Eg oA “Management > RMON > History’ 2 A&l gt},
History Table

Showing entries Showing 0 to 0 of 0 enti

The SNMP service is currently disabled.
For RMON configuration to be effective, the SNMP service must be enabled.

Add || Edt || Deete || View
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74 dES g gy

RG] vy

Entry oJME 79 dY W%

Port AME XE

Interval MEH FAS 1~3,600 (F9] :s)olH 7]EA 0= 1,800s QY Tl
Owner A25-A2F

Maximum Ao BEZ = 094 50 74A o 7] E gk 50 Ut
Current A7 MZ

2. 3l2Ed 2FS A A8 Y A $ES “Add” FY ok

Add History
P Enty}
:|;= = = ====.J‘
i Porli GE1
:|;= = ::::::::::::.4‘
HaxSamplei 50 (1-50, default 50)
Lezzzzzzzzzzzzzzzd
Intenrali I1800 (1-3600, default 1800)
Lezzzzczzzzzzzzz=d
Owner | I
Lo d
Apply H Close ]

3. “Apply” 8tal vt o] widy T
History Table

Showing entries Showing 1to 1of 1 er

] 1 GE1 1800 50 50

The SNMP service is currently disabled.
For RMON configuration to be effective, the SNMP service must be enabled.

Add Edt || Delete || View

18.5.3 Event
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w A%

Instructions

1. &4 EZ]oA] “Management > RMON > Event’S A1 B gt}

Event Table
Showing entries Showing 0 to 0 of 0 entries Q I
[ ] | Entry | Community | Description | Notification | Time | Dmerl
0 results found.
First | | Previous | [ 1| | Next | | Last

the SNMP service must be enabled.

H Delete H View

T4 FEe e guvn

7 FE e
Entry OJHIE Z1F9 dd HE
Community Community name
Description Description

Notification Notification

Timer Time

Owner Owner

MR-0402P series
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2. oJWIE %55 7S] Al i 7 FEE “Add” FyHh

Add Event
Entry | 1
(® None
N (O EventLog
Notification O Trap

() Event Log and Trap

I Default Community

IDefauIt Description

3. “Add” skl thgdt o] wU G
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Event Table
Showing entries

Showing 1 to 1 of 1 entries

Q|

Event Log and Trap ‘
|\ First ,| |\ Previous ,| . |\ Nextil |\ Last ,|

N 1 Default Description  Default Description

The SNMP service is currently disabled.
For RMON configuration to be effective, the SNMP service must be enabled.

Add | Edt || Deete || view |
18.5.4 Alarm

RMON 74X #el= xE F/A9 22 54 4R ¥Wss ZYEHIIUGY
BUEE ® dolE e o] Y wWakdA Ao ®H QA ;s s g¥
ojHEZ} s, o= A H A& Eto wel AHgur oWE A=
OJMIE IFelM Addguth AREAE AE FES o § ALH2 tet 2ol
Agdunt. AE" Al o8] Ade | AR Waes AEPsta s oA @
Hlacsforgtyth ¥ w2 dA gkel A s oWlEZE EYAH UG

o
i
o

1. ¥4 Eglo A “Management > RMON > Alarm’& A B ¥
Alarm Table
Showing entries

Showing 0 to 0 of 0 entries

0 results found.

| First | | Previous | . | Next | Last |

The SNMP service is currently disabled
For RMON configuration to be effective, the SNMP service must be enabled

Add [ Edt || Delete

T e o Zayh

CE A

Entry BE %o d¥ I

Port Axted TEE JHsHAI S

Counter AR AMZ ujs W

Interval AMEY 7h2 W9 1 olA 2,147,483,647 ©1F 2 @YY
71BA o7 100 2FUth

Sampling AE R EAY R A
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Owner Owner
Threshold (Rising) s ol Ao A F W= 0004 2,147,483,647 YU Th
Event (Rising) oW E 5 A9 detol AEtH  FY o]WIET}

Threshold (Falling)
Event (Falling) o]

2% A9l otwol wAsd  dw  oluEs)

2. % 2L TARI) AA AT T FEL cadd T
Add Alarm

Entry | 1

Port GE1

Counter | Drop Events v
" (® Absolute
Sampling O Delta
Interval |100 Sec (1 -2147483647, default 100)
Owner I
® Rising

Trigger | (O Falling
(O Rising and Falling

Threshold |100 (0°- 2147483647, default 100)

Event |1 - Default Description \/|

Threshold | |20 (0 - 2147483647, default 20)

Event |1 - Default Description \/|

[ Apply ][ Close ]

3. “Apply'sHaL That o] vhEL .

Alarm Table
Showing entries Showing 1 to 1 of 1 entries Q I—
D 1 GE1 DropEvents 0 Absolute 100 Rising 100 Default Description 20 Default Description
First | | Previous Next | | Last
The SNMP service is currently disabled. C] L] -

For RMON configuration to be effective, the SNMP service must be enabled.

| agd [ Eat  |[ Deete |
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